
Electronic signature

Signed by

Hansen, Leif-Ove
(Identity verified with BankID (NO))

Date and time (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

23.02.2023 08.09.02
Date of birth

1982-03-22
Signature method

BankID (NO)

Signed by

Muri, Cathrine
(Identity verified with BankID (NO))

Date and time (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

22.02.2023 17.00.54
Date of birth

1978-01-06
Signature method

BankID (NO)

Signed by

Skjelmerud, Anne
(Identity verified with BankID Mobil (NO))

Date and time (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

22.02.2023 15.50.42
Date of birth

1956-06-28
Signature method

BankID Mobil (NO)

Signed by

Aamodt, Øivind
(Identity verified with BankID (NO))

Date and time (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

22.02.2023 18.33.47
Date of birth

1966-02-13
Signature method

BankID (NO)

Signed by Date and time (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

22.02.2023 15.59.59
Date of birth

1972-08-27



Hermansen, Jacob Chresten
(Identity verified with BankID (NO))

Signature method

BankID (NO)

Signed by

Bekkevoll, Ronda Kristine
(Identity verified with BankID (NO))

Date and time (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

22.02.2023 15.50.03
Date of birth

1999-03-02
Signature method

BankID (NO)

Signed by

Pettersen, Frank Olav
(Identity verified with BankID (NO))

Date and time (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

22.02.2023 15.53.58
Date of birth

1968-12-03
Signature method

BankID (NO)

Signed by

Kolstad, Anne Karin
(Identity verified with BankID (NO))

Date and time (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

22.02.2023 15.49.52
Date of birth

1961-06-27
Signature method

BankID (NO)
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Balanse pr. 31.12.2022

Note 31.12.2022 31.12.2021

1

Fordringer

Kundefordringer 14 553                         0

Andre fordringer 331 994                       259 100                       

Sum fordringer 346 547                       259 100                       

Bankinnskudd 2 5 451 083                    5 502 414                    

Sum omløpsmidler 5 797 630                   5 761 314                   

Sum Eiendeler 5 797 630                    5 761 514                    

Formålskapital

Annen formålskapital 01.01 3 769 584                    2 974 205                    

Disponering av årets resultat 575 873-                       795 379                       

Annen formålskapital 31.12 4 109 506                    3 769 584                    

Formålskapital med restriksjoner pr 31.12 3 -                                915 795                       

Sum formålskapital 4 109 506                   4 685 379                   

Gjeld

Kortsiktig gjeld

Leverandørgjeld 744 218                       159 470                       

Ubrukte prosjektmidler 4 55 600                         150 000                       

Skyldig offentlige avgifter 391 237                       370 870                       

Annen kortsiktig gjeld 5 497 070                       395 796                       

Sum kortsiktig gjeld 1 688 125                    1 076 136                    

Sum gjeld 1 688 125                   1 076 136                   

Sum formålskapital og gjeld 5 797 630                    5 761 514                    

Oslo, 18.02.2023

Leif-Ove Hansen, styreleder Cathrine Muri

Øivind Aamodt Jacob Hermansen

 

Frank O. Pettersen Ronda Kristine Bekkevoll

Anne-Karin Kolstad, generalsekretær Anne Skjelmerud

Dokumentet er signert elektronisk.



Note 2022 2021

1 Anskaffede midler

a) Medlemskontingenter 1 43 805            45 050                

b) Tilskudd 10 214 397    9 270 903           

i) Offentlige tilskudd 4,6 8 003 927      7 020 164          

ii) Offentlig tilskudd til samarbeidpartnere 7 1 658 000      1 797 912          

iii) Private tilskudd 4 552 470         452 827             

c) Innsamlede midler og gaver 4 40 365            5 829                   

d) Inntekter fra operasjonelle aktiviteter 400                  1 800                   

  i) Aktiviteter som oppfyller org formål -                      

  ii) Aktiviteter som skaper inntekter 400                 1 800                  

e) Finans og investeringsinntekter 74 951            44 024                

f) Andre inntekter 157 506          126 917              

Sum anskaffede midler 10 531 424    9 494 523           

2 Forbrukte midler

a) Kostnader til anskaffelse av midler -                  -                       

b) Kostnader til organisasjonens formål 8,9 8 510 987      5 958 541           

  i) gaver/tilskudd til org formål -                  -                       

  ii) aktiviteter som oppfyller formålet:

     økt mestring 1 616 053      1 300 313           

     informasjonsvirksomhet 1 470 807      1 217 017           

     rådgivning og påvirkningsarbeid 2 602 148      2 490 887           

     internasjonalt arbeid 361 276          300 913              

     øremerkede prosjekter 2 460 703      649 411              

c) Administrasjonskostnader 935 990          689 904              

d) Offentlig tilskudd til samarbeidspartnere 7 1 660 000      1 797 912           

e) Finans- og investeringsutgifter 316                  2 787                   

Sum forbrukte midler 11 107 293    8 449 144           

3 Årets aktivitetsresultat 575 869-          1 045 379           

Disponeringer

Overføring annen formålskapital 339 922          795 379              

Formålskapital med restriksjoner 915 795-          250 000              

Sum disponeringer 575 873-          1 045 379           

Beregnet formålsprosent 10 92 % 92 %

Beregnet administrasjonsprosent 10 8 % 8 %

Beregnet innsamlingsprosent 10 100 % 100 %

Aktivitetsregnskap 2022



Note 1  Regnskapsprinsipper

19,00 % 21,00 % 40,00 % 5,00 % 15,00 %

2.1. 2.2. 2.3. 2.4. 2.6.

Økt mestring Informasjon Påvirkning og 

rådgiving

Internasjonale 

aktiviteter

Admin.

Note 2 Bundne midler
257 605      (skyldig skattetrekk)

Note 3 Formålskapital
IB Tilført Forbrukt UB

Formålskapital med lovpålagte restriksjoner -                  -                     -                     -                  

Formålskapital med eksternt pålagte restriksjoner -                  -                     -                     -                  

Formålskapital med selvpålagte restriksjoner 915 795         -                    915 795-           -                 

Annen formålskapital 3 769 584      339 922           -                    4 109 506     

Sum formålskapital 4 685 379      339 922           915 795-           4 109 506     

Avsetning mot restriksjonsbasert formålskapital er gjort i henhold til sammenstillingsprinsippet og 

krav fra innsamlingskontrollen. 

Note 4 Offentlige tilskudd
Ubrukte midl. Mottatt Påløpne Ubrukte midl.

pr. 1.1.22 2022 kostnader pr 31.12.22

Driftstilskudd:

Helsedirektoratet (HD) 0 5 742 000 5 742 000 0

Helsedirektoratet (HD) øremrk. samarbeidspartnere 0 1 658 000 1 658 000 0

-55 051 500 000 500 000 -55 051

0 644 626 644 626 0

Utenriksdep 0 0 0 0

Helseregioner 0 83 000 83 000 0

Ulike ubrukte midler tidligere år 0 0 0 0

Sum drifttilskudd 8 627 626 8 627 626 -55 051

Merverdiavgiftskompensasjon 0 480 852 480 852 0

SUM offentlige tilskudd (minus ubrukte midler) 9 108 478 9 108 478 -55 051

Noter til balanse og resultatregnskap 2022

I posten inngår bundne bankinnskudd med kr 

Årsregnskapet er satt opp i samsvar med regnskapsloven og god regnskapsskikk for ideelle organisasjoner.

Til grunn for fordelingen ligger en kalkulasjon basert på aktivitetens estimerte andel av timeforbruk for organisasjonen totalt, samt tillagte timers estimerte lønnskostnad i 

prosent av organisasjonens totale lønnskostnader.

Medlemskontingenter er bokført etter kontantprinsippet. Kr. 12.000 er organisasjoners medlemsinnbetaling (12 organisasjoner), 

hvilket vil si at HivNorge har 316 betalende medlemmer pr. 31.12.2022.

Tilskudd inntektsføres i takt med påløpne kostnader

Driftsmidler med levetid på mindre enn tre år kostnadsføres løpende.

Aktivitetsregskap benyttes for direkte henføring av kostnader tilknyttet organisasjonens aktiviteter. 

Felles administrativ lønn og kostnader fordeles på aktivitetene etter følgende fordelingsnøkkel:

Bufdir, driftsstøtte

*) Tilbakebetaling av ubrukte midler til Oslo kommune i 2021 utgjør kr 55.051

Oslo kommune, driftsstøtte *)



Øremerkede tilskudd:

254 Tilskudd fra sivilrettsadministrasjonen 0 305 000 305 000 0

150 000 500 000 650 000 0

801 Tilskudd fra IMDi (immigranter og korona) 0 98 000 108 519 0

0 150 000 95 669 54 331

Oslo kommune, øremerkede midler, 25. juni 0 15 000 13 731 1 269

0 0 0

Sum øremerkede tilskudd 1 068 000 1 172 919 55 600

Overført til neste år 55 600

Note 4C

Gaver, innsamlinger og arv 2022

Gaver 40 365             

Innsamlinger -                    

Arv -                    

SUM 40 365             

Note 5 Annen kortsiktig gjeld

Påløpte kostnader 7 523                

Påløpne feriepenger 429 054           

436 577           

Note 6 Forbrukte midler støtte fra Oslo kommune

Aktivitet Totalt forbruk Prosent Oslo

1) Påvirkningsarbeid 48 404            53,80 % 26 041              

2) Rådgivning 2 553 744      53,80 % 1 373 914         

3) Informasjonsvirksomhet 1 470 807      53,80 % 791 294            

4) Seminar, kurs, møter etc 1 616 053      53,80 % 869 437            

5) Øremerkede prosjekter 2 460 703      53,80 % 1 323 858         

6) Internasjonalt arbeid 361 276          53,80 % 194 366            

7) Administrasjon 935 990          53,80 % 503 563            

SUM Oslo kommune 5 082 474         

Motatt støtte fra Oslo kommune 2022 444 949            

Differanse 4 637 525-         

Prosentfordelingen er basert på statistikk over hvor mange henvendelser som kommer fra innbyggere i Oslo 

kommune, antall deltakere på våre kurs, møter og workshops, samt hvor mange medlemmer i HivNorge som er 

bosatt i Oslo kommune. 53,8 % av medlemmene er bosatt i Oslo kommune. Differansen er dekket opp av statlige 

og private midler.

255 Tilskudd fra Dam (filmproduksjon)

Overføring til partnerne Aksept Kirkens bymisjon i Oslo, Bergen og Trondheim, samt Tverrkulturell helseinfo.

SUM annen kortsiktig gjeld

Note 7 Offentlig tilskudd til samarbeidspaertnere

Oslo kommune, øremerkede midler - tilskudd til integrering



2022

Personalkostnader 4 967 319        

Kostnader lokaler 824 352           

Leie driftsmidler 57 707             

Investeringer/vedlikehold 238 727           

Fremmede tjenester og tilskudd andre organisasjoner 3 863 569        

Kontordrift 374 508           

Reisekostnader 310 242           

Informasjon, markedsføring 150 444           

Aktiviteter, annen driftskost. 320 112           

SUM driftskostnader 11 106 980      

Note 9 Ansatte, godtgjørelser, nærstående parter m.v.

2022

Lønninger 3 941 009

Pensjonsforsikring 319 270

Arbeidsgiveravgift 604 593

Påløpne kostnader 0

Andre personalkostnader 102 446

Sum personalkostnader 4 967 318

Gjennomsnittlig antall årsverk: 5,75

Pensjonskostnader

2022

319 270

Netto pensjonskostnad 319 270

Revisor

Revisjonshonorar i 2022 utgjør 63 918

Honorar for økonomisk rådgivning 0

Note 10 Administrasjonsprosent, formålsprosent og innsamlingsprosent

2022 2021 2020 2019 2018

Beregnet formålsprosent 92 % 92 % 93 % 93 % 93 %

Beregnet administrasjonsprosent 8 % 8 % 7 % 7 % 7 %

Beregnet innsamlingsprosent 100 % 100 % 100 % 100 % 100 %

Innsamlede midler benyttes ikke til særskilte prosjekter, men til drift av våre ordinære tiltak, slik at administrasjonsprosenten er 

lik den som det fremgår i note 1.

Årets pensjonspremie (resultatført pensjonskostnad)

Personalkostnader består av følgende poster:

Pensjonsforpliktelsene for de ansatte er dekket ved en innskuddsbasert pensjonsforsikring som omfatter alle 

ansatte, inkludert daglig leder. Forpliktelsen er ikke balanseført, og den årlige pensjonspremien anses som årets 

pensjonskostnad. 

Årets netto pensjonskostnad fremkommer på følgende måte:

Av organisasjonens totale lønnskostnader utgjør 627 581 kroner lønnskostnader til øremerkede prosjekter.

Note 8 Driftskostnader etter art
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             User downloaded document
             82.125.79.214
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Safari/537.36
          
        
         
           init-eaccept-auth
           2023-02-22T14:50:10.5493348Z
           
             User has to accept/sign the document(s) with specified authentication methods
             NoBankidMobile
             4e86400f587847a6955bafb100f47e6c
             82.125.79.214
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Safari/537.36
          
        
         
           Id-event: Session Created
           2023-02-22T14:50:10Z
           
             191.235.161.78
             https://id-api.idfy.io/sessions?accountId=0c1d1df9-681e-41e0-8079-abd400acf299
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Safari/537.36
          
        
         
           Id-event: User Initiated
           2023-02-22T14:50:11Z
           
             82.125.79.214
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Safari/537.36
          
        
         
           Id-event: Norwegian BankID Mobile Session Created
           2023-02-22T14:50:25Z
           
             97177033
             280656
             2mjuRtmChQcJVJnxPnakNPKzYQc=
             POLERT TECHNO
             82.125.79.214
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Safari/537.36
          
        
         
           Id-event: Norwegian BankID Mobile Initiated
           2023-02-22T14:50:25Z
           
             null
             null
             null
             null
             82.125.79.214
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Safari/537.36
          
        
         
           Id-event: Norwegian BankID Mobile Success
           2023-02-22T14:50:40Z
           
             9578-5998-4-863285
             82.125.79.214
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Safari/537.36
          
        
         
           eaccept-authsession-success
           2023-02-22T14:50:42.6995748Z
           
             User has successfully authed
             4e86400f587847a6955bafb100f47e6c
             NoBankidMobile
             9578-5998-4-863285
             -----BEGIN CERTIFICATE----------END CERTIFICATE-----
             82.125.79.214
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Safari/537.36
          
        
         
           eaccept-sign-success
           2023-02-22T14:50:42.7046377Z
           
             User has successfully used eaccept to sign the document
             identification
             82.125.79.214
             Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Safari/537.36
          
        
      
    
     
       
         
           Mozilla/5.0 (Linux; Android 12; SM-G975F Build/SP1A.210812.016; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/110.0.5481.65 Mobile Safari/537.36 [FB_IAB/Orca-Android;FBAV/396.1.0.14.82;]
           Android 12
           85.252.87.70
        
         
           sign-api.idfy.io
           Microsoft Windows NT 10.0.14393.0
           10.161.74.148
           RD28187894B2B1
        
      
       
       
         
           document-created
           2023-02-22T14:48:51.9111286Z
           
             Created by API (https://sign-api.idfy.io/api/documents)
             13.80.180.75
             pe7f75b2d63ab4553abc514567d4ca16d
          
        
         
           link-clicked
           2023-02-22T17:32:35.110968Z
           
             User clicked link sent in SMS to: +4795086520
             Mozilla/5.0 (Linux; Android 12; SM-G975F Build/SP1A.210812.016; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/110.0.5481.65 Mobile Safari/537.36 [FB_IAB/Orca-Android;FBAV/396.1.0.14.82;]
             85.252.87.70
             7c12ed0c-3521-4494-9389-afb100f42256
             handwritten_with_identification
             off
          
        
         
           download-document-45b545ad-1459-46c3-a5c7-afb100f4221c
           2023-02-22T17:32:36.8001602Z
           
             QVDaz1jB62r3Y07LNSFku8MFbz6HoGoy/bRHFE5U03g=
             Regnskap og balanse 2022
             45b545ad-1459-46c3-a5c7-afb100f4221c
             User downloaded document
             85.252.87.70
             Mozilla/5.0 (Linux; Android 12; SM-G975F Build/SP1A.210812.016; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/110.0.5481.65 Mobile Safari/537.36 [FB_IAB/Orca-Android;FBAV/396.1.0.14.82;]
          
        
         
           init-eaccept-auth
           2023-02-22T17:33:20.1230549Z
           
             User has to accept/sign the document(s) with specified authentication methods
             NoBankidMobile
             c46fe5ebf846484eb92eafb101214e93
             85.252.87.70
             Mozilla/5.0 (Linux; Android 12; SM-G975F Build/SP1A.210812.016; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/110.0.5481.65 Mobile Safari/537.36 [FB_IAB/Orca-Android;FBAV/396.1.0.14.82;]
          
        
         
           Id-event: Session Created
           2023-02-22T17:33:20Z
           
             191.235.161.5
             https://id-api.idfy.io/sessions?accountId=0c1d1df9-681e-41e0-8079-abd400acf299
             Mozilla/5.0 (Linux; Android 12; SM-G975F Build/SP1A.210812.016; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/110.0.5481.65 Mobile Safari/537.36 [FB_IAB/Orca-Android;FBAV/396.1.0.14.82;]
          
        
         
           Id-event: User Initiated
           2023-02-22T17:33:21Z
           
             85.252.87.70
             Mozilla/5.0 (Linux; Android 12; SM-G975F Build/SP1A.210812.016; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/110.0.5481.65 Mobile Safari/537.36 [FB_IAB/Orca-Android;FBAV/396.1.0.14.82;]
          
        
         
           Id-event: Norwegian BankID Mobile Session Created
           2023-02-22T17:33:34Z
           
             95086520
             130266
             xJ1TYmniP9sToJY0AxvvTAlu7tM=
             TREG HYGGE
             85.252.87.70
             Mozilla/5.0 (Linux; Android 12; SM-G975F Build/SP1A.210812.016; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/110.0.5481.65 Mobile Safari/537.36 [FB_IAB/Orca-Android;FBAV/396.1.0.14.82;]
          
        
         
           Id-event: Norwegian BankID Mobile Initiated
           2023-02-22T17:33:34Z
           
             95086520
             130266
             xJ1TYmniP9sToJY0AxvvTAlu7tM=
             TREG HYGGE
             85.252.87.70
             Mozilla/5.0 (Linux; Android 12; SM-G975F Build/SP1A.210812.016; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/110.0.5481.65 Mobile Safari/537.36 [FB_IAB/Orca-Android;FBAV/396.1.0.14.82;]
          
        
         
           Id-event: Norwegian BankID Mobile Success
           2023-02-22T17:33:45Z
           
             9578-5999-4-2089928
             85.252.87.70
             Mozilla/5.0 (Linux; Android 12; SM-G975F Build/SP1A.210812.016; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/110.0.5481.65 Mobile Safari/537.36 [FB_IAB/Orca-Android;FBAV/396.1.0.14.82;]
          
        
         
           eaccept-authsession-success
           2023-02-22T17:33:47.8359949Z
           
             User has successfully authed
             c46fe5ebf846484eb92eafb101214e93
             NoBankidMobile
             9578-5999-4-2089928
             -----BEGIN CERTIFICATE----------END CERTIFICATE-----
             85.252.87.70
             Mozilla/5.0 (Linux; Android 12; SM-G975F Build/SP1A.210812.016; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/110.0.5481.65 Mobile Safari/537.36 [FB_IAB/Orca-Android;FBAV/396.1.0.14.82;]
          
        
         
           eaccept-sign-success
           2023-02-22T17:33:47.8415553Z
           
             User has successfully used eaccept to sign the document
             handwritten_with_identification
             
             85.252.87.70
             Mozilla/5.0 (Linux; Android 12; SM-G975F Build/SP1A.210812.016; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/110.0.5481.65 Mobile Safari/537.36 [FB_IAB/Orca-Android;FBAV/396.1.0.14.82;]
          
        
      
    
     
       
         
           Mozilla/5.0 (Linux; Android 12; SM-G975F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36
           Android 12
           88.94.127.195
        
         
           sign-api.idfy.io
           Microsoft Windows NT 10.0.14393.0
           10.161.74.148
           RD28187894B2B1
        
      
       
       
         
           document-created
           2023-02-22T14:48:51.9111286Z
           
             Created by API (https://sign-api.idfy.io/api/documents)
             13.80.180.75
             pe7f75b2d63ab4553abc514567d4ca16d
          
        
         
           link-clicked
           2023-02-22T14:59:23.155701Z
           
             User clicked link sent in SMS to: +4740520542
             Mozilla/5.0 (Linux; Android 12; SM-G975F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36
             88.94.127.195
             b59f55ad-6b64-4c3f-8b54-afb100f42256
             handwritten_with_identification
             off
          
        
         
           download-document-45b545ad-1459-46c3-a5c7-afb100f4221c
           2023-02-22T14:59:24.0338471Z
           
             QVDaz1jB62r3Y07LNSFku8MFbz6HoGoy/bRHFE5U03g=
             Regnskap og balanse 2022
             45b545ad-1459-46c3-a5c7-afb100f4221c
             User downloaded document
             88.94.127.195
             Mozilla/5.0 (Linux; Android 12; SM-G975F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36
          
        
         
           init-eaccept-auth
           2023-02-22T14:59:37.6860309Z
           
             User has to accept/sign the document(s) with specified authentication methods
             NoBankidMobile
             5b7508f02a0143de913bafb100f7170e
             88.94.127.195
             Mozilla/5.0 (Linux; Android 12; SM-G975F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36
          
        
         
           Id-event: Session Created
           2023-02-22T14:59:37Z
           
             191.235.161.5
             https://id-api.idfy.io/sessions?accountId=0c1d1df9-681e-41e0-8079-abd400acf299
             Mozilla/5.0 (Linux; Android 12; SM-G975F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36
          
        
         
           Id-event: User Initiated
           2023-02-22T14:59:38Z
           
             88.94.127.195
             Mozilla/5.0 (Linux; Android 12; SM-G975F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36
          
        
         
           Id-event: Norwegian BankID Mobile Session Created
           2023-02-22T14:59:47Z
           
             40520542
             270872
             Wzfj+vNNuZUzmyCM6ceujp0TfNc=
             FLAU HIT
             88.94.127.195
             Mozilla/5.0 (Linux; Android 12; SM-G975F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36
          
        
         
           Id-event: Norwegian BankID Mobile Initiated
           2023-02-22T14:59:47Z
           
             40520542
             270872
             Wzfj+vNNuZUzmyCM6ceujp0TfNc=
             FLAU HIT
             88.94.127.195
             Mozilla/5.0 (Linux; Android 12; SM-G975F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36
          
        
         
           Id-event: Norwegian BankID Mobile Success
           2023-02-22T14:59:58Z
           
             9578-5997-4-3305466
             88.94.127.195
             Mozilla/5.0 (Linux; Android 12; SM-G975F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36
          
        
         
           eaccept-authsession-success
           2023-02-22T14:59:59.7969187Z
           
             User has successfully authed
             5b7508f02a0143de913bafb100f7170e
             NoBankidMobile
             9578-5997-4-3305466
             -----BEGIN CERTIFICATE----------END CERTIFICATE-----
             88.94.127.195
             Mozilla/5.0 (Linux; Android 12; SM-G975F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36
          
        
         
           eaccept-sign-success
           2023-02-22T14:59:59.8040892Z
           
             User has successfully used eaccept to sign the document
             handwritten_with_identification
             
             88.94.127.195
             Mozilla/5.0 (Linux; Android 12; SM-G975F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36
          
        
      
    
     
       
         
           Mozilla/5.0 (Linux; Android 11; SM-G981B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36
           Android 11
           158.38.170.14
        
         
           sign-api.idfy.io
           Microsoft Windows NT 10.0.14393.0
           10.161.98.19
           RD281878946C6E
        
      
       
       
         
           document-created
           2023-02-22T14:48:51.9111286Z
           
             Created by API (https://sign-api.idfy.io/api/documents)
             13.80.180.75
             pe7f75b2d63ab4553abc514567d4ca16d
          
        
         
           link-clicked
           2023-02-22T14:49:11.1324735Z
           
             User clicked link sent in SMS to: +4795157046
             Mozilla/5.0 (Linux; Android 11; SM-G981B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36
             158.38.170.14
             9fb1a8b6-82c9-406b-a61e-afb100f42256
             handwritten_with_identification
             off
          
        
         
           download-document-45b545ad-1459-46c3-a5c7-afb100f4221c
           2023-02-22T14:49:11.6930764Z
           
             QVDaz1jB62r3Y07LNSFku8MFbz6HoGoy/bRHFE5U03g=
             Regnskap og balanse 2022
             45b545ad-1459-46c3-a5c7-afb100f4221c
             User downloaded document
             158.38.170.14
             Mozilla/5.0 (Linux; Android 11; SM-G981B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36
          
        
         
           init-eaccept-auth
           2023-02-22T14:49:33.9184997Z
           
             User has to accept/sign the document(s) with specified authentication methods
             NoBankidNetcentric
             f725c793709d4fd6ae98afb100f45383
             158.38.170.14
             Mozilla/5.0 (Linux; Android 11; SM-G981B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36
          
        
         
           Id-event: Session Created
           2023-02-22T14:49:33Z
           
             191.235.161.5
             https://id-api.idfy.io/sessions?accountId=0c1d1df9-681e-41e0-8079-abd400acf299
             Mozilla/5.0 (Linux; Android 11; SM-G981B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36
          
        
         
           Id-event: User Initiated
           2023-02-22T14:49:35Z
           
             158.38.170.14
             Mozilla/5.0 (Linux; Android 11; SM-G981B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36
          
        
         
           Id-event: Norwegian BankID Session Created
           2023-02-22T14:49:35Z
           
             oCGsx3Hqu6zzXeON
             fYUaPBJXcT3abpWat8QzTFK5imIW
             158.38.170.14
             Mozilla/5.0 (Linux; Android 11; SM-G981B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36
          
        
         
           Id-event: Norwegian BankID Initiated
           2023-02-22T14:49:37Z
           
             158.38.170.14
             Mozilla/5.0 (Linux; Android 11; SM-G981B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36
          
        
         
           Id-event: Norwegian BankID Success
           2023-02-22T14:50:03Z
           
             9578-5997-4-3643120
             158.38.170.14
             Mozilla/5.0 (Linux; Android 11; SM-G981B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36
          
        
         
           eaccept-authsession-success
           2023-02-22T14:50:03.6294171Z
           
             User has successfully authed
             f725c793709d4fd6ae98afb100f45383
             NoBankidNetcentric
             9578-5997-4-3643120
             -----BEGIN CERTIFICATE----------END CERTIFICATE-----
             158.38.170.14
             Mozilla/5.0 (Linux; Android 11; SM-G981B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36
          
        
         
           eaccept-sign-success
           2023-02-22T14:50:03.6386287Z
           
             User has successfully used eaccept to sign the document
             handwritten_with_identification
             
             158.38.170.14
             Mozilla/5.0 (Linux; Android 11; SM-G981B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36
          
        
      
    
     
       
         
           Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1
           iOS 16.1.1
           77.16.74.10
        
         
           sign-api.idfy.io
           Microsoft Windows NT 10.0.14393.0
           10.161.74.148
           RD28187894B2B1
        
      
       
       
         
           document-created
           2023-02-22T14:48:51.9111286Z
           
             Created by API (https://sign-api.idfy.io/api/documents)
             13.80.180.75
             pe7f75b2d63ab4553abc514567d4ca16d
          
        
         
           link-clicked
           2023-02-22T14:53:06.6585108Z
           
             User clicked link sent in SMS to: +4792095743
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1
             77.16.74.10
             47eb944f-3020-4b24-b4a1-afb100f42256
             handwritten_with_identification
             off
          
        
         
           download-document-45b545ad-1459-46c3-a5c7-afb100f4221c
           2023-02-22T14:53:07.1350949Z
           
             QVDaz1jB62r3Y07LNSFku8MFbz6HoGoy/bRHFE5U03g=
             Regnskap og balanse 2022
             45b545ad-1459-46c3-a5c7-afb100f4221c
             User downloaded document
             77.16.74.10
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1
          
        
         
           init-eaccept-auth
           2023-02-22T14:53:31.6411886Z
           
             User has to accept/sign the document(s) with specified authentication methods
             NoBankidMobile
             41213b5f536c47f79603afb100f56a17
             77.16.74.10
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1
          
        
         
           Id-event: Session Created
           2023-02-22T14:53:31Z
           
             191.235.161.5
             https://id-api.idfy.io/sessions?accountId=0c1d1df9-681e-41e0-8079-abd400acf299
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1
          
        
         
           Id-event: User Initiated
           2023-02-22T14:53:32Z
           
             77.16.74.10
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1
          
        
         
           Id-event: Norwegian BankID Mobile Session Created
           2023-02-22T14:53:43Z
           
             92095743
             031268
             pK6XIEh+4A6AEtL3azW97dVXdmA=
             SYRLIG SUPPE
             77.16.74.10
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1
          
        
         
           Id-event: Norwegian BankID Mobile Initiated
           2023-02-22T14:53:43Z
           
             92095743
             031268
             pK6XIEh+4A6AEtL3azW97dVXdmA=
             SYRLIG SUPPE
             77.16.74.10
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1
          
        
         
           Id-event: Norwegian BankID Mobile Success
           2023-02-22T14:53:57Z
           
             9578-5993-4-1549734
             77.16.74.10
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1
          
        
         
           eaccept-authsession-success
           2023-02-22T14:53:58.7627697Z
           
             User has successfully authed
             41213b5f536c47f79603afb100f56a17
             NoBankidMobile
             9578-5993-4-1549734
             -----BEGIN CERTIFICATE----------END CERTIFICATE-----
             77.16.74.10
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1
          
        
         
           eaccept-sign-success
           2023-02-22T14:53:58.7733574Z
           
             User has successfully used eaccept to sign the document
             handwritten_with_identification
             
             77.16.74.10
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1
          
        
      
    
     
       
         
           Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1
           iOS 16.1.1
           84.211.163.59
        
         
           sign-api.idfy.io
           Microsoft Windows NT 10.0.14393.0
           10.161.74.148
           RD28187894B2B1
        
      
       
       
         
           document-created
           2023-02-22T14:48:51.9111286Z
           
             Created by API (https://sign-api.idfy.io/api/documents)
             13.80.180.75
             pe7f75b2d63ab4553abc514567d4ca16d
          
        
         
           link-clicked
           2023-02-22T14:49:08.1572139Z
           
             User clicked link sent in SMS to: +4792266021
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1
             84.211.163.59
             de94feed-260d-4d61-886a-afb100f42256
             handwritten_with_identification
             off
          
        
         
           download-document-45b545ad-1459-46c3-a5c7-afb100f4221c
           2023-02-22T14:49:08.5680831Z
           
             QVDaz1jB62r3Y07LNSFku8MFbz6HoGoy/bRHFE5U03g=
             Regnskap og balanse 2022
             45b545ad-1459-46c3-a5c7-afb100f4221c
             User downloaded document
             84.211.163.59
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1
          
        
         
           init-eaccept-auth
           2023-02-22T14:49:20.173859Z
           
             User has to accept/sign the document(s) with specified authentication methods
             NoBankidMobile
             26c2efcc4c0b4c3b914aafb100f44363
             84.211.163.59
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1
          
        
         
           Id-event: Session Created
           2023-02-22T14:49:20Z
           
             191.235.161.5
             https://id-api.idfy.io/sessions?accountId=0c1d1df9-681e-41e0-8079-abd400acf299
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1
          
        
         
           Id-event: User Initiated
           2023-02-22T14:49:20Z
           
             84.211.163.59
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1
          
        
         
           Id-event: Norwegian BankID Mobile Session Created
           2023-02-22T14:49:31Z
           
             92266021
             270661
             177jUs4TGvRv28D7C99vnF51oMU=
             NYNNBAR NISSE
             84.211.163.59
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1
          
        
         
           Id-event: Norwegian BankID Mobile Initiated
           2023-02-22T14:49:31Z
           
             null
             null
             null
             null
             84.211.163.59
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1
          
        
         
           Id-event: Norwegian BankID Mobile Success
           2023-02-22T14:49:49Z
           
             9578-5999-4-1382777
             84.211.163.59
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1
          
        
         
           eaccept-authsession-success
           2023-02-22T14:49:52.2573058Z
           
             User has successfully authed
             26c2efcc4c0b4c3b914aafb100f44363
             NoBankidMobile
             9578-5999-4-1382777
             -----BEGIN CERTIFICATE----------END CERTIFICATE-----
             84.211.163.59
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1
          
        
         
           eaccept-sign-success
           2023-02-22T14:49:52.2629064Z
           
             User has successfully used eaccept to sign the document
             handwritten_with_identification
             
             84.211.163.59
             Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1
          
        
      
    
  



[

  {

    "SignerId": "68d4279b-d0e6-4eb4-96aa-afb100f42256",

    "SignerName": "Hansen, Leif-Ove",

    "DateOfBirth": "1982-03-22",

    "EacceptMethodUniqueId": "9578-5999-4-1248945",

    "HandwrittenSignature": "",

    "EacceptMethod": "BankID (NO)",

    "EacceptMethodRaw": "no_bankid",

    "IsSmsOtp": false,

    "ShowNameIsManuallyEnteredBySignerLabel": false,

    "SignedTime": "2023-02-23T07:09:02.6934255Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

            "OS": "iOS 16.1.1",

            "IP": "46.15.118.249",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.161.98.19",

            "NET_VERSION": null,

            "MachineName": "RD281878946C6E"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2023-02-22T14:48:51.9111286Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "13.80.180.75",

                "key": "Server-IP"

              },

              {

                "value": "pe7f75b2d63ab4553abc514567d4ca16d",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2023-02-23T07:08:22.8718579Z",

            "Data": [

              {

                "value": "User clicked link sent in Email to: leifove@gmail.com",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              },

              {

                "value": "46.15.118.249",

                "key": "client-ip"

              },

              {

                "value": "68d4279b-d0e6-4eb4-96aa-afb100f42256",

                "key": "signer-id"

              },

              {

                "value": "handwritten_with_identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "download-document-45b545ad-1459-46c3-a5c7-afb100f4221c",

            "TimeStamp": "2023-02-23T07:08:23.2934911Z",

            "Data": [

              {

                "value": "QVDaz1jB62r3Y07LNSFku8MFbz6HoGoy/bRHFE5U03g=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "Regnskap og balanse 2022",

                "key": "document-title"

              },

              {

                "value": "45b545ad-1459-46c3-a5c7-afb100f4221c",

                "key": "document-id"

              },

              {

                "value": "User downloaded document",

                "key": "description"

              },

              {

                "value": "46.15.118.249",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2023-02-23T07:08:38.3814035Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "1f81469bbb484856942aafb20075baa8",

                "key": "authentication-session-id"

              },

              {

                "value": "46.15.118.249",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2023-02-23T07:08:38Z",

            "Data": [

              {

                "value": "191.235.161.5",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=0c1d1df9-681e-41e0-8079-abd400acf299",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2023-02-23T07:08:39Z",

            "Data": [

              {

                "value": "46.15.118.249",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Session Created",

            "TimeStamp": "2023-02-23T07:08:46Z",

            "Data": [

              {

                "value": "47291805",

                "key": "mobile"

              },

              {

                "value": "220382",

                "key": "dateOfBirth"

              },

              {

                "value": "K6gdMhE5sGqEmI2ehnRSmIxJha8=",

                "key": "transactionRef"

              },

              {

                "value": "HARM MORO",

                "key": "merchantRef"

              },

              {

                "value": "46.15.118.249",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Initiated",

            "TimeStamp": "2023-02-23T07:08:46Z",

            "Data": [

              {

                "value": "47291805",

                "key": "mobile"

              },

              {

                "value": "220382",

                "key": "dateOfBirth"

              },

              {

                "value": "K6gdMhE5sGqEmI2ehnRSmIxJha8=",

                "key": "transactionRef"

              },

              {

                "value": "HARM MORO",

                "key": "merchantRef"

              },

              {

                "value": "46.15.118.249",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Success",

            "TimeStamp": "2023-02-23T07:09:01Z",

            "Data": [

              {

                "value": "9578-5999-4-1248945",

                "key": "providerId"

              },

              {

                "value": "46.15.118.249",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2023-02-23T07:09:02.7340425Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "1f81469bbb484856942aafb20075baa8",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "9578-5999-4-1248945",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "46.15.118.249",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2023-02-23T07:09:02.7416405Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "handwritten_with_identification",

                "key": "mechanism"

              },

              {

                "value": "",

                "key": "handwritten-signature-base64"

              },

              {

                "value": "46.15.118.249",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {

      "DateOfBirth": "1982-03-22"

    },

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": false

  },

  {

    "SignerId": "eaa72594-b13c-4f6a-8b95-afb100f42256",

    "SignerName": "Muri, Cathrine",

    "DateOfBirth": "1978-01-06",

    "EacceptMethodUniqueId": "9578-5999-4-1089525",

    "HandwrittenSignature": "",

    "EacceptMethod": "BankID (NO)",

    "EacceptMethodRaw": "no_bankid",

    "IsSmsOtp": false,

    "ShowNameIsManuallyEnteredBySignerLabel": false,

    "SignedTime": "2023-02-22T16:00:54.6258083Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1",

            "OS": "iOS 16.3.1",

            "IP": "185.120.101.30",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.161.74.148",

            "NET_VERSION": null,

            "MachineName": "RD28187894B2B1"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2023-02-22T14:48:51.9111286Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "13.80.180.75",

                "key": "Server-IP"

              },

              {

                "value": "pe7f75b2d63ab4553abc514567d4ca16d",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2023-02-22T15:59:53.023735Z",

            "Data": [

              {

                "value": "User clicked link sent in Email to: sjefskatta@gmail.com",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              },

              {

                "value": "185.120.101.30",

                "key": "client-ip"

              },

              {

                "value": "eaa72594-b13c-4f6a-8b95-afb100f42256",

                "key": "signer-id"

              },

              {

                "value": "handwritten_with_identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "download-document-45b545ad-1459-46c3-a5c7-afb100f4221c",

            "TimeStamp": "2023-02-22T15:59:53.3486433Z",

            "Data": [

              {

                "value": "QVDaz1jB62r3Y07LNSFku8MFbz6HoGoy/bRHFE5U03g=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "Regnskap og balanse 2022",

                "key": "document-title"

              },

              {

                "value": "45b545ad-1459-46c3-a5c7-afb100f4221c",

                "key": "document-id"

              },

              {

                "value": "User downloaded document",

                "key": "description"

              },

              {

                "value": "185.120.101.30",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2023-02-22T16:00:16.6085605Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "25f9afc459434f0ba259afb10107bf65",

                "key": "authentication-session-id"

              },

              {

                "value": "185.120.101.30",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2023-02-22T16:00:16Z",

            "Data": [

              {

                "value": "191.235.161.5",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=0c1d1df9-681e-41e0-8079-abd400acf299",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2023-02-22T16:00:17Z",

            "Data": [

              {

                "value": "185.120.101.30",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Session Created",

            "TimeStamp": "2023-02-22T16:00:27Z",

            "Data": [

              {

                "value": "98095392",

                "key": "mobile"

              },

              {

                "value": "060178",

                "key": "dateOfBirth"

              },

              {

                "value": "+lNbyxOIFcRPQa9hMnA2BKncFfQ=",

                "key": "transactionRef"

              },

              {

                "value": "RABIAT SVOR",

                "key": "merchantRef"

              },

              {

                "value": "185.120.101.30",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Initiated",

            "TimeStamp": "2023-02-22T16:00:27Z",

            "Data": [

              {

                "value": "98095392",

                "key": "mobile"

              },

              {

                "value": "060178",

                "key": "dateOfBirth"

              },

              {

                "value": "+lNbyxOIFcRPQa9hMnA2BKncFfQ=",

                "key": "transactionRef"

              },

              {

                "value": "RABIAT SVOR",

                "key": "merchantRef"

              },

              {

                "value": "185.120.101.30",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Success",

            "TimeStamp": "2023-02-22T16:00:53Z",

            "Data": [

              {

                "value": "9578-5999-4-1089525",

                "key": "providerId"

              },

              {

                "value": "185.120.101.30",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2023-02-22T16:00:54.6599875Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "25f9afc459434f0ba259afb10107bf65",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "9578-5999-4-1089525",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "185.120.101.30",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2023-02-22T16:00:54.6667198Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "handwritten_with_identification",

                "key": "mechanism"

              },

              {

                "value": "",

                "key": "handwritten-signature-base64"

              },

              {

                "value": "185.120.101.30",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {

      "DateOfBirth": "1978-01-06"

    },

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": false

  },

  {

    "SignerId": "57c7f14a-96cf-4911-b184-afb100f42256",

    "SignerName": "Skjelmerud, Anne",

    "DateOfBirth": "1956-06-28",

    "EacceptMethodUniqueId": "9578-5998-4-863285",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID Mobil (NO)",

    "EacceptMethodRaw": "no_bankid_mobile",

    "IsSmsOtp": false,

    "ShowNameIsManuallyEnteredBySignerLabel": false,

    "SignedTime": "2023-02-22T14:50:42.6719773Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Safari/537.36",

            "OS": "Windows 10",

            "IP": "82.125.79.214",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.161.98.19",

            "NET_VERSION": null,

            "MachineName": "RD281878946C6E"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2023-02-22T14:48:51.9111286Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "13.80.180.75",

                "key": "Server-IP"

              },

              {

                "value": "pe7f75b2d63ab4553abc514567d4ca16d",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2023-02-22T14:50:01.0395603Z",

            "Data": [

              {

                "value": "User clicked link sent in Email to: anne@skjelmerud.no",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Safari/537.36",

                "key": "user-agent"

              },

              {

                "value": "82.125.79.214",

                "key": "client-ip"

              },

              {

                "value": "57c7f14a-96cf-4911-b184-afb100f42256",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "download-document-45b545ad-1459-46c3-a5c7-afb100f4221c",

            "TimeStamp": "2023-02-22T14:50:01.5630303Z",

            "Data": [

              {

                "value": "QVDaz1jB62r3Y07LNSFku8MFbz6HoGoy/bRHFE5U03g=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "Regnskap og balanse 2022",

                "key": "document-title"

              },

              {

                "value": "45b545ad-1459-46c3-a5c7-afb100f4221c",

                "key": "document-id"

              },

              {

                "value": "User downloaded document",

                "key": "description"

              },

              {

                "value": "82.125.79.214",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2023-02-22T14:50:10.5493348Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "4e86400f587847a6955bafb100f47e6c",

                "key": "authentication-session-id"

              },

              {

                "value": "82.125.79.214",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2023-02-22T14:50:10Z",

            "Data": [

              {

                "value": "191.235.161.78",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=0c1d1df9-681e-41e0-8079-abd400acf299",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2023-02-22T14:50:11Z",

            "Data": [

              {

                "value": "82.125.79.214",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Safari/537.36",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Session Created",

            "TimeStamp": "2023-02-22T14:50:25Z",

            "Data": [

              {

                "value": "97177033",

                "key": "mobile"

              },

              {

                "value": "280656",

                "key": "dateOfBirth"

              },

              {

                "value": "2mjuRtmChQcJVJnxPnakNPKzYQc=",

                "key": "transactionRef"

              },

              {

                "value": "POLERT TECHNO",

                "key": "merchantRef"

              },

              {

                "value": "82.125.79.214",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Initiated",

            "TimeStamp": "2023-02-22T14:50:25Z",

            "Data": [

              {

                "value": "null",

                "key": "mobile"

              },

              {

                "value": "null",

                "key": "dateOfBirth"

              },

              {

                "value": "null",

                "key": "transactionRef"

              },

              {

                "value": "null",

                "key": "merchantRef"

              },

              {

                "value": "82.125.79.214",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Success",

            "TimeStamp": "2023-02-22T14:50:40Z",

            "Data": [

              {

                "value": "9578-5998-4-863285",

                "key": "providerId"

              },

              {

                "value": "82.125.79.214",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2023-02-22T14:50:42.6995748Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "4e86400f587847a6955bafb100f47e6c",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "9578-5998-4-863285",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "82.125.79.214",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2023-02-22T14:50:42.7046377Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "82.125.79.214",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Safari/537.36",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {

      "DateOfBirth": "1956-06-28"

    },

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": false

  },

  {

    "SignerId": "7c12ed0c-3521-4494-9389-afb100f42256",

    "SignerName": "Aamodt, Ã˜ivind",

    "DateOfBirth": "1966-02-13",

    "EacceptMethodUniqueId": "9578-5999-4-2089928",

    "HandwrittenSignature": "",

    "EacceptMethod": "BankID (NO)",

    "EacceptMethodRaw": "no_bankid",

    "IsSmsOtp": false,

    "ShowNameIsManuallyEnteredBySignerLabel": false,

    "SignedTime": "2023-02-22T17:33:47.7907756Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (Linux; Android 12; SM-G975F Build/SP1A.210812.016; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/110.0.5481.65 Mobile Safari/537.36 [FB_IAB/Orca-Android;FBAV/396.1.0.14.82;]",

            "OS": "Android 12",

            "IP": "85.252.87.70",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.161.74.148",

            "NET_VERSION": null,

            "MachineName": "RD28187894B2B1"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2023-02-22T14:48:51.9111286Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "13.80.180.75",

                "key": "Server-IP"

              },

              {

                "value": "pe7f75b2d63ab4553abc514567d4ca16d",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2023-02-22T17:32:35.110968Z",

            "Data": [

              {

                "value": "User clicked link sent in SMS to: +4795086520",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G975F Build/SP1A.210812.016; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/110.0.5481.65 Mobile Safari/537.36 [FB_IAB/Orca-Android;FBAV/396.1.0.14.82;]",

                "key": "user-agent"

              },

              {

                "value": "85.252.87.70",

                "key": "client-ip"

              },

              {

                "value": "7c12ed0c-3521-4494-9389-afb100f42256",

                "key": "signer-id"

              },

              {

                "value": "handwritten_with_identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "download-document-45b545ad-1459-46c3-a5c7-afb100f4221c",

            "TimeStamp": "2023-02-22T17:32:36.8001602Z",

            "Data": [

              {

                "value": "QVDaz1jB62r3Y07LNSFku8MFbz6HoGoy/bRHFE5U03g=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "Regnskap og balanse 2022",

                "key": "document-title"

              },

              {

                "value": "45b545ad-1459-46c3-a5c7-afb100f4221c",

                "key": "document-id"

              },

              {

                "value": "User downloaded document",

                "key": "description"

              },

              {

                "value": "85.252.87.70",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G975F Build/SP1A.210812.016; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/110.0.5481.65 Mobile Safari/537.36 [FB_IAB/Orca-Android;FBAV/396.1.0.14.82;]",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2023-02-22T17:33:20.1230549Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "c46fe5ebf846484eb92eafb101214e93",

                "key": "authentication-session-id"

              },

              {

                "value": "85.252.87.70",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G975F Build/SP1A.210812.016; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/110.0.5481.65 Mobile Safari/537.36 [FB_IAB/Orca-Android;FBAV/396.1.0.14.82;]",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2023-02-22T17:33:20Z",

            "Data": [

              {

                "value": "191.235.161.5",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=0c1d1df9-681e-41e0-8079-abd400acf299",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G975F Build/SP1A.210812.016; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/110.0.5481.65 Mobile Safari/537.36 [FB_IAB/Orca-Android;FBAV/396.1.0.14.82;]",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2023-02-22T17:33:21Z",

            "Data": [

              {

                "value": "85.252.87.70",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G975F Build/SP1A.210812.016; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/110.0.5481.65 Mobile Safari/537.36 [FB_IAB/Orca-Android;FBAV/396.1.0.14.82;]",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Session Created",

            "TimeStamp": "2023-02-22T17:33:34Z",

            "Data": [

              {

                "value": "95086520",

                "key": "mobile"

              },

              {

                "value": "130266",

                "key": "dateOfBirth"

              },

              {

                "value": "xJ1TYmniP9sToJY0AxvvTAlu7tM=",

                "key": "transactionRef"

              },

              {

                "value": "TREG HYGGE",

                "key": "merchantRef"

              },

              {

                "value": "85.252.87.70",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G975F Build/SP1A.210812.016; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/110.0.5481.65 Mobile Safari/537.36 [FB_IAB/Orca-Android;FBAV/396.1.0.14.82;]",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Initiated",

            "TimeStamp": "2023-02-22T17:33:34Z",

            "Data": [

              {

                "value": "95086520",

                "key": "mobile"

              },

              {

                "value": "130266",

                "key": "dateOfBirth"

              },

              {

                "value": "xJ1TYmniP9sToJY0AxvvTAlu7tM=",

                "key": "transactionRef"

              },

              {

                "value": "TREG HYGGE",

                "key": "merchantRef"

              },

              {

                "value": "85.252.87.70",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G975F Build/SP1A.210812.016; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/110.0.5481.65 Mobile Safari/537.36 [FB_IAB/Orca-Android;FBAV/396.1.0.14.82;]",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Success",

            "TimeStamp": "2023-02-22T17:33:45Z",

            "Data": [

              {

                "value": "9578-5999-4-2089928",

                "key": "providerId"

              },

              {

                "value": "85.252.87.70",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G975F Build/SP1A.210812.016; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/110.0.5481.65 Mobile Safari/537.36 [FB_IAB/Orca-Android;FBAV/396.1.0.14.82;]",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2023-02-22T17:33:47.8359949Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "c46fe5ebf846484eb92eafb101214e93",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "9578-5999-4-2089928",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "85.252.87.70",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G975F Build/SP1A.210812.016; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/110.0.5481.65 Mobile Safari/537.36 [FB_IAB/Orca-Android;FBAV/396.1.0.14.82;]",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2023-02-22T17:33:47.8415553Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "handwritten_with_identification",

                "key": "mechanism"

              },

              {

                "value": "",

                "key": "handwritten-signature-base64"

              },

              {

                "value": "85.252.87.70",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G975F Build/SP1A.210812.016; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.0 Chrome/110.0.5481.65 Mobile Safari/537.36 [FB_IAB/Orca-Android;FBAV/396.1.0.14.82;]",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {

      "DateOfBirth": "1966-02-13"

    },

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": false

  },

  {

    "SignerId": "b59f55ad-6b64-4c3f-8b54-afb100f42256",

    "SignerName": "Hermansen, Jacob Chresten",

    "DateOfBirth": "1972-08-27",

    "EacceptMethodUniqueId": "9578-5997-4-3305466",

    "HandwrittenSignature": "",

    "EacceptMethod": "BankID (NO)",

    "EacceptMethodRaw": "no_bankid",

    "IsSmsOtp": false,

    "ShowNameIsManuallyEnteredBySignerLabel": false,

    "SignedTime": "2023-02-22T14:59:59.765605Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (Linux; Android 12; SM-G975F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36",

            "OS": "Android 12",

            "IP": "88.94.127.195",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.161.74.148",

            "NET_VERSION": null,

            "MachineName": "RD28187894B2B1"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2023-02-22T14:48:51.9111286Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "13.80.180.75",

                "key": "Server-IP"

              },

              {

                "value": "pe7f75b2d63ab4553abc514567d4ca16d",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2023-02-22T14:59:23.155701Z",

            "Data": [

              {

                "value": "User clicked link sent in SMS to: +4740520542",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G975F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36",

                "key": "user-agent"

              },

              {

                "value": "88.94.127.195",

                "key": "client-ip"

              },

              {

                "value": "b59f55ad-6b64-4c3f-8b54-afb100f42256",

                "key": "signer-id"

              },

              {

                "value": "handwritten_with_identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "download-document-45b545ad-1459-46c3-a5c7-afb100f4221c",

            "TimeStamp": "2023-02-22T14:59:24.0338471Z",

            "Data": [

              {

                "value": "QVDaz1jB62r3Y07LNSFku8MFbz6HoGoy/bRHFE5U03g=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "Regnskap og balanse 2022",

                "key": "document-title"

              },

              {

                "value": "45b545ad-1459-46c3-a5c7-afb100f4221c",

                "key": "document-id"

              },

              {

                "value": "User downloaded document",

                "key": "description"

              },

              {

                "value": "88.94.127.195",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G975F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2023-02-22T14:59:37.6860309Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "5b7508f02a0143de913bafb100f7170e",

                "key": "authentication-session-id"

              },

              {

                "value": "88.94.127.195",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G975F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2023-02-22T14:59:37Z",

            "Data": [

              {

                "value": "191.235.161.5",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=0c1d1df9-681e-41e0-8079-abd400acf299",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G975F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2023-02-22T14:59:38Z",

            "Data": [

              {

                "value": "88.94.127.195",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G975F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Session Created",

            "TimeStamp": "2023-02-22T14:59:47Z",

            "Data": [

              {

                "value": "40520542",

                "key": "mobile"

              },

              {

                "value": "270872",

                "key": "dateOfBirth"

              },

              {

                "value": "Wzfj+vNNuZUzmyCM6ceujp0TfNc=",

                "key": "transactionRef"

              },

              {

                "value": "FLAU HIT",

                "key": "merchantRef"

              },

              {

                "value": "88.94.127.195",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G975F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Initiated",

            "TimeStamp": "2023-02-22T14:59:47Z",

            "Data": [

              {

                "value": "40520542",

                "key": "mobile"

              },

              {

                "value": "270872",

                "key": "dateOfBirth"

              },

              {

                "value": "Wzfj+vNNuZUzmyCM6ceujp0TfNc=",

                "key": "transactionRef"

              },

              {

                "value": "FLAU HIT",

                "key": "merchantRef"

              },

              {

                "value": "88.94.127.195",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G975F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Success",

            "TimeStamp": "2023-02-22T14:59:58Z",

            "Data": [

              {

                "value": "9578-5997-4-3305466",

                "key": "providerId"

              },

              {

                "value": "88.94.127.195",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G975F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2023-02-22T14:59:59.7969187Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "5b7508f02a0143de913bafb100f7170e",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "9578-5997-4-3305466",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "88.94.127.195",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G975F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2023-02-22T14:59:59.8040892Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "handwritten_with_identification",

                "key": "mechanism"

              },

              {

                "value": "",

                "key": "handwritten-signature-base64"

              },

              {

                "value": "88.94.127.195",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 12; SM-G975F) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {

      "DateOfBirth": "1972-08-27"

    },

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": false

  },

  {

    "SignerId": "9fb1a8b6-82c9-406b-a61e-afb100f42256",

    "SignerName": "Bekkevoll, Ronda Kristine",

    "DateOfBirth": "1999-03-02",

    "EacceptMethodUniqueId": "9578-5997-4-3643120",

    "HandwrittenSignature": "",

    "EacceptMethod": "BankID (NO)",

    "EacceptMethodRaw": "no_bankid",

    "IsSmsOtp": false,

    "ShowNameIsManuallyEnteredBySignerLabel": false,

    "SignedTime": "2023-02-22T14:50:03.5893658Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (Linux; Android 11; SM-G981B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36",

            "OS": "Android 11",

            "IP": "158.38.170.14",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.161.98.19",

            "NET_VERSION": null,

            "MachineName": "RD281878946C6E"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2023-02-22T14:48:51.9111286Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "13.80.180.75",

                "key": "Server-IP"

              },

              {

                "value": "pe7f75b2d63ab4553abc514567d4ca16d",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2023-02-22T14:49:11.1324735Z",

            "Data": [

              {

                "value": "User clicked link sent in SMS to: +4795157046",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 11; SM-G981B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36",

                "key": "user-agent"

              },

              {

                "value": "158.38.170.14",

                "key": "client-ip"

              },

              {

                "value": "9fb1a8b6-82c9-406b-a61e-afb100f42256",

                "key": "signer-id"

              },

              {

                "value": "handwritten_with_identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "download-document-45b545ad-1459-46c3-a5c7-afb100f4221c",

            "TimeStamp": "2023-02-22T14:49:11.6930764Z",

            "Data": [

              {

                "value": "QVDaz1jB62r3Y07LNSFku8MFbz6HoGoy/bRHFE5U03g=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "Regnskap og balanse 2022",

                "key": "document-title"

              },

              {

                "value": "45b545ad-1459-46c3-a5c7-afb100f4221c",

                "key": "document-id"

              },

              {

                "value": "User downloaded document",

                "key": "description"

              },

              {

                "value": "158.38.170.14",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 11; SM-G981B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2023-02-22T14:49:33.9184997Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NoBankidNetcentric",

                "key": "authentication-method"

              },

              {

                "value": "f725c793709d4fd6ae98afb100f45383",

                "key": "authentication-session-id"

              },

              {

                "value": "158.38.170.14",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 11; SM-G981B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2023-02-22T14:49:33Z",

            "Data": [

              {

                "value": "191.235.161.5",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=0c1d1df9-681e-41e0-8079-abd400acf299",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 11; SM-G981B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2023-02-22T14:49:35Z",

            "Data": [

              {

                "value": "158.38.170.14",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 11; SM-G981B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Session Created",

            "TimeStamp": "2023-02-22T14:49:35Z",

            "Data": [

              {

                "value": "oCGsx3Hqu6zzXeON",

                "key": "clientId"

              },

              {

                "value": "fYUaPBJXcT3abpWat8QzTFK5imIW",

                "key": "traceId"

              },

              {

                "value": "158.38.170.14",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 11; SM-G981B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Initiated",

            "TimeStamp": "2023-02-22T14:49:37Z",

            "Data": [

              {

                "value": "158.38.170.14",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 11; SM-G981B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Success",

            "TimeStamp": "2023-02-22T14:50:03Z",

            "Data": [

              {

                "value": "9578-5997-4-3643120",

                "key": "providerId"

              },

              {

                "value": "158.38.170.14",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 11; SM-G981B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2023-02-22T14:50:03.6294171Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "f725c793709d4fd6ae98afb100f45383",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidNetcentric",

                "key": "authentication-method"

              },

              {

                "value": "9578-5997-4-3643120",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "158.38.170.14",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 11; SM-G981B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2023-02-22T14:50:03.6386287Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "handwritten_with_identification",

                "key": "mechanism"

              },

              {

                "value": "",

                "key": "handwritten-signature-base64"

              },

              {

                "value": "158.38.170.14",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Linux; Android 11; SM-G981B) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/110.0.0.0 Mobile Safari/537.36",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {

      "DateOfBirth": "1999-03-02"

    },

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": false

  },

  {

    "SignerId": "47eb944f-3020-4b24-b4a1-afb100f42256",

    "SignerName": "Pettersen, Frank Olav",

    "DateOfBirth": "1968-12-03",

    "EacceptMethodUniqueId": "9578-5993-4-1549734",

    "HandwrittenSignature": "",

    "EacceptMethod": "BankID (NO)",

    "EacceptMethodRaw": "no_bankid",

    "IsSmsOtp": false,

    "ShowNameIsManuallyEnteredBySignerLabel": false,

    "SignedTime": "2023-02-22T14:53:58.7132965Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

            "OS": "iOS 16.1.1",

            "IP": "77.16.74.10",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.161.74.148",

            "NET_VERSION": null,

            "MachineName": "RD28187894B2B1"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2023-02-22T14:48:51.9111286Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "13.80.180.75",

                "key": "Server-IP"

              },

              {

                "value": "pe7f75b2d63ab4553abc514567d4ca16d",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2023-02-22T14:53:06.6585108Z",

            "Data": [

              {

                "value": "User clicked link sent in SMS to: +4792095743",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              },

              {

                "value": "77.16.74.10",

                "key": "client-ip"

              },

              {

                "value": "47eb944f-3020-4b24-b4a1-afb100f42256",

                "key": "signer-id"

              },

              {

                "value": "handwritten_with_identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "download-document-45b545ad-1459-46c3-a5c7-afb100f4221c",

            "TimeStamp": "2023-02-22T14:53:07.1350949Z",

            "Data": [

              {

                "value": "QVDaz1jB62r3Y07LNSFku8MFbz6HoGoy/bRHFE5U03g=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "Regnskap og balanse 2022",

                "key": "document-title"

              },

              {

                "value": "45b545ad-1459-46c3-a5c7-afb100f4221c",

                "key": "document-id"

              },

              {

                "value": "User downloaded document",

                "key": "description"

              },

              {

                "value": "77.16.74.10",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2023-02-22T14:53:31.6411886Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "41213b5f536c47f79603afb100f56a17",

                "key": "authentication-session-id"

              },

              {

                "value": "77.16.74.10",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2023-02-22T14:53:31Z",

            "Data": [

              {

                "value": "191.235.161.5",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=0c1d1df9-681e-41e0-8079-abd400acf299",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2023-02-22T14:53:32Z",

            "Data": [

              {

                "value": "77.16.74.10",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Session Created",

            "TimeStamp": "2023-02-22T14:53:43Z",

            "Data": [

              {

                "value": "92095743",

                "key": "mobile"

              },

              {

                "value": "031268",

                "key": "dateOfBirth"

              },

              {

                "value": "pK6XIEh+4A6AEtL3azW97dVXdmA=",

                "key": "transactionRef"

              },

              {

                "value": "SYRLIG SUPPE",

                "key": "merchantRef"

              },

              {

                "value": "77.16.74.10",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Initiated",

            "TimeStamp": "2023-02-22T14:53:43Z",

            "Data": [

              {

                "value": "92095743",

                "key": "mobile"

              },

              {

                "value": "031268",

                "key": "dateOfBirth"

              },

              {

                "value": "pK6XIEh+4A6AEtL3azW97dVXdmA=",

                "key": "transactionRef"

              },

              {

                "value": "SYRLIG SUPPE",

                "key": "merchantRef"

              },

              {

                "value": "77.16.74.10",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Success",

            "TimeStamp": "2023-02-22T14:53:57Z",

            "Data": [

              {

                "value": "9578-5993-4-1549734",

                "key": "providerId"

              },

              {

                "value": "77.16.74.10",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2023-02-22T14:53:58.7627697Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "41213b5f536c47f79603afb100f56a17",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "9578-5993-4-1549734",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "77.16.74.10",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2023-02-22T14:53:58.7733574Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "handwritten_with_identification",

                "key": "mechanism"

              },

              {

                "value": "",

                "key": "handwritten-signature-base64"

              },

              {

                "value": "77.16.74.10",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {

      "DateOfBirth": "1968-12-03"

    },

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": false

  },

  {

    "SignerId": "de94feed-260d-4d61-886a-afb100f42256",

    "SignerName": "Kolstad, Anne Karin",

    "DateOfBirth": "1961-06-27",

    "EacceptMethodUniqueId": "9578-5999-4-1382777",

    "HandwrittenSignature": "",

    "EacceptMethod": "BankID (NO)",

    "EacceptMethodRaw": "no_bankid",

    "IsSmsOtp": false,

    "ShowNameIsManuallyEnteredBySignerLabel": false,

    "SignedTime": "2023-02-22T14:49:52.2261955Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

            "OS": "iOS 16.1.1",

            "IP": "84.211.163.59",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.161.74.148",

            "NET_VERSION": null,

            "MachineName": "RD28187894B2B1"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2023-02-22T14:48:51.9111286Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "13.80.180.75",

                "key": "Server-IP"

              },

              {

                "value": "pe7f75b2d63ab4553abc514567d4ca16d",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2023-02-22T14:49:08.1572139Z",

            "Data": [

              {

                "value": "User clicked link sent in SMS to: +4792266021",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              },

              {

                "value": "84.211.163.59",

                "key": "client-ip"

              },

              {

                "value": "de94feed-260d-4d61-886a-afb100f42256",

                "key": "signer-id"

              },

              {

                "value": "handwritten_with_identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "download-document-45b545ad-1459-46c3-a5c7-afb100f4221c",

            "TimeStamp": "2023-02-22T14:49:08.5680831Z",

            "Data": [

              {

                "value": "QVDaz1jB62r3Y07LNSFku8MFbz6HoGoy/bRHFE5U03g=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "Regnskap og balanse 2022",

                "key": "document-title"

              },

              {

                "value": "45b545ad-1459-46c3-a5c7-afb100f4221c",

                "key": "document-id"

              },

              {

                "value": "User downloaded document",

                "key": "description"

              },

              {

                "value": "84.211.163.59",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2023-02-22T14:49:20.173859Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "26c2efcc4c0b4c3b914aafb100f44363",

                "key": "authentication-session-id"

              },

              {

                "value": "84.211.163.59",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2023-02-22T14:49:20Z",

            "Data": [

              {

                "value": "191.235.161.5",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=0c1d1df9-681e-41e0-8079-abd400acf299",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2023-02-22T14:49:20Z",

            "Data": [

              {

                "value": "84.211.163.59",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Session Created",

            "TimeStamp": "2023-02-22T14:49:31Z",

            "Data": [

              {

                "value": "92266021",

                "key": "mobile"

              },

              {

                "value": "270661",

                "key": "dateOfBirth"

              },

              {

                "value": "177jUs4TGvRv28D7C99vnF51oMU=",

                "key": "transactionRef"

              },

              {

                "value": "NYNNBAR NISSE",

                "key": "merchantRef"

              },

              {

                "value": "84.211.163.59",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Initiated",

            "TimeStamp": "2023-02-22T14:49:31Z",

            "Data": [

              {

                "value": "null",

                "key": "mobile"

              },

              {

                "value": "null",

                "key": "dateOfBirth"

              },

              {

                "value": "null",

                "key": "transactionRef"

              },

              {

                "value": "null",

                "key": "merchantRef"

              },

              {

                "value": "84.211.163.59",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Success",

            "TimeStamp": "2023-02-22T14:49:49Z",

            "Data": [

              {

                "value": "9578-5999-4-1382777",

                "key": "providerId"

              },

              {

                "value": "84.211.163.59",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2023-02-22T14:49:52.2573058Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "26c2efcc4c0b4c3b914aafb100f44363",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "9578-5999-4-1382777",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "84.211.163.59",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2023-02-22T14:49:52.2629064Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "handwritten_with_identification",

                "key": "mechanism"

              },

              {

                "value": "",

                "key": "handwritten-signature-base64"

              },

              {

                "value": "84.211.163.59",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 16_1_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.1 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {

      "DateOfBirth": "1961-06-27"

    },

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": false

  }

]
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