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Om Diabetesforbundet

Diabetesforbundet er en uavhengig interesseorganisasjon for personer med
diabetes og andre som er opptatt av diabetes.

» Diabetesforbundet ble stiftet i 1948 og har 32 779 medlemmer (31.12.2024),
15 fylkeslag og 97 aktive lokallag.

» Diabetesforbundet er tilsluttet den internasjonale diabetesfederasjonen (IDF), Funksjonshemmedes
Fellesorganisasjon (FFO) og Studieforbundet FUNKIS. Diabetesforbundet er ogsa medlem av NCD-
alliansen, Innsamlingskontrollen, Stiftelsen Dam og Frivillighet Norge.

TILLITSVALGTE samlet pa landsmetet 25.-27. oktober

w
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Forord fra forbundslederen:
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Et krevende ar med urokkelig kampglad

| nok et ar preget av innsparinger og endringer, var Landsmagtet et etter-
lengtet hoydepunkt. Endelig var vi alle samlet igjen for forste gang siden

2018.

Pa grunn av pandemien var landsmgtet i 2021
digitalt, sa det var bade ekstra fint og viktig a
mates til fysisk landsmate i oktober i ar. Der ble
det blant annet vedtatt ny strategi, vedtektene
ble revidert og nytt sentralstyre ble valgt.
Strategien peker ut retning og fokus for arbeidet
som skal gjeres i landsmgteperioden og sikrer

at vi oppfyller formalet vart. Alt det vi gjor skal
skape verdi for personer som lever med diabetes.
Strategien gjelder for én landsmateperiode, og alle
nivaene i organisasjonen har sine ansvarsomrader
som gjor at vi sammen skal nd malene vi har satt
i strategien.

Lokale og nasjonale aktiviteter

For forste gang ble forskningsprisen delt ut under
et landsmate. Prisen gikk til professor Marjolein
lversen. Hun har utmerket seg med forskning

som setter pasienten i sentrum, og fremmer

bedre behandling og oppfolging av pasienter med
diabetes. Det var derfor ekstra hyggelig at prisen
ble delt ut med naermere 300 tillitsvalgte til stede.

| aret som har gatt har det skjedd en rekke
aktiviteter, bade nasjonalt og lokalt. P& Verdens
diabetesdag sto lokallag over hele landet pa stand
for a rette oppmerksomheten mot viktigheten

«Alt det vi gjar skal skape
verdi for personer som
lever med diabetes»

av arskontroll og god forebygging. Pa dagen ble
Diabetesbarometeret lansert. Dette er en rapport
der vi setter sgkelys pa behovet for arskontroll
og tar tempen pa dagens diabetesbehandling.
Selv om mye gar riktig vei nar det gjelder
diabetesbehandling i Norge, ser vi 0gsa at det

er mange utfordringer. Bade behandling og
oppfelging er under stort press, en utvikling vi |
Diabetesforbundet folger tett.

FORBUNDSLEDER: Cecilie Roksvag
(Mare og Romsdal) tok gjenvalg og
fortsetter som forbundsleder fra
2025-2027.
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Diabeteslinjen har holdt to webinarer for
medlemmer i 2024. Mange lokal- og fylkeslag
har invitert medlemmene sine til moter for a se
webinarene sammen. P4 denne maten nar vi ut
med god og relevant informasjon til mange pa en
gang, og lagene slipper a finne foredragsholdere
eller dekke kostnaden dette medfarer.

Politisk arbeid

Det politiske arbeidet i 2024 har tatt utgangspunkt
i resolusjoner og strategi vedtatt pa landsmatet i
2021. Da ble blant annet tilgang til kontinuerlige
vevsglukosemalere til personer med diabetes type
2 0g oppfolging av diabetesfattene vektlagt. Disse
sakene er viktige for personer med diabetes, og
har veert hayt prioritert ogsa gjennom hele 2024.

| tillegg har det kommet viktige saker pd
legemiddelomradet. Den starste saken har
utvilsomt veert tilgangen til Ozempic, der vi har
uttrykt var bekymring pa ulike arenaer. Dette er en
sak som har gitt oss synlighet gjennom hele aret.

Vi har i flere ar kjempet for en ny nasjonal diabetes-
plan. Dette har vi fatt gjennomslag for, og vi har
sammen med Helsedirektoratet jobbet frem forslag
til ny plan. Vi hadde hapet at denne skulle komme i
2024. Det gjorde den ikke, men vi haper pa snarlig
lansering.

Veien videre

Diabetesforbundet har over tid hatt en krevende
pkonomi. Hay prisstigning og bortfall av direkte
statlig stotte var medvirkende arsaker. 0gsa

i 2024 var det sgkelys pa kostnadskutt, blant
annet med omorganisering av sekretariatet og
pafolgende nedbemanningsprosess. Selv om det
kommer til 3 ta mange ar & bygge opp onsket
egenkapital, er det gledelig a se at pilene igjen
peker i riktig retning. | tiden fremover kommer vi
til & ha sterkt fokus pa inntektsbringende arbeid
samtidig med streng kostnadskontroll.

Samtidig er var hovedoppgave a bidra til et
bedre liv med diabetes, badde gjennom aktiviteter
i organisasjonen og politisk pavirkningsarbeid.
For Diabetesforbundet handler det om a vaere

Arsmelding 2024

«Jeg har sterk motivasjon og
stort pagangsmot til a fort-
sette arbeidet.»

sammen om et godt liv med diabetes - og en
framtid uten.

Jeg foler at mange brikker er i ferd med a falle pa
plass. Ny generalsekretaer startet 1. februar, og vi
har et nyvalgt styre som er klare til & fortsette det
viktige arbeidet. Jeg vil benytte anledningen til a
takke hele organisasjonen for den tilliten dere har
vist meg ved a velge meg som forbundsleder 0gsd
de neste tre arene. Jeg har sterk motivasjon og
stort pdgangsmot til a fortsette arbeidet som vi er
sa godt i gang med, og kan love at jeg kommer til
a gjore mitt aller beste.

Cecilie Waagan Roksvag, forbundsleder

Cfﬁm. W Rk ::mgj
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Landsmgtet 2024:

Oppdatert strategi og flere kampsaker

Foruten valg av nytt styre og gjenvalg av Cecilie Roksvag som
forbundsleder, vedtok landsmatet en oppdatert strategi, og stemte over
fokussaker for kommende periode.

periode. FNs baerekraftmal har ogsa fatt en
plass i strategien. | tillegg vedtok landsmatet a
ha fokus pa folgende enkeltsaker i kommende
periode:

« Oppbygging av likepersontilbudet

- refusjon pa fotbehandling og styrking av
diabetesfot-team pa sykehusene

« et styrket medlemstilbud for unge voksne

Cirka 250 personer var samlet pa arets
landsmgte pa Scandic Oslo Airport. | tillegg
til & avholde nytt valg, stemte landsmatet
over enkeltsaker, endringer i vedtekter og
oppdatert strategi for perioden 2025-2027.
Der ble det blant annet besluttet a tilfoye at
Diabetesforbundet skal ha gkt fokus pa
oppvekst, skole og barnehage i kommende

Transaksjon 09222115557545347381
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MANGE TALERE: Det var mye god diskusjon via talerstolen pa arets landsmate, med flere konkrete vedtak som resultat. Blant
annet fikk Ungdiabetes, her representert ved Emilie Haugan (averst til hayre), vedtatt stemmerett pa fremtidige landsmater.

« oppfolging av det nasjonale gyescreeing-
programmet

« bedre rammebetingelser for personer med
diabetes

Diabetesforbundets forskningspris til
Marjolein M. Iversen

For forste gang ble forskningsprisen delt ut

pa Diabetesforbundets landsmote, og det var
professor Marjolein M. Iversen som ble hedret
med prisen for 2024. Iversen er den forste
personen med sykepleierbakgrunn som mottar
prisen.

- Et av de mest innovative aspektene ved hennes
forskning, er fokuset pa pasientinvolvering og

ALLE FOTO: Erik M. Sundt

hvordan helsetjenesten kan tilpasses individuelt.
Hennes forskning har hatt en dyp innvirkning
pa hvordan helsepersonell mater utfordringene
knyttet til diabetesbehandling, sa forbundsleder
Cecilie Roksvag under utdelingen.

Diabetesforbundets forskningspris ble utdelt i
samarbeid med Boehringer Ingelheim og med
stotte fra forskningsfondet.

Flere bilder
fra landsmaotet
pa neste side >>

)
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USTILLERE: Fere
leverandarer av
behandlingshjelpemidler
og legemidler var til
stede pa landsmatet og
meldte tilbake om en
positiv opplevelse.

INNSLAG: En panelsamtale om erfaringer PAUSE: Noen ganger
var det faglige pauseinnslaget i er andre ting i livet litt
landsmatehelgen. viktigere enn landsmater ...

HEDRET: Professor Marjolein Memelink Iversen ble hedret med arets forsk-
ningspris for sitt arbeid for og forskning pa bedret pasientbehandling. Prisen
ble delt ut under festmiddagen pa Scandic Oslo Airport, der festmiddagen ble
holdt. Medisinsk medarbeider Trond Geir Jenssen var konferansier.

N
D
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Sentralstyret i 2024

Diabetesforbundet har hatt to styrer i 2024.

Arsmelding 2024

Nytt styre ble valgt og tiltradte etter landsmgtet 25.-27. oktober.

AVTROPPENDE: Avtroppende styremedlemmer i 2024 var (f.v.) Lars Tore Haugan (Trendelag, nestleder), Tharsicah

Almenningen (Vestland), Even Strand (Trendelag), Inger Myrtvedt (Vestland) og Paul Daljord (Nordland).

FORTSETTER: | tillegg til forbundsleder Cecilie Roksvag (t.h) fortsetter disse i styret i
perioden 2025-2027: Roar Thunaes (t.v., Vesfold og Telemark, ny nestleder), Ingvar Hauge

(Finnmark) og Marthe Kraabgal (Innlandet).

NYE | STYRET: Nye

i styret er (overst
fra venstre): Betti-
na Seby Andersen
(Agder), Inger-Elis-
abeth @ien (Innland-
et), Kjersti Pedersen
(Akershus), Thomas
Svendgard (Tron-
delag) og Jonny
Renning (Mere og
Romsdal).

NY | STYRET: Siri
Ringheim Heggenes
(under), her pa
talerstolen under
landsmatet, ble
valgt inn pa benke-
forslag og fremhe-
vet som en viktig
representant fra
Vestland fylke.

Transaksjon 09222115557545347381
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Det nye styret for perioden 2025 til landsmotet 2027

Cecilie Waagan Roksvag (52) fra Kristiansund
Cecilie har veert tillitsvalgt i mange ar, bade som fylkesleder
og lokallagsleder. | tillegg til at hun selv har diabetes, har hun
0gsa tre dotre med diabetes. Hun har vaert forbundsleder

siden Landsmgatet i 2021.

Roar Thunaes (72) fra Sandefjord

Roar er statsautorisert revisor av yrke, na pensjonert,
og har en viktig rolle i arbeidet med a styrke
Diabetesforbundets skonomi.

Ingvar Hauge (63) fra Alta
Ingvar er kontorsjef ved Institutt for barnevern og
sosialt arbeid ved UiT. Han inntar en starre rolle i denne

perioden, da han gar fra a vaeere varamedlem til styremedlem.

Marthe Kraabel (57) fra Lillehammer
Marthe er farmaseyt av yrke, og bidrar slik med en
viktig helsepersonellkompetanse inn i styret. Hun er
ogsa aktiv i gjiennomfaring av Diabetesforum for
helsepersonell i Innlandet fylke

Inger-Elisabeth @ien (31) fra Lillehammer
Inger-Elisabeth har veert tillitsvalgt siden 2018,

inkludert leder for Ungdiabetes i fylket sitt og styremedlem

i Ungdiabetes nasjonalt. Hun har master i samfunnsernaering,
og har jobbet med ernaring pa sykehus.

Bettina Seby Andersen (54) fra Flekkeroy
Bettina ble tillitsvalgt i 2018, og raskt en aktiv og synlig
leder for lokallaget i Kristiansand og fylkeslaget Agder.
Alltid utkledd som Insufanten under Arendalsuka.

Siri Ringheim Heggenes (52 ar) fra Leikanger
Siri var ny i lokallaget fra 2021, ble leder allerede i 2022,

og samtidig sekreteer i fylkesstyret for Vestland. Som utdannet

jurist er hun god pa formaliteter og det a formulere seg -
noe som kommer godt med i styrearbeidet.

Kjersti Pedersen (51) fra SKi

Som mor til en datter med type 1, er hun spesielt
engasjert pa barneomradet, og har drevet barne- og
familiegruppa i Follo de siste arene.

Thomas Svendgard (46) fra Levanger

Thomas har en lang CV av aktivitet fra lokal- og
fylkeslag - han har veert bade leder, nestleder, kasserer,
revisor og vara - i tillegg til aktiv i Ungdiabetes lokalt.

Jonny Renning (62) fra Andalsnes
Jonny har veert aktiv i forbundet helt siden 1980-tallet,

Styreleder

Styremedlem

Styremedlem

Styremedlem

Styremedlem

Styremedlem

Styremedlem

Varamedlem

Varamedlem

Varamedlem

og tar blant annet med seg erfaring som fylkesleder i Mgre og Romsdal.

Signert CWR, RT, IH, SRH, BSA, MK, IEQ, BIS 13
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Diabetesforbundets strategi

Landsmatet 2024 vedtok en oppdatert strategi, med nye
punkter om baerekraft og kunnskapsheving av helsepersonell
0g ansatte i oppvekstsektoren.

VISJON
Sammen for et godt
liv med diabetes
- 0g en framtid uten.
VERDIER TROVERDIG
Vi er troverdige. Det gir oss tillit, respekt og gjennomslagskraft. Vart arbeid
er basert pa kunnskap, erfaring og fakta. Vi sier det vi mener tydelig - med
omtanke og fornuft.
HJELPSOM
Vi er til for & hjelpe og for a gi svar, fordi vi forstar og bryr oss. Vi sagrger for at
du har de beste forutsetninger for @ mestre livet med diabetes.
MODIG
Vi vager, snakker med sterk stemme og sgker alltid & fa gjennomslag for det vi
kjemper for. Vi er modige og nytenkende pa vare medlemmers og samfunnets
vegne.
OPPDRAG Vart oppdrag er & jobbe for deg med diabetes. Vi kjemper for dine rettigheter,

og for at du skal fa den beste behandlingen. Vi gir deg kunnskap og motivasjon
for a leve et godt liv med diabetes.

Diabetesforbundet statter FNs baerekraftsmal, og gjennom vart arbeid bidrar vi
seerlig til mal 3: God helse og livskvalitet for alle

T4 Transaksjon 09222115557545347381
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FOKUSOMRADER

Diabetesforbundet gir kvalitetssikret informasjon
og styrker kunnskapen om diabetes

« Vi skal gi deg god, troverdig og nyttig informasjon om diabetes og siste nytt innen forskning,
medisiner, utstyr og annen diabetesbehandling.

« Vi skal styrke helsepersonell og oppvekstsektoren sin kompetanse om diabetes.

« Vi skal bidra til gkt kunnskap om diabetes i samfunnet.

« Vi skal veere en folkehelseakter som bidrar til et mer helsevennlig samfunn for alle, og som
bremser veksten av diabetes type 2.

« Vi skal vaere en padriver for diabetesforskning.

Diabetesforbundet kjemper for
best mulig diabetesbehandling

« Vi skal jobbe for at du far best mulig behandling, medisiner og utstyr tilpasset deg, uavhengig
av alder, type diabetes og hvor du bor.

« Vi skal kjempe for at bade din psykiske og fysiske helse blir ivaretatt i diabetesbehandlingen.

« Vi skal jobbe for at helsetjenesten gir deg og dine pargrende opplaering i god egenbehandling og
mestring av diabetes.

« Vi skal kjempe for a bedre og forsvare dine rettigheter gjennom alle livets faser.

- Diabetesforbundet i alle ledd skal jobbe for & gke kunnskap og rettigheter for barn og unge |
barnehage og skole slik at deres diabeteshverdager blir ivaretatt pa en trygg og forsvarlig mate.

« Vi skal vaere padriver for god samhandling, kapasitet og kvalitet i diabetesbehandlingen, og at
du far behandling i riktig del av helsetjenesten.

« Vi skal kjempe for gode rammebetingelser for helsefrivilligheten, slik at vi kan vaere en sterk
brukerstemme og supplere helsetjenesten.

Diabetesforbundet hjelper deg
a mestre livet med diabetes

« Vi skal bidra til at du har kunnskap og motivasjon til a mestre livet med diabetes.

« Vi skal bidra til at du og dine pargrende far mulighet til & treffe andre i samme situasjon.

« Vi skal gi deg individuell veiledning om diabetes.

« Vi skal skape relevante tilbud for alle med diabetes, uavhengig av type diabetes, alder og
varighet pa sykdommen.

Signert CWR, RT, IH, SRH, BSA, MK, IEQ, BIS 15
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NR. 1 /FEBRUAR 2024 / DIABETESFORBUNDET / DIABETES.NO

DET VIKTIGE
SAMSPILLET

A 3 et barn med diabetes type 1 er en kolossal omveltning.
Plutselig skal man vre forelder, behandler og parerende.
Men Hanne og Torjus (5) har funnet sine egne Lgsninge!

Diabetes nr. 1/2024
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DIABETESFAG

M. 1 ¢ FERRUAR Z0EE ¢ DIAEETESFERNUNOET ¢ DIANGTES.ME

¥ knnfarer Noklusskjoma

¥ Utdanner helsesskratsmrer

¥ knnferer prassdyre for Srskontrall

¥ Fastleguforum pd trars av lsgekonterana

Fastleqeng pd Oslo 85t med -

NY SLAGPLANMOT
DIABETES TY EZ '

MY WETODE FOR A T
INSULIM ¥k HUHH

KIHJELPER BARM 08

HE&HB BEDRE DATA
UMBE HED D& BETES TYPE Z-ERE

Diabetsfag nr. 1/2024

Diabetes og Diabetesfag

| lgpet av 2024 har bade Diabetes og Diabetesfag tatt opp mange viktige
temaer, bade for de med diabetes og for helsepersonell.

Den anstrengte gkonomien i Diabetesforbundet
gjorde at bladet Diabetes i 2024 gikk ned fra
fem utgivelser i aret til fire. | tillegg ble sidetallet
redusert fra 68 sider til 52. Diabetesfag fortsatte
med fire utgaver pa 52 sider.

| Diabetes utgave 1 var tema det viktige
samspillet mellom foreldre og barn med
diabetes. Et pilotprosjekt ved Stavanger
universitetssjukehus tilbyr gruppeveiledning
til madre med sma barn med diabetes type 1.
Hanne F. Reilstad fikk hjelp til a balansere det
a vaere mor, behandler og pargrende til sgnnen
Torjus.

| Diabetesfag utgave 1 far vi et innblikk

i Oslo diabetesprosjekt, som har som mal

a sikre at mennesker med diabetes type 2

far lik og god behandling, uavhengig av hvilken
lege de gar til. 23 legekontorer fordelt pa

seks bydeler i Oslo er med i prosjektet, som

ledes av bydelsoverlege i Grorud, Karoline
Harding.

| Diabetes utgave 2 var temasaken diabetes

og kvinnehelse. Her kan man lese om hvordan
diabetesen pavirker menstruasjonen, og hvordan
hormonell prevensjon kan pavirke kvinner med
diabetes. Individuell oppfolging er viktig, sier
ekspertene.

| Diabetesfag utgave 2 var hovedtema en studie
som viser alvorlig mangelfulle funn i oppfelgingen
av eldre med diabetes. En studie viser at to

av fem eldre som har diabetes og falges opp

av hjemmesykepleie, opplevde episoder med
hypoglykemi. Funnene er alvorlige, sier forskeren
bak studien, Mari Flade.

| Diabetes utgave 3 var temasaken de nye
kostradene fra helsemyndighetene, og hva disse
betyr for personer med diabetes.
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Diabetes nr. 2/2024
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Diabetesfag nr. 2/2024

i Diabetesfag utgave 3 tok vi for oss nye tall fra
Barnediabetesregisteret, som viser stadig bedre
behandling av barn med diabetes. HbA1c og
alvorlige komplikasjoner gar ned, mens bruk av
teknologi oker.

| Diabetes utgave 4 skrev vi om et vondt tema.
Forskning viser at mennesker med diabetes type
1 har okt risiko for selvmord. Ragnhild Eklid
opplevde det verst tenkelige da sgnnen tok sitt
liv. Sennens gnske var at sparepengene hans
skulle ga til forskning, slik at andre mennesker
med diabetes kan fa et bedre liv.

- Magnar mente det matte bli enklere a leve
med diabetes. | tenarene kjente han pa en stadig
sterkere sorg over hva sykdommen krevde, sier
Eklid i intervjuet.

Hyndigheten
:uu-v'mn da BelyT

DIABETES

.

Ragnhild Eklid mistet sgnnan isebrmords
Viktig a se o)
hele mennesked,
ikke bare
diabetesen

os nye Kestrig ecklare.
deg med dlabates.
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Diabetes nr. 4/2024

DIABETESFAG

Marjolein Iversen
fikk Diabetesforbund ets
forsknings pris:

Folus pa
pasicnien

NYE UKESIHSULIHER SKREDDERSTDD MY FORSKNING PA
IR BO0E TEKMO!
RESULTATER SWAMB ERESMAPET TP
DIABETES 08 DIABETES TYPE 1 FORSKMINGSPRIS TIL RESTRIMEIONER
BYEKDMPLIKLSIONER HRDHISK WYRESYKDIOM DIL BETESOPFFRALGING 08 SELVHOAD KNUT D HL-JBRGENSEN GZEMPIC
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Diabetesfag nr. 4/2024

Utgaven innholdt ogsa en artikkel fra Ane
Wilhelmsen-Langeland, Nina Handelsby, Line
Wisting og Eirin Winje om diabetes type 1 og
okt risiko for selvmord. Mange har opplevd

hoy sykdomsbyrde, og det er biologisk og
psykologisk slitasje forbundet med den livslange
egenbehandlingsoppgaven.

Diabetesfag utgave 4 hadde siste nytt fra
forskningskongressen EASD og beharig omtale
av forskningen til Marjolein Memelink Iversen,
som ble tildelt Diabetesforbundets forskningpris
i 2024. Hvordan personen med diabetes selv
beskriver a ha det, har fatt en stadig sterre plass
innen nyere forskningsstudier, skriver Iversen i
sin artikkel. |
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FOTHELSE: | april satte TV 2 sgkelys pa amputasjoner blant personer med diabetes, og generalsekretaer Britt inger Skaanes ble interv-

juet pa 21-nyhetene og til en nettsak. Saken om Kristin som matte amputere vakte stort engasjement

Mediearet 2024

Diabetesforbundet skal sette dagsorden og vaere tydelige. Mediene er en
viktig brikke for a oppna dette malet. Her er et utvalg saker hvor
Diabetesforbundet har statt pa kravene i media gjennom aret som gikk.

2024 ble nok et ar preget av mangelen pa
diabetes type 2-medisinen Ozempic. | Dagens
Medisin 22. februar ropte vi varsko om at

mangelen pa Ozempic truer diabetesbehandlingen,

dette i en kronikk signert generalsekreteer Britt
Inger Skaanes, professor Kare |. Birkeland og
professor Trond Geir Jenssen.

Diabetesforbundets budskap var er at legene
ma lytte til beskjeden fra Direktoratet for
medisinske produkter (DMP), Legeforeningen,
Apotekforeningen og Diabetesforbundet om a
forbeholde Ozempic til personer med diabetes.

Denne oppfordringen var dessverre ikke nok,
og regjeringen foreslo a innfore individuell
refusjon pa Ozempic pa bla resept. Dette ble
Diabetesforbundet invitert til & diskutere i flere

medier, blant annet Dagsnytt18 13. februar.
Diabetesforbundet ble ogsa bedt om a uttale seg
om saken i P4-nyhetene og i HealthTalk 15. mai.

Da det fra 1. juli ble innfart nye regler om
invividuell refusjon og stans i tilgang pa

hvit resept, ble saken omtalt i flere medier.
Diabetesforbundet stilte i NRKs Nyhetsmorgen, i
Dagsrevyen 0g igjen pa Dagsnytt 18 for 4
uttrykke sin bekymring for at mange med
diabetes heller ikke lenger vil fa tilgang pa
medisinen.

- Det gar for langt, sa generalsekretaer

Britt Inger Skaanes til VG

Mounjaro pa markedet
Da det i oktober ble klart at Mounjaro for diabetes
type 2 og vektnedgang blir tilgjengelig, >>



https://www.dagensmedisin.no/na-ma-legene-lytte-til-rad-om-ozempic/620361
https://www.dagensmedisin.no/na-ma-legene-lytte-til-rad-om-ozempic/620361
https://tv.nrk.no/se?v=NNFA56021324&t=1797s
https://www.healthtalk.no/diabetes/diabetesforbundet-om-blaresept-nekt-til-ozempic-vi-er-bekymret/186457
http://fra 1. juli ble det innført nye regler om invividuell refusjon på blå resept for Ozempic.
https://tv.nrk.no/se?v=NNFA19070124&t=323s
https://tv.nrk.no/se?v=NNFA56070124&t=2848s
https://www.vg.no/nyheter/i/Oo8yLl/bekymret-for-diabetes-medisinen-ozempic-det-gaar-for-langt
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DAGSNYTT 18: Diabetesforbundet var representert i
debatt om Ozempic bade 13. februar og 24. juli.

OZEMPIC: Forbundet har vert synlig i mange

mediesaker om Ozempic. oppslag gjen-

uttalte generalsekreteer Britt Inger Skaanes

seg til Nettavisen. Forhapentligvis kan dette
legemiddelet veere med a lette trykke pa Ozempic,
men:

- | dag er det bare de med god rad som kan kjgpe
dette pa hvit resept, og sann kan det ikke veere,
sier Skaanes i artikkelen publisert 28. oktober.

Lokalt engasjement i mediene

| anledning Verdens diabetesdag 14. november
satte Diabetesforbundet sgkelys pa arskontroll og
forebygging av komplikasjoner. Flere lokalaviser
trykket kronikken «Alle med diabetes ma fa
helsehjelpen de trenger!», signert forbundsleder
Cecilie Roksvag. | tillegg ble dagen markert med

TEKNOLOGI: Diabetesteknologi var sak pa TV 2-Nyhetene
pa TV og nett i forbindelse med Verdens diabetesdag.

LOKALT:
Det har
veert flere
gode lokale

nom aret.

opplysende artikler i lokale aviser, blant andre
Bronngysunds avis og iharstad.

TV 2 hadde moderne diabetesbehandling som
toppsak pa 21-nyhetene 15. november, der
Diabetesforbundet ogsa fikk anledning til & uttale
seg om nyvinninger pa teknologifronten. TV 2 laget
0gsa en sak om dette til nettsiden TV2.no.

| Alta satte lokallaget i flere artikler i Altaposten
sgkelys pa kutt i diabetestemaet og forringelse av
behandlingstilbudet for barn i kommunen.

| Ringerikes Blad 20. desember tar
Diabetesforbundet Ringerike 0ss med pa en
lokallagsreise gjennom 2024. Dette i anledning
lokallagets 70 arsjubileum.

20 Transaksjon 09222115557545347381
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MEST LEST: Nyhetssaken om at leger ma sgke om individuell refusjon pa Ozempic,

var den heteste saken pa diabetes.no i 2024.

Diabetes.no

Nye sider om psykisk helse og engasjerende kampanjer var

oppsvinger pa diabetes.no i aret som gikk.

Vi hadde en nedgang i antall besgkende
pa nettsiden i 2024. Vi malte 611.000
besgkende pa diabetes.no., mot 708.000
besgkende i 2023.

75 % av besgkende kom inn pa
nettstedet via sgkemotor, 18 % var
direkte trafikk, 5 % kom inn via sosiale
medier 0og 2 % via henvisning fra andre
nettsteder.

Demografi

65 %

av de besgkende er i
alderen 45+

66 %

av de besgkende er
kvinner
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https://www.nettavisen.no/nyheter/diabetesforbundet-reagerer-pa-prislappen-til-den-nye-slankemedisinen-mounjaro/s/5-95-2094465
https://www.avisa-hordaland.no/alle-med-diabetes-ma-fa-helsehjelpen-de-trenger/o/5-132-824492?fbclid=IwY2xjawIb6AtleHRuA2FlbQIxMQABHZeNsogZhMewwNcRhFcUm4LFqA70hvlN68SlIn5YMBtQiwnJyPXXUiUPTA_aem_ObRPISfo5h2ZtWESYaOnvA
https://www.avisa-hordaland.no/alle-med-diabetes-ma-fa-helsehjelpen-de-trenger/o/5-132-824492?fbclid=IwY2xjawIb6AtleHRuA2FlbQIxMQABHZeNsogZhMewwNcRhFcUm4LFqA70hvlN68SlIn5YMBtQiwnJyPXXUiUPTA_aem_ObRPISfo5h2ZtWESYaOnvA
https://www.banett.no/nyheter/i/8qXgBA/markerte-verdens-diabetesdag 
https://www.iharstad.no/harstad-lyser-blatt-for-diabetesdag-trondenes-kirke-markerer-viktig-kampanje/s/5-126-408175
https://www.tv2.no/nyheter/innenriks/ludvig-6-matte-ha-tolv-sproyter-i-dognet-sa-endret-alt-seg/17180194/
https://www.altaposten.no/tag/diabetes/
https://www.ringblad.no/diabetesforbundet-ringerike-hva-har-vi-holdt-pa-med-i-2024/s/5-45-1981463
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Nytt i 2024

Det jobbes kontinuerlig for @ oppdatere og
utvikle innholdet pa diabetes.no. Dette er
noe av det som var nytt i 2024:

« Kampanjen «Diabetesbarometeret»

som satte sgkelys pa viktigheten av
arskontroll og hvor god oppfoelging norske
diabetespasienter far i helsevesenet

« Kampanje om fothelse og forebygging av
fotsar og amputasjoner

« Nye sider om psykisk helse og diabetes

« To nye nettkurs

Arsmelding 2021

Diabetes og psykisk
helse

FEACISET OF PSYHOIOR! KOMMET OfIC | SKYEECH av aen
prakUske Denandiingen v oibeies. P3 Gerne skden (inner
U r3d om doet psykolopiske aspektet ved 4 love med
oanens

=

Diabetes og psykisk helse
- en innfering

Eurine cligiate feanjyren gie g en irnlaring | e waniigae trmanne
PN diabeti 0 PHisk Tt

Ny med diabetes Hverdagsmestring

Mgt NGO TLI o M TIICeRes: O Pk 301 Ht LN OU MeATRE A dagon Mo
Srbsar e el e e eny et Hatatin, i pid o gl i

Blodsukker og maling

Diabetes type 2
Finn oppskrifter

oS W=

e

Fylkes- og lokallag
Diabeteslinjen
Kurs pa nett
Likepersoner
Sommerleir

oS W=

Topp 5 mest besgkte enkeltsider i 2024

Symptomer pa diabetes type 1 og type 2

Kostradene for deg med diabetes

Topp 5 mest leste nyhetssaker fra 2024

«N4& ma leger sgke om Ozempic»

«Derfor kan flere med diabetes type 2 miste Ozempic pa bla resept»
«Ny avtale klar for pumper med slange og CGM»

«Kjaere diabetes, jeg skulle sa gnske at du ikke fantes»

«Antallet barn i Norge som far diabetes type 1 fortsetter a gke»

Topp 5 mest besokte sider om forbundets tilbud i 2024

29
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Sosiale medier

Diabetesforbundet vokser stadig pa Facebook
og Instagram. Ogsa Ungdiabetes er aktive pa
flere sosiale medier.

Diabetesforbundet er pa Facebook, Instagram og Linkedin. Vi ser en jevn gkning i
antall folgere. Kanskje nar vi 40 000 pa Facebook i ar?

Folgere per 27. februar 2025

Facebook Instagram Linkedin
39138 9648 573
A 64 fra 2023

A 968 fra 2023 A 499 fra 2023

Ungdiabetes er starst pa Facebook, men mest aktiv pa Instagram. | fjor startet de
en TikTok-konto, og har gkt godt i antall folgere.

Ungdiabetes’ folgere per 27. februar 2024

Facebook Instagram Snapchat TikTok
3416 2890 7991 522
A 74 fra 2023 A 210 fra 2023 (Nayartig tall A 306 fra 2023 5>

fra 2023 ikke
tilgiengelig)

Signert CWR, RT, IH, SRH, BSA, MK, IEQ, BIS 23
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NUMMER 1: Insu-
linets dag vekker
alltid engasjement.

NUMMER 2: Vi
nadde mange med
denne nyttige infor-
masjonsvideoen om
egenstell av faotter

i forbindelse med
«fotuka» i mai.

Diabetesforbundet
13. november 2024 - Q

Arsmelding 2024

Innleggene med storst rekkevidde i sosiale medier

Diabetesforbundet
Publisert av Ingvild Toquul Eilertsen

(-]

6. mai 2024 -Q
{y Her er 4 tips for god, daglig fotpleie: terk godt, smer,
velg gode sokker og gode sko!

£y Vi markerer Fotuka 6.-12. mai, med masse nyttig
informasjon om fothelse for deg med diabetes

Denne informasjonsvideoen har vi laget i samarbeid
med Fotterapeutforbundet

& Ingen forstér hvor plagsom du er, og hvor naer du er hele tiden. Jeg syns du spiller rattent,
altfor ofte — rett og slett veldig urettferdiq. Som pararende blir jeq mye bergrt, men ikke naerheten
sa mye som de som har dette i kroppen. Dere er superhelter i eget liv, og jeg er sa stolt over

innsalsen min daller gjer.

@ Les en mammas tanker om datterens diabetes foran Verdens diabetesdag 14. november.

Verdens diabetesdag

NUMMER 3: Dette
innlegget, skrevet
av moren til et barn
med diabetes, traff
rett i hjerterota pa
mange lesere, og
var 0gsa en av de
mest leste sakene DUABETESND
lest pa nett i 2024.

Kjeere diabetes, jeg skulle sa gnske at du ikke fantes

| anledning Verdens diabetesdag 14. november, gnsker jeg a dele mine falelser som mamma ti...

Transaksjon 09222115557545347381 Signert CWR, RT, IH, SRH, BSA, MK, IEQ, BIS
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Det ble bestemt
at jeg matte
amputere taa.
Hvis de ventet,
kunne jeg
risikere a i
verste fall matte
amputere ved

kneet.
Aksel (29)

Fotuke pa nett og i sosiale medier

| mai markerte vi var egen «fotuke», der vi viet
full oppmerksombhet til diabetesfotter i vare
kanaler. Her tydeliggjorde vi at vi jobber politisk
for at alle med diabetes skal fa en arskontroll

der fottene sjekkes, og at vi jobber for refusjon
pa behandling hos fotterapeut, slik at det ikke er
storrelsen pa lommeboka som skal avgjore om du
kan ta vare pa egen fothelse.

tips til

friske
fotter

Alle med diabetes skal fa
J fotsjekk minst én gang arlig.
Fra du far diagnosen hvis du
har type 2, eller etter fem ar
hvis du har type 1.

Du skal bade bli sjekket for

J sar, og fa kartlagt din risiko
= for fotsar slik at du far riktig

oppfelging.

Be om fotsjekk pa neste

J kontroll!

= Tilbake til innhold

Det er ikke
enkelt a bli
fratatt en
kroppsdel.
Men for min
del gar det
greit, og jeg
tenker at livet

ma ga videre.
Alf (60)

Diabetesforbundet .
Publisert av Ingwild Torjuul Eilertsen
)

11, mai 2024 - @
¥ 11. mai er fotterapeutenes dag. Diabetesforbundet

gratulerer med dagen!

¥ Tusen takk for den viktige jobben dere gjer for
mennesker med diabetes | Norge. Dere bidrar 1l
trygghet, friskere fetter og gkt kunnskap om egenpleie.

%y Diabetesforbundet jobber for at flere fotterapeuter
skal ansettes | den offentlige helsetjenesten, og for
refusjon pa behandling hos fotterapeut for personer
med diabetes.

Gratulerer med dagen,
fotterapeuter!




Diabetes!
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Interessepolitisk arbeid

OZEMPIC OG ANNET: Ozempic,
tilgang pa CGM og Nasjonal diabe-
tesplan sto pa agendaen da Diabe-
tesforbundet motte statssekreteer i

Helse- og omsorgsdepartementet,
Karl Kristian Bekeng i august.

‘orbundet

Jemper |

‘or best mulig

diabetesbehandling

Ozempic, CGM og fothelse har veert blant vare politiske kjepphester
0gsa gjennom 2024.

Transaksjon 09222115557545347381
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0Ozempic

Mangelen pa Ozempic har fatt mye
oppmerksomhet de siste arene, og 2024 var
intet unntak. Fra 1. juli ble det innfert individuell
refusjon pa Ozempic for & stramme inn pa
kostnader og bruk. Det gikk blant annet ut over
diabetespasienter som har fatt Ozempic som
eneste medisin - i strid med regelverket.

- Vi har fatt mange meldinger fra personer
med diabetes type 2 som har hatt en vanskelig
sommer. Noen er fratatt Ozempic uten a fa noe
alternativ. Det meldes ogsa om stor forvirring
blant legene om hvilke regler som gjelder.
Dette fremhevet Diabetesforbundet overfor
statssekreteer Karl Kristian Bekeng i Helse-

og omsorgsdepartementet i august, der ogsa

medisinsk radgiver Trond Geir Jenssen deltok.
Jenssen papekte hvor selvmotsigende det er

at personer med diabetes type 2 ikke kan fa
Ozempic som eneste medisin dersom de ikke
bruker Metformin, insulin eller Sulfonylurea i
tillegg. Ozempic er nemlig en nyrebeskyttende
medisin, mens Metformin derimot er fraradet ved
nyreskade.

Statssekretseren var lydher for Diabetes-
forbundets argumenter, og lovet videre dialog
med Direktoratet for medisinske produkter
(DMP), som Diabetesforbundet ogsa har

hatt flere mgter med gjennom 2024 for & fa
informasjon om Ozempic 0g argumentere for
type 2-pasientenes behov og opplevelser.
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FOTTER: Diabetesforbundet og Fotterapeutforbundet har trippet mye i stortingstrappene i 2024 for a snakke med politikere om

Arsmelding 2024
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fothelse. Til venstre og everst til heyre moter med Ap-politiker Tove Elise Madland som har engasjert seg i fothelsesaken. Ogsa
Frp-politiker Bard Hoksrud (nede til hayre) og SV-politiker Marian Hussain er opptatt av saken.

Fottene pa bordet!

13. februar var Diabetesforbundet invitert

til Stortinget for & snakke om fothelse. En
interessert og lydher stortingsrepresentant fra
Arbeiderpartiet, Tove Elise Madland, inviterte
bade Diabetesforbundet og Fotterapeutforbundet
til diskusjon om hva som skal til for a fa ned
tallene pa fotsar og amputasjoner i Norge.
Diabetesforbundet var i matet tydelige pa at det
jobbes for lite og for darlig med a redusere antall
fotsar og amputasjoner i Norge, og ba Madland om
a folge opp behandlingen av diabetesfoten med et
system pa lik linje som gyescreeningprogrammet.

Diabetesforbundets krevde disse forebyggende
tiltakene:

« Det ma etableres diabetisk fotsarteam pa alle
landes sykehus

« Diabetiske fotsarteam bar vaere multidisiplinaere
med behandlere sammensatt av ulike faggrupper
som ortoped, karkirurg, infeksjonsmedisiner,

endokrinolog, sarsykepleier, autorisert fotterapeut
og ortopediingenigr

« Fotterapeuter bar ansettes i den offentlige
helsetjenesten

» Personer med diabetes ma fa refusjon pa
behandling hos fotterapeut

Historien pa tv2.no 21. april om Kristin Hansen
som matte amputere begge beina etter a ha fatt
gnagsar som ikke ville gro, skapte reaksjoner ogsa
hos politikere.

- Jeg blir oppgitt og provosert, sa Bard Hoksrud,
helsepolitisk talsperson i FrP, til tv2.no.

Kronikken «Vi har ingen flere fotter 8 miste»,
signert generalsekretar Britt Inger Skaanes og
Fotterapeutforbundets forbundsleder Inger M.
Paulsen, ble publisert pa tv2.no 25. april, der

vi ber politikerne om & legge diabetesfottene

pa det politiske forhandlingsbordet, og sorge
for at oppfolgingen av diabetesfotter blir satt i
system, blant annet med en refusjonsordning pa
behandling hos fotterapeut.
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Statsbudsjettet

Mandag 7. oktober la regjeringen fram forslag
til statsbudsjett for 2025, der egenandelstaket
pa medisiner og utstyr ble ytterligere

okt. Diabetesforbundet ba i sitt innspill til
statsbudsjett om at egenandelen fryses, men ble
ikke hart. Egenandelstaket til helsetjenester har
okt med 113 kr - en gkning pa 3,6 prosent.

| regjeringens forslag om a gke overferingene

til sykehusene med 5,5 milliarder, stilte
Diabetesforbundet forventinger om at dette ogsa
vil gke kapasiteten pa diabetespoliklinikkene.

Et par lyspunkter i regjeringens forslag var

KAMPSAK: Det
bekymrer Diabe-
tesforbundet at
egenandelen far
man far frikort
pa helsetjenester,
stadig oker.

viderefgring av midler til diabetesarbeid og
videreferingen av Nasjonal diabetesplan, samt
gkning i frie inntekter til kommunene, noe som
kan bidra til bedre kommunale helsetjenester til
personer med diabetes i eldreomsorgen og pa
institusjoner.

Til gjengjeld ble det ingen kutt i prisene pa sunn
mat. Regjeringen vil med lanseringen av nye
kostrad at vi skal spise sunnere, men prisen

pa den sunne maten forblir dyr. Kutt i sekbare
midler for helsefrivilligheten gir ogsa trangere
tider for helsefrivilligheten.

Nasjonal diabetesplan

| 2024 har vi ogsa fatt anledning til 8 komme
med innspill til ny Nasjonal diabetesplan som

er under utarbeidelse hos Helsedirekoratet.
Dette er en plan Diabetesforbundet har kjempet
fram, og som ble lovet viderefert da opprinnelig
plan for 2017-2021 gikk ut. | arene etter er
opprinnelig plan blitt viderefert uten endringer,
mens det na er utviklet en revidert og fornyet
diabeteplan. Blant malene med planen er

bedre forebygging av diabetes type 2, bedre
diagnostikk av diabetes, bedre behandling, feerre
og mindre alvorlige komplikasjoner og lengre liv
med diabetes.



https://www.tv2.no/mening_og_analyse/vi-har-ingen-flere-fotter-a-miste/16641252/
https://www.diabetes.no/om-oss/nytt-fra-forbundet/nytt-fra-forbundet-2024/arendalsuka-2024-organisasjoner-star-samlet-i-kritikk-mot-blareseptmedisiner-pa-anbud/
https://www.diabetes.no/om-oss/nytt-fra-forbundet/nytt-fra-forbundet-2024/arendalsuka-2024-organisasjoner-star-samlet-i-kritikk-mot-blareseptmedisiner-pa-anbud/
https://www.diabetes.no/om-oss/nytt-fra-forbundet/nytt-fra-forbundet-2024/arendalsuka-2024/
https://www.diabetes.no/om-oss/nytt-fra-forbundet/nytt-fra-forbundet-2024/arendalsuka-2024/
https://www.diabetes.no/om-oss/nytt-fra-forbundet/nytt-fra-forbundet-2024/arendalsuka-2024/
https://www.diabetes.no/diabetes-type-1/behandling/den-viktige-arskontrollen/
https://www.diabetes.no/diabetes-type-1/behandling/den-viktige-arskontrollen/
https://www.diabetes.no/om-oss/nytt-fra-forbundet/nytt-fra-forbundet-2024/statsbudsjettet-2024/
https://www.diabetes.no/om-oss/nytt-fra-forbundet/nytt-fra-forbundet-2024/statsbudsjettet-2024/
https://www.diabetes.no/om-oss/nytt-fra-forbundet/nytt-fra-forbundet-2024/statsbudsjettet-2024/
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FOTTER: Verdens diabetesdag ble markert med webinar der medisinsk medarbeider Trond Geir Jenssen og generalsekretzer Britt

Inger Skaanes diskuterte status pa dagens diabetesoppfolging.

Verdens diabetesdag

- med lansering av Diabetesbarometeret .

Forebygging av diabeteskomplikasjoner og god
oppfelging i helsetjenestene var tema for arets

markering av Verdens diabetesdag.

| forbindelse med Verdens diabetesdag lanserte vi
Diabetesbarometeret, og setter med dette sgkelys
pa viktigheten av arskontroll for 3 forebygge
diabeteskomplikasjoner.

Diabetesbarometeret er en rapport som viser
behovet for arskontroll, og som tar tempen pa
dagens diabetesbehandling med bakgrunn i data
fra Norsk diabetesregister for voksne.

| Diabetesbarometeret forteller vi om de viktigste
komplikasjonene du bar bli sjekket for, gir rad om
god egenbehandling, og understreker viktigheten
av arlige kontroller.

Samtidig analyserer vi tallene fra Norsk
diabetesregister for voksne, som viser hvor
mange som far arskontroll i Norge, for a se hvor
det skorter. Tallene viser at for mange med

W
[@))
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65 % 70 % 76 %
fikk sjekket fattene fikk sjekket fottene fikk sjekket
med monofilament med monofilament fotpuls pa

pa fastlegekontor

59 % - 15 %

fikk sjekket fotpuls av disse hadde

nedsatt felsomhet
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fastlegekontor

2%

pa legekontor
har hatt fotsar

10 %
pa diabetes-
poliklinikk har
hatt fotsar

TALL: Utdrag fra Diabetesbarometeret, med tall og nyttig info om forebygging av diabeteskomplikasjoner.

diabetes ikke far god nok oppfolging. Blant annet

viser rapporten at 30 prosent med diabetes
type 1 ikke fikk de anbefalte arlige kontrollene
av fotter, oyne og nyrer, og at opptil 53 prosent
med diabetes type 2 ikke fikk sjekket nyrene for
nyreskader. Diabetesbarometeret ble stottet av
Stiftelsen Dam.

Med utgangspunkt i Diabetesbarometeret

stilte vi spgrsmalet «Hvordan star det til

med diabetesoppfalgingen i Norge?». | et
timelangt webinar diskuterte generalsekretzer
Britt Inger Skaanes og professor og overlege
Trond Geir Jenssen, medisinsk medarbeider

i Diabetesforbundet, hva tallene forteller oss
om diabetesbehandlingen i dag. Webinaret er
0gsa publisert pa Diabetesforbundets YouTube-
kanal.

Bygninger i blatt og appell i
lokalpressen

Verdens diabetesdag ble tydelig markert
landet rundt. Flere lokallag hadde sgrget for at
bygninger lyste i blatt. Blant dem var Tromsg

og omland lokallag, som ble sponset av Arctic
Pride og Media Event AS.

Diabetesforbundets leserinnlegg om viktigheten
av god oppfolging av personer med diabetes i
helsetjenestene, ble trykket i flere lokalaviser.
P3 kvelden var flere lokallag samlet til
markering med servering og hygge. Der
stremmet de webinaret som Diabetesforbundet
avholdt i anledning dagen og lanseringen av
Diabetesbarometeret.

Ledere i felten

Forbundsleder Cecilie Roksvag tilbrakte

dagen i Bergen, der hun deltok pa apen

dag pa Mohn forskningssenter for diabetes
presisjonsmedisin. Og generalsekretaer Britt
Inger Skaanes var til stede pa Den norske opera,
der Fotterapeutforbundet dpnet en todagers
fotoutstilling. Fotografen Roy William Gabrielsen
har avbildet personer med diabetes som har
mattet amputere. En sterk utstilling, forteller
generalsekretaer Skaanes.

Flere bilder fra Verdens >>
diabetesdag pa neste side



https://diabetes.no/diabetesbarometeret
https://youtu.be/YfAd6tXOsw0
https://youtu.be/YfAd6tXOsw0
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P4 Operaen i Oslo besgkte generalsekretzaer Britt inger Skaanes
Fotterapautforbundets fotoutstilling, her med leder Inger Paulsen og
fotografen Roy Gabrielsen.

BLATT: Som vanlig hadde flere lokallag serget for

bla belysning av signalbygg. Et opplyst The Edge i
Troms@ i anledning Verdens diabetesdag til hoyre, og
beslyning av Bokkerfjelleti Larvik over.

o — PR

Alle med diabetes ma fa
helsehjelpen de trenger!

B T popae e 2aioner rd dabaten
Ly 17 g badsaborsrnl ng lere gt

e oand e Ty et
cpefeigag b fae angs red dabwine
e

MENING PA TRYKK: Kronikken om
diabetesoppfelging signert forbundsleder
Cecilie Roksvag sammen med
lokallagsledere kom pa trykk i mange
lokalaviser, her fra Avisa Hordaland.
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Over hele landet sto
lokallag pa stand,

her (f.v. og nedover)
Harstad og omland,
Strand, Forsand og
Hjelmeland og Stjerdal
om omegn. Diabetes-
forbundet Moss feiret
med kake.
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VESTLAND: Generalsekretzer Britt inger Skaanes og forbundsleder Cecilie Roksvag deltok da Diabetesforbundet Vestland arrangerte
fylkesforum, her med fylkesleder Bente Sannes og programkomitéleder Eirik Sefteland.

Diabetesforum i fylkene

Diabetesforum i fylkene 2024 ble gjennomfert som en hybrid konferanse
med tre webinarer i september, og fysiske dagsmater i fire fylker i

oktober og november.

Webinarene ble godt mottatt og fikk jevnt over
hoy skar pa samtlige innlegg. Det var mulig 4 se
webinarene bade direkte og i opptak ut 2024.
Dag Hofsg, overlege ved sykehuset Vestfold, var
leder i programkomiteen for den digitale delen
av konferansen, hvor temaene var 1) Behandling
av diabetes, 2) Eldre, gravide og sgvn, 0g 3)
Diabeteskomplikasjoner og farerkort.

Diabetesforum var i 2024 et tilbud i Rogaland,
Vestland, Vestfold og Telemark, og Innlandet.
Det har veert utfordrende a fa pa plass tilbudet
igjen etter pandemien, og det er gnskelig a

jobbe med a gke dette tilbudet framover.
Hovedmalgruppene for vare Diabetesforum er
fastleger og diabetessykepleiere. Andelen leger
gkte til over 40 %, mot 30 % i 2022. Andelen
leger for nasjonalt Diabetesforum ligger rundt
10 %.

Deltakelse pa digital del av konferansens samt
lokal kursdag var godkjent som emnekurs for
leger.

For mer informasjon se: Diabetesforum i
fylkene 2024

Transaksjon 09222115557545347381

@kt diabeteskunnskap i primaerhelsetjenesten

| 2024 ble Grunnkurs i
diabetes pilotert i tre fylker
som en del av prosjektet
<@kt diabeteskunnskap i
primarhelsetjenesten>

Vi nadde naermere 300 helsepersonell

med dette prosjektet, som er finansiert av
Helsedirektoratet. Pilotkursene ble gjennomfart
i Innlandet, Oslo og Vestland, med varierende
formater og deltakerantall.

Farst ut var Diabetesforum Innlandet, hvor
grunnkurset i diabetes ble gjennomfart pa

lokalt forum januar 2024. Grunnkurset ble godt
mottatt, men tilbakemeldingen var at varigheten
var kort. Det var 25 deltakere pa dette kurset.

| samarbeid med Diabetesforum Oslo ble det
giennomfart hele atte grunnkurs i diabetes. Her
ble kursene gjennomfort pa bydelsniva (Sagene,
Gamle Oslo, Alna), for Velferdsetaten, KAD
(kommunale akutte degnplasser) og ansatte pa
Langerudhjemmet. Deltakerantallet var fra 10
til 18, og faerre deltakere pa hvert kurs ga gode
muligheter til toveiskommunikasjon, praktisk
gvelse og veiledning, samt & svare ut sparsmal
om det aktuelle arbeidsstedet.

| Vestland ble grunnkursene gjennomfert
som tre regionale kurs i samarbeid
med Utviklingssenter for sykehjem
0g hjemmetjenesten (USHT) i Sogn og
Fjordane varen 2024. Dette viste seg
a veere en kostnadseffektiv modell,
da grunnkursene her ble koblet pa
allerede planlagte kurs i geriatri i regi
av USHT. Deltakerantallet var fra 40
til 60 deltakere per kurs.

Undervisningsmateriellet benyttet
pa grunnkursene ble utviklet av

tre diabetessykepleiere og kvalitetssikret av en
sykehjemslege tilknyttet vare faglige rad og utvalg.
Evalueringen viste at kursene gkte tryggheten

i mate med diabetespasienter, og at behovet

for kompetansehevning er stort. Praktiske

gvelser ble spesielt verdsatt, som undervisning i
blodsukkermaling og riktig injeksjonsteknikk. Mange
hadde ikke deltatt pa diabeteskurs tidligere, men er
positive til & delta pa diabeteskurs igjen.

Prosjektet har vist seg vellykket, og skal viderefares
i 2025. Det innebzerer et mer formalisert samarbeid
med USHT og en felles plankonferanse for
fylkesforum i 2025. Vi gnsker ogsa a jobbe for a
tilgiengeliggjore vare konferanser til et bredere
publikum, herunder gkt antall Diabetesforum pa
fylkesniva og legge til rette for & na flere faggrupper.

Malet med prosjektet er & styrke
diabeteskunnskapen i kommunehelsetjenesten og
sikre en tryggere hverdag og en verdig alderdom
for eldre med diabetes.

Signert CWR, RT, IH, SRH, BSA, MK, IEQ, BIS



https://www.diabetes.no/for-helsepersonell/konferanser/diabetesforum-i-fylkene-2024/
https://www.diabetes.no/for-helsepersonell/konferanser/diabetesforum-i-fylkene-2024/
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Diabeteslinjen

| 2024 har radgiverne pa linja svart pa over 3000 henvendelser og

avholdt fire nyttige webinarer.

Diabeteslinjen var dessverre vaert ngdt til 3 «Generell diabeteskunnskap» og «Fokus pa ny
redusere apningstiden i 2024 pa grunn av feerre fagprosedyre for diabetes for helsepersonell
ressurser, bade menneskelig og gkonomisk. Vi er i kommunale helse- og omsorgstjenester»,

pr. i dag 1.5 arsverk som bemanner linja mandag til mens webinarene for alle andre har tatt for seg

torsdag klokka 10-14. «Medikamenter ved type 2» og «Kosthold».
. Vi har giennom hele 2024 jobbet systematisk Dlabeteslinjen og webinarserien var er stottet
D | a b Ete Sfo r b U n d Et for a synliggjore Diabeteslinjen, blant annet med midler fra to av Helsedirektoratets
ved & arrangere webinarer med ulike temaer og tilskuddsordninger, «Diabetesarbeid» og
innlegg pa sosiale medier. Det har veert arrangert «Frivillig informasjons- og kontaktskapende

njelper deg a mestre I
Ivet med diabetes

Totalt 3082 k _
henvendelser i 2024 - ﬁﬁ

1194 feerre henvendelser enn dret for 56 % telefoner 16 % chat 28 % nett
(1720) (501) (861)
FLERE TRYGGE STEMMER:

Gry Lillejordet, Nina Rye og
Elin Peiponen er radgivere pa
Diabeteslinjen.

Transaksjon 09222115557545347381 Signert CWR, RT, IH, SRH, BSA, MK, IEQ, BIS 37
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Likepersoner
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Et 60-talls nye likepersoner ble sertifisert i aret som
gikk. 2024 ble ogsa aret for fresh likeperson-merch.

| 2024 fikk vi 500 000 fra Helsedirektoratet
giennom tilskuddsordnigen «Diabetesarbeid» for
a lofte likepersonssatsingen i Diabetesforbundet
ytterligere.

Vi har lenge hatt mange dyktige og engasjerte
likepersoner som har gjort en uvurderlig innsats.
Dette er et viktig tilbud for mange som vi stadig
far tilbakemelding om at folk har godt utbytte av.
Derfor gnsket vi at enda flere skulle bli sertifiserte
som likepersoner, og det ble satt opp fire digitale
kurs. Til sammen ble det utdannet 59 likepersoner
i 2024.

Digital kursing

Kurslgpet for a bli sertifisert som likeperson i
Diabetesforbundet bestar av et sgknadsskjema der
man fyller inn litt om motivasjon for rollen.

De som far plass pa kurset, skal fgrst gjennom

et nettkurs der de far god kjennskap til
Diabetesforbundet og rollen som likeperson.
Deretter deltar man pa en fire timers digital
samling med litt forelesning og en del gruppearbeid
og trening pa rollen som likeperson. Dette er et
opplegg vi har fatt veldig gode tilbakemelding pa
fra deltakerne, og tenker a fortsette med.

W
o
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Snakk med en
likeperson med
diabetes type 2

Vare likepersoner vet hvordan det er a leve med diabetes
type 2. De deler gjerne av sine erfaringer og gir deg rad og

stotte.

Agder

Arne Tobiassen
MANDAL

T, IEBOGAED

& armesi@pmall.com

EINCITS Type 2

Grunde Stebekk
VEGARSHE]

a1 41101089

B grunde stebekkiemailcom

| Otatetes type 2

Bettina Seby Andersen
FLEKKEREY

R, 91705697

& bertina.andersen@notmall.no

DRADOTRS TYpe 2

Kristian Ueland

KRISTIANSAND 5

L 95258308

& kristianuslandEnotmall.com
Diabates type 3

Signert CWR, RT, IH, SRH, BSA, MK, IEQ, BIS

Anne-Grethe Kviserud
0ELO LD

La 9162R653

& gluppesioni ine.no

Diabetes type 2

L. 92688955
= oskovestidiabatos.ng

Diabetes lype 2

Liv Aulund
0sL0

Dag Anders Kjarnes
05L0

L. 92404479

I fiv aubond@outinok com

. 92650280
B dagakno@gmail com

Dt Rype 2

(Dbt Lype 2

Profileringsmateriell

En tilbakemelding vi har fatt fra flere bade

nye og gamle likepersoner, er gnske om
profileringsmateriell for likepersoner. | 2024 fikk
vi derfor laget buttons og t-skjorter med logo og
«Likeperson» pa for a vise tydelig hvilken rolle
man har. Vi haper at dette vil gjore det enklere
for folk & ta kontakt med likepersonene, men 0gsa
for likepersonene a ta kontakt med andre. Vi fikk
ogsa trykket opp flere brosjyrer for a reklamere
for likepersonstilbudet. Vi har sa smatt startet
distribueringen av dette materiellet, men vil jobbe
mer med det i 2025.

Britt Martha Henne

=Tilbake til innhold

Finn en likeperson
Likepersoner med diabetes type 1 -
Likepersoner med diabetes type 2 —
Likepersoner med LADA eller MODY —

Foreldre til barn med diabetes —

diabetes.no/likeperson

Videre har ogsa nettsidene om likepersoner blitt
litt oppdaterte i 2024, og du finner na en fin
inndeling i ulike kategorier pa likepersonssidene.
Dette haper vi kan gjore det enda enklere for de
som gnsker a ta kontakt med en likeperson a finne
den riktige for seg. M

w

w


http://diabetes.no/likeperson
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Sommerleir 2024:

Arsmelding 2024

Hoyt og lavt pa Camp Sjusjoen

| sommer fikk barn og unge fra hele landet nok en gang oppleve
diabetesarets absolutte hoydepunkt: Sommerleir!

Sommerleir fylte 70 ar i 2024. | slutten av juni
tok 38 leirdeltakere i alderen 13 til 16 ar turen til
Camp Sjusjeen utenfor Lillehammer for tre dagers
gay, laering, rabalder, sol og aktiviteter. Dette aret
ble det arrangert kun én sommerleir, ikke som
tidligere bade én for barn og én for ungdom.

Deltakerne fikk boltre seg i fysiske utskeielser som
aktivitetslaype, klatretarn, skyting med luftgevaer
0g bading i Ser-Mesna, en 7,6 km lang og 1 km
bred innsje med idylliske kroker og holmer.

Men selvsagt star ogsa diabetesen i fokus pa
sommerleir. Deltakerne syntes det var spennende
a mate sa mange andre med vidt forskjellige
diabetesliv:

- Alle gjor jo ting pa forskjellige mater, og det

er veldig gay a se hvordan andre gjor ting litt
annerledes, snakke om hva slags utstyr de bruker
og slikt, fortalte deltaker Sigmund Mjaavatn.

G@Y: Sigmund Mjaa-

vatn koste seg pa GJESTELEDER: Tamas |
sommerleir. Hajos (t.h.) var med som
frivillig gjesteleder fra
Ungarn.

| tillegg til ledere og deltakere, var ogsa den 27
ar gamle legestudenten Isa Magamadov med pd
leir. Han opplevde sommerleiren som en perfekt
anledning til & fa erfaring fra felten, og en god
mulighet til & bli kjent med hvordan ungdommer
lever med diabetes i hverdagen.

Ogsa 43 ar gamle Tamas Hajos var med som
frivillig leder. Han har selv diabetes type 1, og har
mange ars leder- og leirerfaring fra den ungarske
sgpsterstiftelsen Juvenilis-Diab-Help. Hajos sendte
inn en dpen sgknad til Diabetesforbundet, og

ble mottatt med apne armer av bade ledelse og
deltakere. Han opplevde deltakerne som sveert
hyggelige, og litt som rebeller proppfulle av
hormoner og laerelyst.

At ting aldri er kjedelig pa leir, det er noe alle kunne
skrive under pa - dette aret som alle tidligere ar.

Transaksjon 09222115557545347381
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NYTT STED: Mye moro pa
Camp Sjusjeen, der Diabe-
tesforbundet arrangerte
sommerleir for 76. gang,
men for 1. gang pa Camp
Sjusjeen.




=Tilbake til innhold

Arsmelding 2024

Transaksjon 09222115557545347381

Signert CWR, RT, IH, SRH, BSA, MK, IEQ, BIS

Arsmelding 2024

Ungdiabetes:
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Nytt styre og det aller meste pa stell

Ungdiabetes har i 2024 jobbet med viktige saker som
psykisk helse og fraveersgrensen i videregaende skole.

Ungdiabetes har et aktivt 2024 3 se tilbake

pa, et ar som ble fullbyrdet av at Emma Nilsen
Furland ble valgt til ny styreleder for Ungdiabetes
Nasjonalt, mens Rebekka Elgvin og Emilie

Haugan kom inn som nye styremedlemmer under
generalforsamlingen i november. Styret har i 2024
hatt spesielt fokus pa psykisk helse, synlighet,
inkludering og rettigheter.

Tillitsvalgtkonferanse for unge
Tillitsvalgtkonferansen, tidligere
Ledertreningskonferansen, ble i 2024 avholdt
pa Scandic Oslo Airport 19.-21. april, samtidig
med Lederforum. Noe av programmet var
felles. Konferansen skal veere en motiverende
og inspirerende arena for tillitsvalgte, og arets
tema var «Hva vil det si a veere tillitsvalgt i
Ungdiabetes?».

Workshops om rekruttering til styrene, en
innforing i Al og produksjon av TikTok-videoer var
en del av programmet. Psykisk helse-prosjektet,
som har veert i fokus nasjonalt, ble presentert og
diskutert. En oppdatering pa Diabetesforbundets
politiske arbeid ble ogsa gitt, hvor saerlig saken
om fravaersgrensen i videregaende skole skapte
engasjement. Dette forte til en revidering av
Diabetesforbundets haringssvar i samrad med
Ungdiabetes.

Ungdomskonferansen

Ungdiabetes arrangerte ungdomskonferanse
8.-10. november pa Scandic Lillestrgm.
Styringsdokumentet ble vedtatt med fokus pa
psykisk helse, inkludering, politisk arbeid og
synlighet. Malin Iversen Blix og Sofie Stifjell
Johansen gikk av, og Emma Nilsen Furland ble
valgt som ny leder.

NYVALGT STYRE: Dette er det nye styret som ble valgt pa gener-
alforsamlingen i november 2024. Fem fortsetter fra 2024, mens
to er nye styremedlemmer. Bak fra venstre: Hakon Haugan (ny
nestleder), Maria Caparras Sand og Rebekka Elgvin (ny). Foran fra
venstre: Emilie Haugan (ny), Emma Nilsen Furland (ny leder) og
Marta Flotve. Jonas Ekerhovd var ikke til stede da bildet ble tatt.

Helgen startet med bli-kjent-aktiviteter, innlegg
fra ledelsen i Diabetesforbundet, samt sosiale
opplegg pa fredag. Lardag ble generalforsamlingen
avholdt, etterfulgt av faglig innhold. Det var ogsa
tid til trening, festmiddag og sosialt samveer.
Sgndag ble avsluttet med mer faglig innhold om
psykisk helse

Diabetesweekend og webinar utsatt
Diabetesweekend er et arlig sosialt >>
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arrangement for unge mellom 18 og 30 ar med
diabetes. Helgen kombinerer faglig pafyll med
muligheten til 8 mate andre i samme situasjon.
Arets arrangement, planlagt 20.-22. september
pa Hunderfossen Hotell og Resort, matte
dessverre avlyses grunnet for fa pameldte.

| 2025 vender Diabetesweekend sterkt tilbake,
med en helg fylt med faglig innhold, fellesskap
0g gode opplevelser.

LEDERE: Malin Iversen Blix (t.h.) var
leder fram til hasten 2024, med Emma
Nilsen Furland som nestleder. Furland
ble offisielt valgt som ny leder pa gen-
eralforsamlingen i november.

Ungdiabetes' fokusomrader

Arsmelding 2024

Webinar for unge med diabetes type 2 er et tilbud
for unge mellom 18 og 40 ar med diabetes type
2. P4 grunn av en travel hgst for Ungdiabetes
nasjonalt, med blant annet landsmate, styremater,
ungdomskonferanse og planlagt Diabetesweekend,
har arrangementet blitt flyttet til februar 2025.
Tema for webinaret er psykisk helse: stigma, skam
0g tabu.

TILLITSVALGTKONFERANSEN: Med faglig

fokus og sosialt samveer.

44
22

Transaksjon 09222115557545347381 Signert CWR, RT, IH, SRH, BSA, MK, IEQ, BIS

Arsmelding 2024

=Tilbake til innhold

Medlemsutvikling og fundraising

For a kunne snakke med sterk stemme i politiske saker,
trenger vi medlemmer. For a kunne hjelpe alle med diabetes
som trenger oss, trenger vi midler.

Medlemstall

| 2024 sa vi dessverre en liten nedgang i
medlemstallet pa 1 prosent, sammenlignet
med arsslutt i 2023. Dette skyldes faerre
nye innmeldinger i 2024, mens antallet
utmeldinger har holdt seg stabilt.

Nedgangen kommer etter tre ar med
positiv vekst, og vi vet at det fortsatt er
stort potensial for a tiltrekke oss flere
medlemmer. | 2025 skal vi jobbe for
medlemsvekst. Det jobbes med flere
tiltak for a styrke medlemsrekrutteringen
bade nasjonalt og lokalt, spesielt rettet
mot personer med diabetes type 2,
helsepersonell, unge voksne med diabetes
type 1, og pararende til barn med
diabetes.

32779

medlemmer per 31.12.24

Fundraising

Pa arets landsmete hadde vi seks utstillere
0g én hovedsponsor. Boehringer Ingelheim
var sponsor for forskningsprisen sammen
med Diabetesforbundet. Samme bedrift
sponset ogsa webinaret «Er dagens
diabetesoppfolging god nok?» som ble
strommet direkte pa Verdens diabetesdag.

Vi mottok faerre pengegaver fra
privatpersoner i 2024 sammenlignet med
2024. Dette skyldes mindre inntekter

fra engangsdonasjoner og at Facebook
har avsluttet sin innsamlingslasning for
frivillige organisasjoner.

| 2024 har Diabetesforbundet satt i gang
satsing pa fundraising, og det har blitt
gjort et betydelig arbeid for & kartlegge
inntektspotensialet innenfor dette omradet.
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Foreldreveiledningen ble utviklet i 2019 av
psykologspesialist Jon Haug, som mener at de
psykologiske faktorene bar fa en starre del i
diabetesbehandlingen. Nar barnet far diabetes type
1, er det en livsomveltende opplevelse for bade
barnet og familien rundt. Diabetesbehandling hos
barn er kompleks, berarer de fleste sider av livet og
pavirker falelser, sgvn, rutiner og hverdag. Det er
viktig at foreldre og barn har et godt samspill for a
leve best mulig med diabetes i hverdagen.

Prosjektet mottar stotte fra Helsedirektoratets
tilskuddsordning «Diabetesarbeid». Ogsa i ar hatt
psykologspesialist Nina Handelsby bidratt med
solid faglig kompetanse. Hun har holdt foredrag
og workshop pa mestringshelg for familier

med hele 200 deltakere. Det var et vellykket
foredrag i samarbeid med helsepersonell, med
samtalegrupper og erfaringsdeling hos foreldrene.

Nina Handelsby har ogsa skrevet en en artikkel til
Diabetesfag og vaert foredragsholder i et nasjonalt
fag-webinar for helsepersonell. Der deltok 38
personer, mens 189 hittil har sett webinaret pa
YouTube-kanalen var. Fag-webinaret er et gratis
og lett tilgjengelig tilbud for helsepersonell som
vil laere mer om tematikken og fa verktay og

Nytt i prosjektet i 2024
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okt kunnskap til a veere en god stattespiller for
familiene nar de har behov for psykologisk stotte.
Fag-webinaret kan brukes pa fagdager og |
opplaering av helsepersonell pa sykehusene.

| samarbeid med Barn- og familieutvalget (BFU)
ble det arrangert en digital workshop hagsten 2024
med tema «samspill» og med atte deltakere. Vi har
hatt tett involvering av BFU, som har veert veldig
viktige for a sikre kvalitativ brukermedvirkning og
et brukervennlig nettkurs, med kursvideoer som er
relevante og som mater behovene til foreldre.

| juni 2024 ble det sendt ut totalt 300 gratis
foreldreveiledningsbrosjyrer til landets
barnesengeposter og poliklinikker. Dette tiltaket
som utfgres arlig bidrar til & implementere
foreldreveiledningen pa sykehusene og hos
helsepersonell som jobber med barn som har
diabetes type 1. Vart hap er at dette vil gi
foreldrene informasjon om samspill tidlig og nar
barnet er nydiagnostisert.

Samspill-tematikken er ogsa belyst i bladet
Diabetes. Dette for & synliggjore tematikken for
foreldrene, slik at de far en lavere terskel for &
sparre helsepersonell om statte og hjelp tidlig. Il

@ Godt samspill for deg som har et barn med diabetes - et nettkurs for foreldre med
tema samspill og falelser i diabetesbehandlingen. | forbindelse med lanseringen av
nettkurset utfgrte vi en egen kampanje i sosiale medier for a na ut til malgruppen.

. Spoarreundersokelse for foreldre, som sendes ut arlig. Dette for @ analysere effektene
av prosjektet, i tillegg til a kartlegge foreldrenes opplevelser og behov for psykologisk

statte.

@ Barnets diabetes pavirker savnen - fagartikkel fra Nina Handelsby

. - Gull verdt a snakke med andre foreldre i samme situasjon - intervju med
mamma Hanne Reistad som har veert med i et pilotprosjekt med samtalegrupper
om folelser og samspill i regi av Stavanger universitetssjukehus og med statte fra

Diabetesforbundet Rogaland.

. Webinar for helsepersonell - med psykologspesialist Nina Handelsby og sykepleier

Elin Peiponen



https://rise.articulate.com/share/or7bD6QJmUCjXVGuAS5ispYblaRtt061#/
https://www.diabetes.no/om-oss/nytt-fra-forbundet/nytt-fra-forbundet-2024/foreldre-savner-emsjonsell-stotte-fra-helsepersonell/
fagartikkelen her: Barnets diabetes påvirker søvnen | Diabetesforbundet
https://www.diabetes.no/mer/nyheter-om-diabetes/nyheter-2024/foreldreveiledning/?_t_id=v2ZarqQh41nUNmPfm0y3Zw%3d%3d&_t_uuid=gtcGpyAtSPC7ieBpLsB0lw&_t_q=torjus&_t_tags=language%3ano%2csiteid%3af9d62586-0f79-46a7-96b7-bad4fff47433%2candquerymatch&_t_hit.id=Diabetesforbundet_Web_Features2020_NewsArticle_NewsArticlePage/_cf596f2c-7c17-43ea-ba2d-3e966c08e0de_no&_t_hit.pos=2
https://youtu.be/blt2j_E0-oo?si=jA5IpQdbPKEEllL_
http://diabetes.no/likeperson
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Er du pararende til eldre med diabetes?

Nettkurs og webinar med stotte
fra Stiftelsen Dam.

Pargrende kan oppleve a sta pa sidelinjen

nar personen med diabetes er frisk og klarer

den daglige behandlingen selv. Samtidig far
Diabeteslinjen ogsa henvendelser fra fortvilte
pargrende som opplever at deres kjzere ikke far den
behandlingen og oppfalgingen de trenger nar de blir
eldre. De pargrende er usikre pa om de kan nok om
diabetes til & si fra, og trenger a trygges pa at de
kan nok om sykdommen.

Med bakgrunn i dette sgkte vi prosjektmidler til a
lage et nettkurs og webinar for pargrende for a gke
kunnskapen deres.

Nettkurs med gjenkjennbare videoer

Vi startet prosjektet med en sparreundersakelse
blant de pargrende om hva de gnsket mer
kunnskap om. Vi havnet pa disse temaene: «Hva
er diabetes?», «<kosthold hos eldre», «leve et godt
liv med diabetes», «symptomer og tiltak ved

hoyt og lavt blodsukker>, «fgtter og tannhelse»,
«fysisk aktivitet», «praktisk blodsukkermaling» og
«pargrendes rolle».

Nettkurset ble lansert pa den internasjonale
pargrendedagen 22. september. Nettkurset ble
markedsfort gijennom vare egne kanaler: bladet

Transaksjon 09222115557545347381
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diabetes.no/nettkurs

Diabetes, nyhetsbrev og sosiale medier.

| nettkurset er det lagt inn fine videoer fra par
som er i malgruppen. Disse har blitt veldig fine,
og gjor kurset neert og gjenkjennbart

Webinar med info om rettigheter

Med nettkurset som bakgrunn ble det arrangert
et webinar for pargrende 3. desember sammen
med psykolog Randi Abrahamsen. Her hadde
vi fokus pa hvordan det er a vaere pargrende,
rettigheter man har som pargrende, vanlige
reaksjoner pa bekymringer og belastninger,
egenomsorg og det a ta vare pa seg selv som
pargrende. Il

=Tilbake til innhold

VIEDOER: Med de to ekteparene Borre og Kari, og Grethe og Kjell-Olav.

WEBINAR: Med psykolog Randi Abrahamsen og prosjektleder,
diabetessykepleier og leder for Diabeteslinjen, Gry Lillejordet.

Signert CWR, RT, IH, SRH, BSA, MK, IEQ, BIS
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BRUKERVENNLIG: Diabetesforbundets nettkurs er laget

pa en plattform som sikrer at de er gode a lese bade pa
datamakin, nettbrett og mobil.

Nettkurs om Kosthold for personer
med diabetes type 2

| 2024 ble endelig nettkurset om kosthold ved

diabetes type 2 klart.

Dette prosjektet er finansiert av Helsedirektoratet,
og er gnsket av mange. Vi far stadig henvendelser
om diabetes og kosthold, og kostholdsidene pa
nettsiden var er av de mest besgkte. Det er derfor
sveert nyttig & samle informasjonen pa ett sted.

Nettkurset er bygd opp med samme mal som de
andre nettkursene Diabetesforbundet har laget. Her
er malet at informasjonen skal veere lett tilgjengelig
og mengden overkommelig. Det brukes rikelig med
bilder og illustrasjoner, samt videoer i nettkurset for
a fa frem informasjonen pa flere mater.

qi
D
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BILDER OG FILM: Det nye
kostholdsnettkurset er rikt
illustrert med forklarende
filmer og illustrasjoner.

For mange er det mye & sette seg inn i nar
man far en diabetesdiagnose, og mange ma
vente lenge pa & fa komme pa startkurs. Da
kan Diabetesforbundets nettkurs vare en god
supplerende start. M

Signert CWR, RT, IH, SRH, BSA, MK, IE@, BIS

aF

= Tilbake til innhold

diabetes.no/nettkurs

=
J

4
I


http://diabetes.no/likeperson

= Tilbake til innhold

Arsmelding 2024

Arsregnskap, arbeidsmilje og noter

AKTIVITETSREGNSKAP 2024 FOR DIABETESFORBUNDET

Arsmelding 2024

BALANSE 31.12.2024 DIABETESFORBUNDET
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31.12.2024 Noter 31.12.2023
EIENDELER
a) Anleggsmidler
i) Andre driftsmidler
Inventar og utstyr 1001 882 8 2566 373
ii) Finansielle anleggsmidler
Finansplasseringer 0 0
Finansplasseringer forskning 0 9 0
Egenkapitalsinnskudd KLP 1016567 10 1004 619
Sum anleggsmidler 2018 449 3570992
b) Omigpsmidler
i) Varebeholdning 347340 11 431082
ii) Fordringer
Kundefordringer 861253 12 118 106
Palgpne inntekter 0 13 2711500
Forskuddsbetalte kostnader 624 922 208 241
iii) Investeringer 0 0
iii) Bankinnskudd, kontanter
Drift 11812515 14 12 189 857
Forskning 1748 575 1380 304
Sum omlgpsmidler 15 394 605 17 039 090
Sum eiendeler 17 413 054 20 610 083
FORMALSKAPITAL OG GJELD
c) Formalskapital
i) Formalskapital med selvpalagte restriksjoner
Forskningsmidler -10935 727 -11 067 816
Forskningsmidler gremerket barn -138 410 -138 410
ii) Annen formalskapital 2433772 -328 615
Sum formalskapital -8640365 15 -11534 841
d) Gjeld
i) Avsetning for forpliktelser
Pensjon -3640000 16 -3670000
ii) Kortsiktig gjeld
Leverandgrer -1224 485 -270 294
Skyldige offentlige avgifter -1420 838 -2 346 819
Annen kortsiktig gjeld -2017 367 -1630129
Palgpne kostnader forskning 0 0
Forskuddsbetalte inntekter og tilskudd -470000 17 -1 158 000
Sum gjeld -8772 690 -9 075 242
Sum formalskapital og gjeld -17 413 055 -20 610 083

2024 Regnskap 2024 Budsjett Noter 2023 Regnskap

ANSKAFFEDE MIDLER

Medlemskontingent -11 509 870 -11 500 000 -11518 425

Tilskudd

- Offentlige -13 886 013 -15876535 1 -17 832678

- Andre tilskudd -10 980 543 -8879200 2 -9 759 031

Innsamlede midler

- Gaver og arv -3413 986 -2660000 3 -1598 245

- Gaver og arv til forskning -244 854 -480000 3 -575 788

Opptjente inntekter fra operasjonelle aktiviteter

Aktiviteter som oppfyller formalet

- Kurs og sponsor -1 868 440 -1812 000 -1791100

- Salg fra nettbutikk -277 194 -320 500 -932 686

Aktiviteter som skaper inntekter

- Lotteri -2 869 152 -3100000 4 -3259 326

- Annonseinntekter -2 058 210 -2231 000 -2 574 350

- Finans (netto) -342 347 -350 000 -290 555

- Andre inntekter -174 925 -165 000 -125 275

Sum anskaffede midler -47 625 534 -47 374 235 -50 257 460

FORBRUKTE MIDLER

Kostnader til anskaffelse av midler 2813112 2442310 4 3471376

Kostnader til innsamling 960919 Nok 140 545

Kostnader til organisasjonens formal

- Informasjon, oppleering og egenbehandling 25286 252 21835072 6 26 243 146

- Synlighet og politisk arbeid 4418 520 7120350 6 6 542 560

- Medlemsservice og -vekst 11441 628 11023757 6 9243209

- Forskning 877 193 329000 5 57 847

Administrasjonskostnader 4722388 4760392 7 5418 343

Avskrivninger 0 1560000 8 1553426
Sum forbrukte midler 50520 011 49 070 881 52 670 452
3 ARETS AKTIVITETSRESULTAT 2894477 1 696 646 2412992
4 TILLEGG/REDUKSJON AV FORMALSKAPITAL

i) Formalskapital med eksternpalagte restriksjoner

ii) Formalskapital med selvpalagte restriksjoner

Forskning -132 089 0 455 001

iii) Annen Formalskapital -2 762 388 -1 696 646 -2 867 993

Sum disponert -2 894 477 -1 696 646 -2412 992

Oslo, 6. mars 2025

[Digitale signaturer]
Cecilie Roksvag
Forbundsleder

Marthe Kraabgl
Styremedlem

Roar Thunaes
Nestleder

Bettina Sgby Andersen
Styremedlem

Ingvar Hauge
Styremedlem

Inger-Elisabeth @ien

Styremedlem
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Siri Ringheim Heggenes
Stvremedlem

Britt Inger Skaanes
Generalsekretaer
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Arbeidsmiljo

Pr 31.12.2024 har
Diabetesforbundet 20 ansatte
fordelt pa 18,6 arsverk. Totalt
sykefraveer i 2024 var pa 10,87 %

| 2024 gjennomgikk sekretariatet en
nedbemanning og omorgansiering. Det arbeides
kontinuerlig med arbeidsmiljget, bade fysisk

og sosialt. Ledelsen har manedlige mater med
de ansattes tillitsvalgte der verneombud, to
plasstillitsvalgte og tre representanter fra
ledelsen deltar.

Diabetesforbundet er en inkluderende
arbeidslivsbedrift (1A).

Likestilling

Styret og Diabetesforbundets ledelse er bevisst
de samfunnsmessige forventninger om tiltak for
a fremme likestilling i styret og virksomheten.
Diabetesforbundet har som mal a veere en
arbeidsplass der det rader full likestilling
mellom kvinner og menn, og man jobber for at
det ikke skal forekomme forskjellsbehandling
grunnet kjenn i saker som for eksempel lgnn,
avansement og rekruttering. Det er et mal a
vaere en arbeidsplass der det ikke diskrimineres
pa bakgrunn av etnisitet, nasjonal opprinnelse,
hudfarge, sprak, religion og livssyn.

Ytre miljo

Diabetesforbundets virksomhet forurenser i liten
grad det ytre miljg, og det arbeides

lopende med a redusere avfallsmengden,

ha effektiv ressursutnyttelse og tilrettelegge for
gjenbruk.

Arsmelding 2024

Risiko

Diabetesforbundet er utsatt for en generell
inntektsrisiko i forbindelse med lotteri, gaver

og tilskudd bade fra det offentlige og andre.
Inntektene pavirkes av politiske rammebetingelser,
rennomeéfaktorer og konjunkturer. Diabetesforbundet
har historiske pensjonsforpliktelser som blir
pavirket av den generelle utviklingen i renteniva,
lonnsutvikling osv.

Fortsatt drift

Arsregnskapet gir et rettvisende bilde av foreningens
eiendeler, gjeld, finansielle stilling og resultat.
Arsregnskapet er avlagt under forutsetning om
fortsatt drift.

Diabetesforbundet har ved utgangen av 2024 en
negativ formalskapital pa kr 2 433 772. Forbundet
har gjennom flere ar gatt med store underskudd,
og mange tiltak er iverksatt de senere ar for a
bedre den delen av egenkapitalen som er uten
restriksjoner. Gjennom hele 2024 har det veert
fortsatt sgkelys pa kostnadskutt, blant annet med
omorganisering av sekretariatet og pafelgende
nedbemanningsprosess. Fremover kommer det til

a veere stort fokus pa inntektsbringende arbeid,
samtidig med streng kostnadskontroll. Fra og med
2024 besluttet sentralstyret a ikke lengre bokfare en
avsetning for mva-refusjon som forventes a mottas
kommende ar, men ga over til at mva-refusjonen
inntektsferes nar den mottas. Underskuddet i 2024
skyldes i hovedsak denne endringen. Endringen
pavirker ikke forbundets likviditet.

Pa Landsmatet i oktober 2024 ble det vedtatt et
langtidsbudsjett som viser at pilene igjen peker |
riktig retning.

Transaksjon 09222115557545347381
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Noter

REGNSKAPSPRINSIPPER

Generelt

Arsregnskapet er satt opp i samsvar med
regnskapslovens regler for sma foretak og
regnskapsstandarden for ideelle organisasjoner,
samt retningslinjer fra Innsamlingskontrollen i
Norge.

Direkte prosjektkostnader er klassifisert

som kostnader til «anskaffelse av midler»

eller «kostnader til organisasjonens formal».
Indirekte kostnader, herunder lgnnskostnader til
administrasjonen, er klassifisert tilsvarende i den
grad de er knyttet til konkrete prosjekter. Indirekte
lgnnskostnader er fordelt etter beste estimat for
medgatt tid. @vrige indirekte kostnader er fordelt
ut fra en nekkelfordeling basert pa ressursinnsats
fra sekretariatet innenfor Diabetesforbundets
satsingsomrader.

Alle inntekter og kostnader knyttet til
Diabetesforbundets forskningsfond inngar i
aktivitetsregnskapet.

Fondets formalskapital er spesifisert i balansen som
formalskapital med eksternpalagte restriksjoner.
Sentralstyret i Diabetesforbundet beslutter
utdelinger i samsvar med forskningsfondets formal,
som er:

. A stotte vitenskapelig forskning innenfor diabetes.
« A fremme utviklingen av nye undersakelses- og
behandlingsmetoder innen diabetes.

« A medvirke til utdanning av personell innenfor
ulike deler av diabetesomsorgen.

« A medvirke til opplysningsvirksomhet om
diabetes.

=Tilbake til innhold

Inntekter

Folgende regnskapsprinsipper falges pa
inntektssiden:

« Salgs- og annonseinntekter inntektsfaores pa
leveringstidspunkt.

« Kontingent er inntektsfort ved betaling.

« Tilskudd inntektsfares i det aret de bevilges for.
Tilskuddsmidler gremerket for saerlige prosjekter
med tilbakebetalingsplikt inntektsfares i det ar
aktiviteten utfares. Mottatte tilskudd fares opp som
gjeld i balansen inntil de kan inntektsfores i takt
med gjennomfaringen av prosjektet. Se note 1 og 2.
« Andre innsamlede midler som gaver og arv
inntektsfares i det aret de mottas. | den grad

slike midler er gremerkede og ikke brukt opp ved
regnskapsperiodens utgang, vil dette komme frem
ved at deler av formalskapitalen framstar med
eksterne eller selvpdlagte restriksjoner.

Kostnader - klassifisering og fordeling
Kostnadene er klassifisert som kostnader til
Diabetesforbundets formal, kostnader til anskaffelse
av midler og administrasjonskostnader. Kostnadene
er i sterst mulig grad direkte henfart til den
aktiviteten de harer til. Kostnader tilharende mer
enn én aktivitet, er sa godt som mulig fordelt pa

en rimelig, palitelig og konsistent mate pa de ulike
aktivitetene i henhold til antall drsverk per aktivitet.

Omlegpsmidler og kortsiktig gjeld
Kortsiktige fordringer og gjeld omfatter fordringer
og forpliktelser som forfaller innen ett ar.
Omlgpsmidler er generelt vurdert til laveste verdi
av kostpris/palydende og virkelig verdi.

>>

a1

al



=Tilbake til innhold

Anleggsmidler - varige driftsmidler og
immaterielle eiendeler

Anleggsmidler omfatter eiendeler bestemt for
varig eie og bruk. Anleggsmidler er vurdert til
anskaffelseskost og avskrives over forventet
gkonomisk levetid. Ved varig verdifall foretas
nedskrivning til virkelig verdi. Nedskrivning
reverseres nar grunnlaget for verdifall faller bort.

Varer

Varebeholdningen er vurdert til laveste av kostpris
og virkelig verdi. Det er gjort nedskrivning for mulig
ukurans.

Pensjon

Forbundet har tre ulike pensjonsordninger. En
innskuddspensjon, en ytelsesordning og en
tilleggsavtale for enkelte ansatte. Se ellers note 16.

Hovedordningen i dag for alle nyansatte er

en innskudddsordning (hybridordning) der
pensjonspremien kostnadsfares i resultatregnskapet
under lgnnskostnader.

Diabetesforbundet har ogsa en ytelsesordning som
vedrarer alle ansatte fgdt tidligere enn 1966. 0gsa
for denne ordningen periodiseres og kostnadsfares
pensjonspremien lgpende i resultatregnskapet
ettersom forbundet er i gruppen sma foretak og
ikke trenger & balansefare pensjonsforpliktelsen
knyttet til denne ordningen. En ytelsesplan betyr at
pensjonsordningen definerer en pensjonsutbetaling
som en ansatt vil motta ved pensjonering.
Ytelsesplanen er avhengig av flere faktorer som
alder, antall ar i selskapet og lenn. Den balansefarte
forpliktelsen knyttet til ytelsesplaner er naverdien
av de definerte ytelsene pa balansedatoen

minus virkelig verdi av pensjonsmidlene,

justert for ikke resultatferte estimatavvik og

ikke resultatferte kostnader knyttet til tidligere
perioders pensjonsopptjening. Pensjonsforpliktelsen
beregnes arlig av en uavhengig aktuar ved bruk

av en lineaer opptjeningsmetode. Naverdien av de
definerte ytelsene bestemmes ved a diskontere
estimerte framtidige utbetalinger med en langsiktig

Arsmelding 2024

risikofri rente med tillegg av et risikopaslag.
Naverdien av pensjonsforpliktelser avhenger av
flere faktorer (herunder diskonteringsrenten) som
ma fastsettes ved bruk av en rekke antagelser.
Enhver endring i disse forutsetningene pavirker
pensjonsforpliktelsene.

Diabetesforbundet har ogsa en tilleggsordning for
enkelte ansatte som fikk en kompensasjon ved
tidligere endring av pensjonsavtaler i forbundet.
Dette gjaldt de som hadde lang ansenitet pa dette
tidspunktet, og skulle hindre at disse kom svakere ut
med ny ordning. Denne ordningen er finansiert over
driften, og endringer i forpliktelsen beregnet av
aktuar kostnadsferes/inntektsfores lgpende.

Naerstaende
Transaksjoner med mulig neerstaende parter er gjort
pa forretningsmessige prinsipper.

Felleskostnader

Deler av felleskostnadene som lgnn, husleie og
annet fordeles ut pa de prosjekter som belaster
fellesskapet.

Skatt
Organisasjonen har ikke skattepliktige inntekter, og
er ikke et skattesubjekt.

Transaksjon 09222115557545347381
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NOKKELTALL FEMARSPERSPEKTIV
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Diabetesforbundet endret ngkkelfordelingen for 2022 for & bedre reflektere organisasjonens formal.
Ngkkeltall for 2021 er endret tilsvarende, for a gi leser av regnskapet et bedre sammenligningsgrunnlag.
Arstall med * er ikke omarbeidet, men falger samme prinsipp som i tidligere arsmeldinger

2024 2023 2022 2021 2020*
Kostnader til organisasjonens
formal 42 023 592 42 086 763 50214054 57396721 39 887 535
Sum forbrukte midler 50520011 52670451 60 865 187 68 354 672 64 025 280
Formalsprosent 83% 80 % 83 % 84 % 62 %

Diabetesforbundet har som mal & ha hayest mulig formalsprosent, da alle midler i utgangspunktet brukes
for a gjare hverdagen bedre for de med diabetes. | 2024 har omfanget av diabetesprosjekter ligget lavere
enn tidligere ar, som falge av reduksjon i portefgljen og arsverk i sekretariatet.

2024 2023 2022 2021 2020
Administrasjonskostnader 4722388 6971769 7294911 7005563 21886 740
Sum forbrukte midler 50520011 52670451 60 865 187 68354672 64025280
Administrasjonsprosent 9% 13% 12 % 10% 34 %

Diabetesforbundet gnsker a holde administrasjonsprosenten sa lav som mulig, helst under 10 %.

2024 2023 2022 2021 2020
Innsamlede midler 3658840 2174033 6553319 9050976 3287673
Kostnader til innsamling av midler 960919 140 545 91 066 260 236 146 894
Disponibelt til formalet 2697921 2033489 6462253 8790739 3140780
Innsamlingsprosent 74% 94 % 99 % 97 % 96 %

Diabetesforbundet har mange stottespillere, og mottar gaver fra flere hold. Tusen takk for det! Tilgang
spesielt pa testamentariske gaver gjor at innsamlingsprosenten varierer fra ar til ar. Fra mai 2024 er en
stilling i sekretariatet satt av til dette arbeidet, og farer til hayere kostnader i 2024 enn foregaende ar.

Signert CWR, RT, IH, SRH, BSA, MK, IEQ, BIS
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NOTE 1. OFFENTLIGE TILSKUDD

Arsmelding 2024

Offentlige tilskudd 2024 2023
Driftstilskudd fra Bufdir 5859 639 6 507 458
Avsatt mva-refusjon* 0 2711500
Mva-refusjon nasjonalt ledd 2983763 3060011
Fordelingsutvalget Bufdir (Ungdiabetes) 1134112 1260 125
Bufdir tilskudd sommerleir 280 000

Tilskudd fra Helsedirektoratet — Diabetesforum™* 800 000
Tilskudd fra Helsedirektoratet — gremerkede prosjekter 6 340 000 6 868 584
Reversert avsetning mva-refusjon -2 711 500 -3375000
Totalt 13 886 013 17 832 678

*Sentralstyret har besluttet a ikke lenger bokfare en avsetning for mva-refusjon som forventes @ mottas
pafalgende ar, og ga over til at mva-refusjonen inntektsfares nar den mottas. Se mer informasjon i note 13.
Pa grunn av denne endringen, blir resultatet et hgyere underskudd for 2024 enn det ville blitt med tidligere
praksis. Endringen pavirker ikke forbundets likviditet.

** Tilskuddet fra Helsedirektoratet til Diabetsforum var i 2023 en del av Nasjonal Diabetesplan. | 2024 var
dette tilskuddet en del av gremerkede prosjekter.

Spesifisering av bruken av tilskuddet fra Fordelingsutvalget til aktivitet for barn og unge.
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NOTE 2. ANDRE TILSKUDD

=Tilbake til innhold

Tilskudd fra andre organisasjoner 2024 2023
Andel overskudd Norsk Tipping/Lotteritilsynet 4581214 6 458 033
Stiftelsen Dam 5067 920 1641 800
Frifond LNU-midler 865910 1229991
Andre LNU- midler 250 000
Olga og Minius @ieren til minne 75 000 0
Studieforbundet Funkis 90 499 379 207
Bergesenstiftelsen 50 000 50 000
Totalt 10 980 543 9759 031
Spesifisering av inntektsfart tilskudd fra Stiftelsen Dam, samt gvrige disponeringer fra tidligere ar:
Prosjekt Overfort | Tildeling | Overfgres Inntekt
Eksterne Dam-prosjekter 128 000 3386 000 3386 000
Administrasjonstillegg stiftelsen Dam 1437920 | 430000 1007 920
Dam - Er du pargrende til en eldre med diabetes? | 430 000 430 000
Dam — kommunikasjon om risikofaktorer 284 000 40 000 264 000
Totalt 558000| 5107920 470000 5087 920

Aktivitet for barn og unge 2024 2023

Inntekter fra Fordelingsutvalget 1134112 1260125
Deltakeravgifter pa arrangement for barn og unge 184 500 344 500
Andre inntekter til arrangement for barn og unge 389 499 760 731
Lgnn -1139104| -1138780
Andre personalkostnader -58 390 -12 944
Honorar -133 855 - 202 989
Reise -399 458 -430679
Opphold -433 633 -942 807
Servering -43 558 -42 480
Kontingenter -21931
Andre arrangementskostnader -13 101 -34 673
Totalt -181 988 -461 926

a
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Transaksjon 09222115557545347381

Ubrukte midler per 31.12.24 er overfort til 2025. Dam har endret sin utbetalingsmodell av
administrasjonstilskudd, og som falge av det fikk Diabetesforbundet i 2024 utbetalt alt utestdende
administrasjonstillegg for pagaende prosjekter. Administrasjonstillegget som gjelder for 2025 og 2026 blir
overfort til gieldende ar.

Resterende midler ved ferdigstilte prosjekter blir tilbakebetalt til Stiftelsen Dam, etter eventuell revisjon og
rapportering fra prosjektleder i Diabetesforbundet.

Signert CWR, RT, IH, SRH, BSA, MK, IEQ, BIS
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NOTE 3. GAVER/ARV TIL FORSKNING OG GVRIGE TILTAK

Diabetesforbundet mottok i 2024 totalt 3 658 840 kroner i arv og gaver. Av dette var 244 854 kr
gremerket til forskning. Der giver eller testator har gnsket at belapet aremerkes spesielle formal, holdes
det adskilt fra gvrige tiltak og disponeres pa bakgrunn av saerskilte vedtak i sentralstyret. Noe av gavene
er samlet inn til spesielle formal og legges under innsamlede midler i balansen. Deler av forskningsmidlene
er gremerket forskning til nytte for barn.

Tillegg/reduksjon av egenkapital
Forskningsmidler

Sum disponert
NOTE 4. LOTTERI

Diabeteslotteriet er et lotteri med skrapelodd. Tillatt solgte lodd i 2024 var 200 000 lodd & kr 25.

Salgsperioden var fra april til og med desember, og totalt antall solgte lodd var 147 954. Av totalsalget BALANSE PR. 31/12-24
har lokal- og fylkeslag ogsa solgt lodd, som har finansiert ulike aktiviteter i lokal- og fylkeslagene.

Administrasjon av lotteriet ble i 2022 satt ut til ekstern aktar.

Arets overskudd fra lotteriet var 972 578 kroner. Eiendeler
Anleggsmidler
NOTE 5. REGNSKAP FORSKNINGSFONDET 2024 Obligasjoner

Aksjefond og aksjer
| henhold til vedtak i sentralstyret, benyttes overferinger fra forskningsfondet til tiltak i regi av
Diabetesforbundet. Det skal vare forskningsrelaterte prosjekter som nasjonale Diabetesforum, forsknings-

-132 089

-132 089

2024

1748 575
9325563

11074 138

11074 138

10935727
138 410

11074 137

11 074 137
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355001
355 001

2023

1380304
Note 6 9825771
11 206 075

11 206 075

11 067 816
138 410
11 206 226

11 206 226

konferanser, regionale forskningskonferanser, midler brukt til arbeid med nasjonal strategi og til medisinsk Omligpsmidler
fagrad. Dette i trad med forskningsfondets statutter § 3, 4. punkt. Bankinnskudd
2024 2023 Kundefordringer
Driftsinntekter
Tilgang arv, gaver -245 251 -643 942
Tilskudd fra andre organisasjoner -75 000 0 Sum elendeler
Sponsor forskningspriser -75 000 0
Avkastning verdipapirer 0 Notel 0 Egenkapital og gjeld
Avkastning bank/kapitalplassering -350 000 -328 919 Egenkapital
Sum driftsinntekter -745 251 -972 861 Forskningsmidler
Forskningsmidler gremerket barn
Driftskostnader Sum egenkapital
Utdelt forskningsmidler og reisestipend 226 340 Note 2 114 461
Forskningspriser 128172 Note 3 0 Kortsiktig gjeld
Utdelt til egne prosjekter 495667 Note 4 500 000 Leverandgrgjeld
Administrasjonskostnader 27161 Note5 3399 Tildelte, ikke utbetalte stipender
Sum driftskostnader 877 340 617 860 Sum gjeld
Arsresultat 132 089 -355 001 Sum egenkapital og gjeld
56 Transaksjon 09222115557545347381 Signert CWR, RT, IH, SRH, BSA, MK, IEQ, BIS




=Tilbake til innhold

Arsmelding 2024

Transaksjon 09222115557545347381

Signert CWR, RT, IH, SRH, BSA, MK, IEQ, BIS

Arsmelding 2024 =Tilbake til innhold

NOTE 6. FORMALSRAPPORTERING OG DIABETESPROSJEKTER

Diabetesforbundet har en stor prosjektportefalje. Alle aktiviteter over en viss starrelse falges opp
med egne prosjektnummer. Fokus kan vaere ulikt fra ar til ar. Satsingsomradene i strategien til
Diabetesforbundet er reflektert i arsregnskapet, og det har i 2024 blitt brukt midler til formalet pa
folgende mate:

Bruk av midler til formalet 2024 2023
Informasjon, opplaering og egenbehandling 25286252 | 26243146
Synlighet og politisk arbeid 4418 520 6 542 560
Medlemsservice, og overfgring til lokal- og 11 441 628 9243 209
fylkeslag*

Forskning 877 193 57 847
Totalt 42 023592 | 42086 763

Pa ekstraordinaert landsmate 24. oktober 2023 ble det gjort et vedtak om at fylkes- og lokallag avstod fra
a motta aktivitetsstotte og sin andel av kontingentrefusjonen for 2023. Dette utgjorde et belgp pa kr 4 207
773.

| 2024 mottok fylkes- og lokallag sin andel av kontingenten og aktivitetsstatte.

NOTE 7. ADMINISTRASJONS- OG PERSONALKOSTNADER

Diabetesforbundets kostnader fordeles ut pa prosjekter og aktiviteter. Midler som ikke direkte kan
henfares til prosjekter, kostnadsfares uten prosjektkode. Det er utarbeidet en ngkkelfordeling, som fordeler
resterende kostnader basert pa antall arsverk som jobber innenfor de ulike satsingsomrader og innenfor
administrasjon.

Nar det gjelder henfaring av kostnader direkte til prosjekter, sokes det etter beste skjgnn a belaste
prosjekter basert pa den innsats som gjares av de ansatte, samt gvrige felleskostnader som gir
Diabetesforbundet hgyere kostnader i forbindelse med prosjektgjennomferingene.

Antall ansatte:

Diabetesforbundet hadde 19 ansatte per 31.12.2024, fordelt pa 17,6 arsverk. Per 31.12.2023 var det 26
ansatte og 23,7 arsverk.
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Totale lonnskostnader:
Diabetesforbundets totale lgnns- og personalkostnader utgjorde:

Arsmelding 2024
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NOTE 8. AVSKRIVNINGER

Driftsmidler Inventar Lokaler IT Sum

Totale | kostnader: 2024 2023 Anskaffelseskost 467 826 | 1392254 8872577 | 10732658

ota’e 'dnnskostnader: Akk avskrivninger per 01.01 381448 | 654343| 5742321 6778112
L‘Z’””_ st 1‘2‘ %g gg’g 13 “13‘2‘; ggg Inngaende balanse 2024 37599| 598687| 1930087| 3930087
ensjons ostnader
Arbeidsgiveravgift 2424170 3013212 Tileane 2024 0 0 0 0
Honorar innleie, foredragsholdere og sentralstyret 3761830 4813 337 Aviani 2024 0 0 0 0
i 77 2 . .

Prige personalkostnader 0 277630 Arets avskrivninger 37559| 139224| 1387668| 1564491

Totale Ignnskostnader: 23318138 | 28178 668 Utgaende balanse 2024 0| 459462 542419| 1001882

Revisjon 441 000 423 125

Advokat 119 213 222 594

Totalt internrapportert lgnn og tilhgrende poster 23878351 | 28 744 762 Anlleggsmidler. med levetid over tre ar o.g anskaffelsessum oover krv 30 000 akt.iveres 0g avskrives Vover
estimert levetid. Inventar er avskrevet linezert med 20 %, pakostning/ombygging av lokaler avskrives med
10 % og IT-utstyr herunder nytt medlemssystem med 33,3 %. Fra 2024 er avskrivninger fordelt aktivitet
medlemsservice og -vekst (IT) og administrasjonskostnader (Inventar og lokaler). Sammenligningstallene er

Godtgjgrelser 2024 2023 ikke omarbeidet.

Forbundsleder, Ignn og godtgjgring* 1155100 | 1127690

Nestleder 89 655 101 293 NOTE 9. FINANSPLASSERINGER FORSKNING

Arbeidsutvalgsmediem >> 680 >4 647 | henhold til forskningsfondets statutter skal fondets kapital pl i bankinnskudd ell di i

) ) enhold til forskningsfondets statutter skal fondets kapital plasseres i bankinnskudd eller verdipapirer.

@vrige sentralstyremedlemmer inkludert vara 174747 162 130 Per 31.12.2024 er alt i bankinnskudd.

Generalsekretzerer, lgnn og godtgjgring ** 1034 695 360471

Nitschke AS, lovpalagt revisjon (eks mva) 274 600 247 500

Nitschke AS, attestasjoner (eks mva) 37 500 28 100 NOTE 10. DIVERSE INNSKUDD FORMALSKAPITAL

Nitschke AS, annen bistand (eks mva) 40700 62 900 Innskuddet i KLP reflekterer eierandel som falge av pensjonsinnskudd. Arets avkastning kr 11 948 er

tilfort egenkapitalinnskuddet.

*Naveerende forbundsleder hadde i 2024 en avtalt arslenn pa 845 900 kroner. | tillegg kommer NOTE 11. VAREBEHOLDNING
naturalytelser i form av fri telefon, samt fri pendlerbolig for forbundsleder. Pendlerboligen har en verdi pa
180 000 kroner.

* Generalsekretaer startet i stillingen 1. februar 2024. Begge er ogsa medlem av

innskuddspensjonsordningen.

Varebeholdningen er vurdert til laveste av kostpris og virkelig verdi. Det er gjort nedskrivning for mulig
ukurans. Bokfert verdi av varelageret utgjer kr 347 340 per 31.12.2024. Tilsvarende per 31.12.2023
utgjorde kr 431 082.

Diabetesforbundet har ikke tegnet styreansvarsforsikring for styrets medlemmer eller generalsekreteer.
Det foreligger ingen avtaler som gir rett til saerskilt vederlag ved fratredelse. Forbundsleder og
generalsekretaer har rett til pensjon pa samme betingelser som gvrige ansatte i Diabetesforbundet.

Det er ikke gitt 1an eller sikkerhetsstillelse for daglig leder, ansatte eller medlemmer av styret.

NOTE 12. KUNDER

Kunder er vurdert til palydende. Det gjores tapsavsetninger pa kundefordringer, der det antas at tap vil
oppsta.
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NOTE 13. PALGPNE INNTEKTER

Sentralstyret gnsker a endre praksisen med & gjare en avsetning for beregnet momskompensasjon
pafolgende ar. | regnskapet for 2024 er det derfor ikke inntektsfort beregnet momskompensasjon etter
estimat som tidligere ar. Tilskuddet utbetales normalt i desember i 2025 etter egen soknad med frist 1.
september 2025, og inntektsfores ved innbetaling.

NOTE 14. BUNDNE BANKINNSKUDD

Diabetesforbundet har bundne bankinnskudd pa kr 3 172 315 per 31.12.2024. Dette vedrarer skattetrekk,
depositum pa leie av kontorlokaler og leilighet for forbundsleder samt innlast garanti for lotteripremier for
Diabeteslotteriet 2024. Disse frigis etter at rapportering og pafelgende godkjenning varen 2025.

NOTE 15. FORMALSKAPITAL

Forskningsmidler er regulert av egne statutter som er vedtatt pa Landsmeatet. Gaver til forskning er
midler med eksternpalagte restriksjoner. Forskningsmidler utgjorde etter disponering 11 074 137 kroner.
Forskningsmidler gremerket barn folger de samme statutter som det ordinzere forskningsfondet. Midler
med eksternpdalagte restriksjoner brukes i samsvar med givernes gnsker og faringer.

Annen formalskapital er summen av akkumulerte resultater fra Diabetesforbundets ordinaere drift
giennom 76 ar, totalt negativt 2 433 773.

NOTE 16. PENSJON

Diabetesforbundet har pensjonsordning for sine ansatte i Sparebank1. Ordningen er en hybridpensjon der
arbeidsgiver arlig sparer et belgp til den enkeltes alderspensjon.

Ved overgangen fra offentlig tjenestepensjon i KLP til hybridpensjon i Sparebank1 01.01.2018 ble de som
var fedt for 1966 vaerende igjen i den gamle ordningen hos KLP. Dette for at disse ogsa skulle sikres et
ytelsesniva som er tilpasset de nye opptjeningsreglene i folketrygden.

Naverdi av forpliktelsen knyttet til den offentlige tjenestepensjon i KLP er ikke innarbeidet i balansen.
Dette skyldes at forbundet velger & aviegge regnskap i samsvar med regnskapsreglene for sma foretak. Det
gjores hvert ar en aktuarberegning for & kjenne forpliktelsene som eventuelt vil balansefares ved overgang
til gruppen gvrige foretak. Overdekningen knyttet til pensjonsordningen pr 31.12.24 utgjorde 3,4 millioner
kroner inkludert arbeidsgiveravgift. Per 31.12.23 var det en overdekning pa 1,5 millioner kroner inkludert
arbeidsgiveravgift.

Tjenestepensjon i KLP farer til at forbundet er forpliktet til & betale reguleringspremier og premier ogsa
etter at arbeidstaker har sluttet hos forbundet.

Totalt innbetalt premie for begge ordninger 2,8 millioner kroner i 2024. Nedgangen fra 2023 skyldes delvis
tilfersel pa rundt 1 million kroner til premiefond hos KLP som er brukt til & betale fakturaer.
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En gruppe pa noen ansatte som ble ansatt for 11.11.1993 er med i en tilleggspensjonsavtale som skal sikre
disse ansatte et ytelsesniva som er regulert i en overenskomst mellom de ansatte og Diabetesforbundet.
Tilleggsforpliktelsen er innarbeidet og avsatt for i balansen, og er beregnet 3,6 millioner kroner for 2024.

NOTE 17. FORSKUDDSBETALTE INNTEKTER OG TILSKUDD

Folgende er inkludert i denne posten:

Mottatt, ikke inntektsfogrt 2024 2023
Forskuddsbetalt kontingent 0 0
Midler fra Stiftelsen Dam 470 000 558 000
Helsedirektoratet — @kt Diabeteskunnskap i primaerhelsetjenesten 0 150000
H.elsedlrektoratet — Nettkurs om kosthold rettet mot personer med type 2 0 450 000
diabetes
Totalt 470000 1158 000
NOTE 18. ARTSINNDELT REGNSKAP

Driftsinntekter 2024 2023

Medlemskontingent 11509870 | 11518 425

Tilskudd - offentlig 13886013 | 17 832678

Tilskudd - andre 10980543 | 9759031

Gaver og arv 3658840 2174033

Annen driftsinntekt 7247921 | 8682737

Sum driftsinntekter 47 283 187 | 49 966 906

Driftskostnader

Varekostnad 83 486 200 503

Lennskostnad 23318138 | 28 178 668

Avskrivninger 1564491 | 1553426

Annen driftskostnad 25553896 | 22 737 855

Sum driftskostnader 50 520 011 | 52 670 452

Driftsresultat -3236824 | -2703 546

Finansposter 342 347 290 554

Arsresultat (underskudd) 2894477 | -2412 992

Signert CWR, RT, IH, SRH, BSA, MK, IEQ, BIS
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NOTE 19. HENDELSER ETTER BALANSEDAGEN

| henhold til regnskapsloven skal det i arsregnskapet gjares rede for vesentlige forhold som er inntruffet
etter balansetidspunktet. Diabetesforbundets nasjonale ledd har de siste arene gatt med gkonomisk
underskudd, slik at egenkapitalen na er betydelig svekket. Arsaken til den gkonomiske situasjonen er
sammensatt og skyldes generelt gkende utgifter, jevnt synkende medlemstall og bortfall av statlige tilskudd.

Diabetesforbundet har gjort tiltak pa kostnadssiden for a skalere ned aktivitet. Innsparinger og kostnadskutt
vil 0gsa bli aktuelle i 2025. Det gjagres en stor innsats for a sgke midler til aktivitet samt drift av forbundets
faste tilbud. Videre folges likviditetssituasjonen naye.
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Organisasjonen, styrer og utvalg

SENTRALSTYRET
for landsmatet 25.-27. oktober

Leder
Cecilie Roksvag

Nestleder
Lars Tore Haugan

Styremedlemmer

Inger Myrtvedt

Even Strand

Marthe Kraabgl

Roar Thunaes

Tharsicah Almenningen

Paul Daljord, 1. varamedlem
Ingvar Hauge, 2. varamedlem

ARBEIDSUTVALGET
for landsmatet 25.-27. oktober

Cecilie Roksvag

Lars Tore Haugan

Roar Thunaes

Marthe Kraabgl, 1. varamedlem
Inger Myrtvedt, 2. varamedlem

VALGKOMITEEN
for landsmatet 25.-27. oktober

Leder
Monica Urdalen

Medlemmer

Dagfinn @stbye

Hege Nordahl

Mathilde Natlandsmyr, varamedlem

SENTRALSTYRET
etter landsmatet 27. oktober

Leder
Cecilie Roksvag

Nestleder
Roar Thunaes

Styremedlemmer

Marthe Kraabgl

Ingvar Hauge

Bettina Sgby Andersen

Siri Ringheim Heggenes

Inger Elisabeth @ien

Kjersti Pedersen, 1. varamedlem
Thomas Svendgard, 2. Varamedlem
Jonny Renning, 3. Varamedlem

ARBEIDSUTVALGET
etter landsmatet 27. oktober

Cecilie Roksvag

Roar Thunaes

Siri Ringheim heggenes

Marthe Kraabgl, 1. varamedlem
Inger Elisabeth @ien, 2. varamedlem

VALGKOMITEEN
etter landsmatet 27. oktober

Leder
Lars Tore Haugan

Medlemmer
Inger Myrtvedt
Marit Heiberg

Lena Olava Kvelland, Camilla Slaatbraten,

Even Strand, varamedlemmer
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KONTROLLKOMITEEN
for landsmatet 25.-27. oktober

Leder
Marlon Hepsge

Medlemmer
Oddvar Haaland
May Kveernstuen, varamedlem

UNGDIABETES NASJONALT

Leder
Malin Iversen Blix
t.o.m. august 2024

Emma Nilsen Furland
fungerende fra sep. 2024, valgt pd
generalforsamling 10.11.

Styremedlemmer
frem til generalforsamlingen 10.11.

Maria Caparras Sand
Jonas Ekerhovd
Marta Flotve

Sofie Stifjell Johansen

VALGKOMITEEN, UNGDIABETES
frem til generalforsamlingen 10.11.24

Katrine Mariell Karlsen
Brian Rist

Inger-Elisabeth @ien

Maren Hammer, varamedlem

KONTROLLKOMITEEN
etter landsmatet 27. oktober

Leder
Johnny Shapa

Medlemmer
Ingar Storholt
Dagfinn @stbye, varamedlem

Nestleder

Emma Nilsen Furland

t.o.m. august 2024, valgt pa
generalforsamlingen 10.11.

Haakon Haugan

valgt pa generalforsamlingen 10.11.

Styremedlemmer
etter generalforsamlingen 10.11.

Maria Caparras Sand
Jonas Ekerhovd
Marta Flotve
Rebekka Elgvin
Emilie Haugan

VALGKOMITEEN, UNGDIABETES
etter generalforsamlingen 10.11.24

Sofie Stifjell Johansen

Milla Moe Snapa

Kim Birkeland Skorgenes

Guro Aaby Bergan, varamedlem
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NASJONALT BARN- OG FAMILIEUTVALG
Leder
Lise Touzri

Medlemmer

Ole Petter Jensen

Jorunn Ulveraker Nordstokke
Karianne Valldal

Wibekke Hansen

MEDISINSKFAGLIGE MEDARBEIDERE

Trond Geir Jenssen,
medisinsk medarbeider

Anne-Marie Aas,
ernaeringsfaglig medarbeider

MEDISINSK FAGRAD
Leder
Kare Inge Birkeland

Nestleder
Anne Haugstvedt

Medlemmer

Anne Karen Jenum
Bjorn Olav Asvold
Dag Fosmark

Eirik Arsand

Emelie Svensson
Hans-Jacob Bangstad
Kari Anne Sveen
Kirsti Bjerkan

Line Wisting
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Marianne Joyce

Hanne Espe

Jonas Slettevold

Renate Suhr

Ingar Hauge, representant fra
sentralstyret

Lotte Havik Torgnes, representant
fra Ungdiabetes nasjonalt

Ane Wilhelmsen-Langeland,
psykologisk medarbeider

Nina Skille,
pedagogisk medarbeider

Marit Graue

Nina Handelsby

Ole E. Strand

Ragnar Martin Joakimsen
Sidsel Rykken

Tone Singstad

Tone Vonheim Madsen
Tore Julsrud Berg

Torild Skrivarhaug

Ane Wilhelmsen-Langeland

Ane Wilhelmsen-Langeland, psykologisk
medarbeider

Anne-Marie Aas, ernseringsfaglig medarbeider

Trond Geir Jenssen, medisinsk medarbeider
Cecilie Roksvag, sentralstyrerepresentant

Heidi T. Henriksen, representant fra sekretariatet
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NASJONALT DIABETESFORUMSTYRE
Leder
Sondre Vatne Meling

Nestleder
Tilla Landbakk
Kjersti Nekleby, 2. nestleder

Styremedlemmer

Dag Hofsg

Eline Alten

Eline Juel Bjarkevik
Elisabeth @ines

Finn Thomsen Asmussen
Heidi Stifjell

Hilde Ariansen
Karianne Fjeld Lgvaas
Kirsti Bjerkan

Lise Sundby Nybo
Merethe S. Westberg
Oscar Aaslund Hovin

Dagfinn @stbye, brukerrepresentant
Trond Geir Jenssen, medisinsk medarbeider

FAGGRUPPE FOR DIABETESPSYKOLOGI
Leder
Ane Wilhelmsen-Langeland

Medlemmer
Cecilie Vegsundvag
Charlotte Skajaa
Eline Alten

Frida Erlandsen
Ingrid Shank

OMSORGSUTVALGET
Leder
Tilla Landbakk

Medlemmer
Hilde Weltsch
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Cecilie Roksvag, sentralstyrerepresentant

Lars Tore Haugan, sentralstyrerepresentant
Madelen Waagan Roksvag, representant fra
Ungdiabetes nasjonalt
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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7.2.1 Recording Signatories’ activities in Scrive eSign

7.2.2 Generating images of the confirmation after Signatories signed

7.2.3 Recording Signatories’ system information

7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

7.3 Recording clock error

8. Evidence Package generation

8.1 Preparing the Evidence Package

8.1.1 Prepare a Final PDF (step 1)

8.1.2 Append the Verification Page (step 2)

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

8.1.4 Append the Evidence Quality Framework (step 4)

8.1.5 Append the Service Description (step 5)

8.1.6 Append the Evidence Log (step 6)

8.1.7 Append the Evidence of Time (step 7)

8.1.8 Append the Evidence of Intent (step 8)

8.1.9 Append the Digital Signature Documentation (step 9)

8.1.10 Append the Digital Signature (step 10)

8.1.11 Append the Keyless Digital Signature (step 11)

8.1.12 PAdES Digital Signature (optional to Steps 10 and 11)

9. Document administration

9.1 Document list

9.1.1 List view

9.1.2 Learn more and manage workflow

9.1.3 Mass-withdraw invitations

9.1.4 Send mass-reminder

9.1.5 Delete

9.1.6 Filter and search

9.1.7 Download all documents

9.1.8 Download metadata as CSV

9.2 Template Workflow editing list

9.2.1 List view

9.2.2 Filter and search

9.2.3 Delete

9.2.4 Share

9.3 Trash list

9.3.1 List view

9.3.2 Filter and search

9.3.3 Restore

9.4 Auto-deletion of documents and personal data

10. Account administration

10.1 Organisation administration

10.1.1 Organisation details

10.1.2 White-label branding

10.2 User administration

10.2.1 User privileges

10.2.2 User management

1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-04-28 11:23:29.962135 UTC ±1 ms

    		2025-04-28 11:22:56.031006 UTC

    		

      85.166.42.55

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Mari Johannessen Braatnes (MJB) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_NO, c) set the signing due date to 2025-05-08 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-04-28 11:23:29.962135 UTC ±1 ms

    		2025-04-28 11:22:56.031006 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (cecilie.roksvaag@diabetes.no) to Cecilie Waagan Roksvåg (CWR). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Dette er en invitasjon til digital signering av Diabetesforbundets årsmelding for 2024, inkludert regnskap. Signering gjøres ved å klikke "neste", klikke for å motta pin på SMS og taste inn denne, før du klikker "signer". Invitasjonen er sendt til Sentralstyret, unntatt vara. Bare spør hvis du lurer på noe. 

      


    

  



  

  

    		2025-04-28 11:23:29.962135 UTC ±1 ms

    		2025-04-28 11:22:56.031006 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (britt.inger.skaanes@diabetes.no) to Britt Inger Skaanes (BIS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Dette er en invitasjon til digital signering av Diabetesforbundets årsmelding for 2024, inkludert regnskap. Signering gjøres ved å klikke "neste", klikke for å motta pin på SMS og taste inn denne, før du klikker "signer". Invitasjonen er sendt til Sentralstyret, unntatt vara. Bare spør hvis du lurer på noe. 

      


    

  



  

  

    		2025-04-28 11:23:32.134998 UTC ±1 ms

    		2025-04-28 11:22:56.031006 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Britt Inger Skaanes (BIS) was delivered.

      


    

  



  

  

    		2025-04-28 11:23:37.712706 UTC ±1 ms

    		2025-04-28 11:22:56.031006 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Cecilie Waagan Roksvåg (CWR) was delivered.

      


    

  



  

  

    		2025-04-29 10:09:34.760437 UTC ±15 ms

    		2025-04-29 09:23:44.181822 UTC

    		

      193.90.200.172

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36 Edg/135.0.0.0

      

    

    		

      

        The party Britt Inger Skaanes (BIS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-04-29 10:10:09.27161 UTC ±15 ms

    		2025-04-29 09:23:44.181822 UTC

    		

      193.90.200.172

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36 Edg/135.0.0.0

      

    

    		

      

        An SMS with a PIN was sent to +4792822051 for Britt Inger Skaanes (BIS) to use for authentication.

      


    

  



  

  

    		2025-04-29 10:10:15.577239 UTC ±15 ms

    		2025-04-29 09:23:44.181822 UTC

    		

      

      

        

      

    

    		

      

        The SMS with the PIN was delivered to +4792822051 for Britt Inger Skaanes (BIS) to use for authentication.

      


    

  



  

  

    		2025-04-29 10:10:19.837473 UTC ±15 ms

    		2025-04-29 09:23:44.181822 UTC

    		

      193.90.200.172

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36 Edg/135.0.0.0

      

    

    		

      

        The signatory Britt Inger Skaanes (BIS) signed the document using PIN by SMS as authentication method. The PIN was sent to +4792822051.

      


    

  



  

  

    		2025-04-30 10:21:42.622573 UTC ±27 ms

    		2025-04-30 09:24:39.330462 UTC

    		

      85.93.255.28

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36 Edg/135.0.0.0

      

    

    		

      

        The party Cecilie Waagan Roksvåg (CWR) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-04-30 10:25:40.214653 UTC ±4 ms

    		2025-04-30 10:24:41.375306 UTC

    		

      85.93.255.28

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36 Edg/135.0.0.0

      

    

    		

      

        An SMS with a PIN was sent to +4741436720 for Cecilie Waagan Roksvåg (CWR) to use for authentication.

      


    

  



  

  

    		2025-04-30 10:25:43.190312 UTC ±4 ms

    		2025-04-30 10:24:41.375306 UTC

    		

      

      

        

      

    

    		

      

        The SMS with the PIN was delivered to +4741436720 for Cecilie Waagan Roksvåg (CWR) to use for authentication.

      


    

  



  

  

    		2025-04-30 10:26:01.978079 UTC ±4 ms

    		2025-04-30 10:24:41.375306 UTC

    		

      85.93.255.28

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36 Edg/135.0.0.0

      

    

    		

      

        The signatory Cecilie Waagan Roksvåg (CWR) signed the document using PIN by SMS as authentication method. The PIN was sent to +4741436720.

      


    

  



  

  

    		2025-04-30 10:26:01.978079 UTC ±4 ms

    		2025-04-30 10:24:41.375306 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (roar.thunaes@diabetes.no) to Roar Thunæs (RT). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Dette er en invitasjon til digital signering av Diabetesforbundets årsmelding for 2024, inkludert regnskap. Signering gjøres ved å klikke "neste", klikke for å motta pin på SMS og taste inn denne, før du klikker "signer". Invitasjonen er sendt til Sentralstyret, unntatt vara. Bare spør hvis du lurer på noe. 

      


    

  



  

  

    		2025-04-30 10:26:01.978079 UTC ±4 ms

    		2025-04-30 10:24:41.375306 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ingvar.hauge@diabetes.no) to Ingvar Hauge (IH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Dette er en invitasjon til digital signering av Diabetesforbundets årsmelding for 2024, inkludert regnskap. Signering gjøres ved å klikke "neste", klikke for å motta pin på SMS og taste inn denne, før du klikker "signer". Invitasjonen er sendt til Sentralstyret, unntatt vara. Bare spør hvis du lurer på noe. 

      


    

  



  

  

    		2025-04-30 10:26:01.978079 UTC ±4 ms

    		2025-04-30 10:24:41.375306 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (siri.ringheim.heggenes@diabetes.no) to Siri Ringheim Heggenes (SRH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Dette er en invitasjon til digital signering av Diabetesforbundets årsmelding for 2024, inkludert regnskap. Signering gjøres ved å klikke "neste", klikke for å motta pin på SMS og taste inn denne, før du klikker "signer". Invitasjonen er sendt til Sentralstyret, unntatt vara. Bare spør hvis du lurer på noe. 

      


    

  



  

  

    		2025-04-30 10:26:01.978079 UTC ±4 ms

    		2025-04-30 10:24:41.375306 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (bettina.soby.andersen@diabetes.no) to Bettina Søby Andersen (BSA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Dette er en invitasjon til digital signering av Diabetesforbundets årsmelding for 2024, inkludert regnskap. Signering gjøres ved å klikke "neste", klikke for å motta pin på SMS og taste inn denne, før du klikker "signer". Invitasjonen er sendt til Sentralstyret, unntatt vara. Bare spør hvis du lurer på noe. 

      


    

  



  

  

    		2025-04-30 10:26:01.978079 UTC ±4 ms

    		2025-04-30 10:24:41.375306 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (marthe.kraabol@diabetes.no) to Marthe Kraabøl (MK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Dette er en invitasjon til digital signering av Diabetesforbundets årsmelding for 2024, inkludert regnskap. Signering gjøres ved å klikke "neste", klikke for å motta pin på SMS og taste inn denne, før du klikker "signer". Invitasjonen er sendt til Sentralstyret, unntatt vara. Bare spør hvis du lurer på noe. 

      


    

  



  

  

    		2025-04-30 10:26:01.978079 UTC ±4 ms

    		2025-04-30 10:24:41.375306 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (inger.oien@diabetes.no) to Inger Elisabeth Øien (IEØ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Dette er en invitasjon til digital signering av Diabetesforbundets årsmelding for 2024, inkludert regnskap. Signering gjøres ved å klikke "neste", klikke for å motta pin på SMS og taste inn denne, før du klikker "signer". Invitasjonen er sendt til Sentralstyret, unntatt vara. Bare spør hvis du lurer på noe. 

      


    

  



  

  

    		2025-04-30 10:26:06.48673 UTC ±4 ms

    		2025-04-30 10:24:41.375306 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Roar Thunæs (RT) was delivered.

      


    

  



  

  

    		2025-04-30 10:26:06.504034 UTC ±4 ms

    		2025-04-30 10:24:41.375306 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ingvar Hauge (IH) was delivered.

      


    

  



  

  

    		2025-04-30 10:26:06.522074 UTC ±4 ms

    		2025-04-30 10:24:41.375306 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Siri Ringheim Heggenes (SRH) was delivered.

      


    

  



  

  

    		2025-04-30 10:26:06.54124 UTC ±4 ms

    		2025-04-30 10:24:41.375306 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Bettina Søby Andersen (BSA) was delivered.

      


    

  



  

  

    		2025-04-30 10:26:06.558741 UTC ±4 ms

    		2025-04-30 10:24:41.375306 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Marthe Kraabøl (MK) was delivered.

      


    

  



  

  

    		2025-04-30 10:26:06.576256 UTC ±4 ms

    		2025-04-30 10:24:41.375306 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Inger Elisabeth Øien (IEØ) was delivered.

      


    

  



  

  

    		2025-04-30 18:08:28.697175 UTC ±21 ms

    		2025-04-30 17:24:57.650385 UTC

    		

      46.212.95.204

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Marthe Kraabøl (MK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-04-30 18:08:51.876324 UTC ±22 ms

    		2025-04-30 17:24:57.650385 UTC

    		

      46.212.95.204

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Mobile Safari/537.36

      

    

    		

      

        An SMS with a PIN was sent to +4748896013 for Marthe Kraabøl (MK) to use for authentication.

      


    

  



  

  

    		2025-04-30 18:09:01.529869 UTC ±22 ms

    		2025-04-30 17:24:57.650385 UTC

    		

      

      

        

      

    

    		

      

        The SMS with the PIN was delivered to +4748896013 for Marthe Kraabøl (MK) to use for authentication.

      


    

  



  

  

    		2025-04-30 18:09:08.192034 UTC ±22 ms

    		2025-04-30 17:24:57.650385 UTC

    		

      46.212.95.204

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Marthe Kraabøl (MK) signed the document using PIN by SMS as authentication method. The PIN was sent to +4748896013.

      


    

  



  

  

    		2025-05-01 08:46:59.316236 UTC ±12 ms

    		2025-05-01 08:25:28.373178 UTC

    		

      77.222.173.165

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36 Edg/135.0.0.0

      

    

    		

      

        The party Ingvar Hauge (IH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-05-01 08:47:09.947883 UTC ±12 ms

    		2025-05-01 08:25:28.373178 UTC

    		

      74.240.212.165

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/133.0.0.0 Safari/537.36

      

    

    		

      

        The party Ingvar Hauge (IH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-05-01 08:47:16.441509 UTC ±12 ms

    		2025-05-01 08:25:28.373178 UTC

    		

      77.222.173.165

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36 Edg/135.0.0.0

      

    

    		

      

        An SMS with a PIN was sent to +4797722902 for Ingvar Hauge (IH) to use for authentication.

      


    

  



  

  

    		2025-05-01 08:47:24.602715 UTC ±12 ms

    		2025-05-01 08:25:28.373178 UTC

    		

      

      

        

      

    

    		

      

        The SMS with the PIN was delivered to +4797722902 for Ingvar Hauge (IH) to use for authentication.

      


    

  



  

  

    		2025-05-01 08:47:36.275951 UTC ±12 ms

    		2025-05-01 08:25:28.373178 UTC

    		

      77.222.173.165

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36 Edg/135.0.0.0

      

    

    		

      

        The signatory Ingvar Hauge (IH) signed the document using PIN by SMS as authentication method. The PIN was sent to +4797722902.

      


    

  



  

  

    		2025-05-01 14:24:41.956819 UTC ±29 ms

    		2025-05-01 13:25:37.721635 UTC

    		

      80.203.10.238

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Roar Thunæs (RT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-05-01 14:27:41.58264 UTC ±1 ms

    		2025-05-01 14:25:39.357551 UTC

    		

      80.203.10.238

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        An SMS with a PIN was sent to +4790170907 for Roar Thunæs (RT) to use for authentication.

      


    

  



  

  

    		2025-05-01 14:27:50.001442 UTC ±1 ms

    		2025-05-01 14:25:39.357551 UTC

    		

      

      

        

      

    

    		

      

        The SMS with the PIN was delivered to +4790170907 for Roar Thunæs (RT) to use for authentication.

      


    

  



  

  

    		2025-05-01 14:27:50.780445 UTC ±1 ms

    		2025-05-01 14:25:39.357551 UTC

    		

      80.203.10.238

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_3_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.3.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Roar Thunæs (RT) signed the document using PIN by SMS as authentication method. The PIN was sent to +4790170907.

      


    

  



  

  

    		2025-05-02 12:51:50.483131 UTC ±13 ms

    		2025-05-02 12:26:29.99633 UTC

    		

      46.46.198.122

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.3.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Inger Elisabeth Øien (IEØ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-05-02 12:53:04.440038 UTC ±13 ms

    		2025-05-02 12:26:29.99633 UTC

    		

      46.46.198.122

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.3.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        An SMS with a PIN was sent to +4793497516 for Inger Elisabeth Øien (IEØ) to use for authentication.

      


    

  



  

  

    		2025-05-02 12:53:13.316289 UTC ±13 ms

    		2025-05-02 12:26:29.99633 UTC

    		

      

      

        

      

    

    		

      

        The SMS with the PIN was delivered to +4793497516 for Inger Elisabeth Øien (IEØ) to use for authentication.

      


    

  



  

  

    		2025-05-02 12:53:14.544451 UTC ±13 ms

    		2025-05-02 12:26:29.99633 UTC

    		

      46.46.198.122

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.3.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Inger Elisabeth Øien (IEØ) signed the document using PIN by SMS as authentication method. The PIN was sent to +4793497516.

      


    

  



  

  

    		2025-05-04 18:26:43.376391 UTC ±26 ms

    		2025-05-04 17:28:19.874456 UTC

    		

      45.134.209.93

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36 Edg/135.0.0.0

      

    

    		

      

        The party Siri Ringheim Heggenes (SRH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-05-04 18:32:13.625289 UTC ±3 ms

    		2025-05-04 18:28:22.593778 UTC

    		

      45.134.209.93

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36 Edg/135.0.0.0

      

    

    		

      

        An SMS with a PIN was sent to +4741530981 for Siri Ringheim Heggenes (SRH) to use for authentication.

      


    

  



  

  

    		2025-05-04 18:32:18.534478 UTC ±3 ms

    		2025-05-04 18:28:22.593778 UTC

    		

      

      

        

      

    

    		

      

        The SMS with the PIN was delivered to +4741530981 for Siri Ringheim Heggenes (SRH) to use for authentication.

      


    

  



  

  

    		2025-05-04 18:32:30.674487 UTC ±3 ms

    		2025-05-04 18:28:22.593778 UTC

    		

      45.134.209.93

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36 Edg/135.0.0.0

      

    

    		

      

        The signatory Siri Ringheim Heggenes (SRH) signed the document using PIN by SMS as authentication method. The PIN was sent to +4741530981.

      


    

  



  

  

    		2025-05-05 08:15:09.046849 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an automatic reminder to sign using email to Bettina Søby Andersen (BSA) at the request of the Scrive system.

      


    

  



  

  

    		2025-05-05 08:20:13.97843 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Bettina Søby Andersen (BSA) was delivered.

      


    

  



  

  

    		2025-05-08 22:07:43.958182 UTC ±11 ms

    		2025-05-08 21:31:52.217396 UTC

    		

      

      

        

      

    

    		

      

        The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

      


    

  



  

  

    		2025-05-10 06:23:19.842565 UTC ±15 ms

    		2025-05-10 05:32:53.878314 UTC

    		

      85.166.42.55

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/136.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The user Mari Johannessen Braatnes (MJB) prolonged the signing due date.

      


    

  



  

  

    		2025-05-10 06:23:29.6455 UTC ±15 ms

    		2025-05-10 05:32:53.878314 UTC

    		

      85.166.42.55

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/136.0.0.0 Mobile Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Bettina Søby Andersen (BSA) at the request of the user Mari Johannessen Braatnes (MJB).

      


    

  



  

  

    		2025-05-10 06:23:33.445036 UTC ±15 ms

    		2025-05-10 05:32:53.878314 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Bettina Søby Andersen (BSA) was delivered.

      


    

  



  

  

    		2025-05-11 22:05:47.617188 UTC ±10 ms

    		2025-05-11 21:34:13.242931 UTC

    		

      

      

        

      

    

    		

      

        The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

      


    

  



  

  

    		2025-05-12 09:02:45.397339 UTC ±12 ms

    		2025-05-12 08:34:36.683208 UTC

    		

      85.166.42.55

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/136.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The user Mari Johannessen Braatnes (MJB) prolonged the signing due date.

      


    

  



  

  

    		2025-05-12 09:02:54.33995 UTC ±12 ms

    		2025-05-12 08:34:36.683208 UTC

    		

      85.166.42.55

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/136.0.0.0 Mobile Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Bettina Søby Andersen (BSA) at the request of the user Mari Johannessen Braatnes (MJB).

      


    

  



  

  

    		2025-05-12 09:02:57.810704 UTC ±12 ms

    		2025-05-12 08:34:36.683208 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Bettina Søby Andersen (BSA) was delivered.

      


    

  



  

  

    		2025-05-12 19:51:14.05988 UTC ±2 ms

    		2025-05-12 19:34:59.42965 UTC

    		

      85.166.42.55

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/136.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The user Mari Johannessen Braatnes (MJB) changed the email address for the party from bettina.soby.andersen@diabetes.no to bettina.andersen@hotmail.no.

      


    

  



  

  

    		2025-05-12 19:51:14.05988 UTC ±2 ms

    		2025-05-12 19:34:59.42965 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (bettina.andersen@hotmail.no) to Bettina Søby Andersen (BSA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Dette er en invitasjon til digital signering av Diabetesforbundets årsmelding for 2024, inkludert regnskap. Signering gjøres ved å klikke "neste", klikke for å motta pin på SMS og taste inn denne, før du klikker "signer". Invitasjonen er sendt til Sentralstyret, unntatt vara. Bare spør hvis du lurer på noe. 

      


    

  



  

  

    		2025-05-12 19:51:22.460759 UTC ±2 ms

    		2025-05-12 19:34:59.42965 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Bettina Søby Andersen (BSA) was delivered.

      


    

  



  

  

    		2025-05-12 19:52:25.115808 UTC ±3 ms

    		2025-05-12 19:34:59.42965 UTC

    		

      85.167.142.108

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Bettina Søby Andersen (BSA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-05-12 19:52:52.256923 UTC ±3 ms

    		2025-05-12 19:34:59.42965 UTC

    		

      85.167.142.108

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        An SMS with a PIN was sent to +4791705692 for Bettina Søby Andersen (BSA) to use for authentication.

      


    

  



  

  

    		2025-05-12 19:52:55.470033 UTC ±3 ms

    		2025-05-12 19:34:59.42965 UTC

    		

      

      

        

      

    

    		

      

        The SMS with the PIN was delivered to +4791705692 for Bettina Søby Andersen (BSA) to use for authentication.

      


    

  



  

  

    		2025-05-12 19:53:27.712209 UTC ±3 ms

    		2025-05-12 19:34:59.42965 UTC

    		

      85.167.142.108

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Bettina Søby Andersen (BSA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-05-12 19:53:39.129995 UTC ±3 ms

    		2025-05-12 19:34:59.42965 UTC

    		

      85.167.142.108

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        An SMS with a PIN was sent to +4791705692 for Bettina Søby Andersen (BSA) to use for authentication.

      


    

  



  

  

    		2025-05-12 19:53:43.477528 UTC ±3 ms

    		2025-05-12 19:34:59.42965 UTC

    		

      

      

        

      

    

    		

      

        The SMS with the PIN was delivered to +4791705692 for Bettina Søby Andersen (BSA) to use for authentication.

      


    

  



  

  

    		2025-05-12 19:53:48.561067 UTC ±3 ms

    		2025-05-12 19:34:59.42965 UTC

    		

      85.167.142.108

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.4 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Bettina Søby Andersen (BSA) signed the document using PIN by SMS as authentication method. The PIN was sent to +4791705692.

      


    

  



  

  

    		2025-05-12 19:53:48.561067 UTC ±3 ms

    		2025-05-12 19:34:59.42965 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2025-05-12 19:53:48.732032 UTC ±3 ms

    		2025-05-12 19:34:59.42965 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be the the empirical distribution function.
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 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.
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 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.01 ms

		standard deviation: 1.78 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈84.060%

		|e| < 5 ms: ≈99.511%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-04-01 03:57:55.36953 UTC and 2025-05-12 19:34:59.42965 UTC:







  		Time collected

  		Clock offset







  

    		2025-04-01 03:57:55.36953

    		2.9 ms

  





  

    		2025-04-01 04:57:57.724655

    		0.5 ms

  





  

    		2025-04-01 05:58:00.40129

    		0.5 ms

  





  

    		2025-04-01 06:58:02.049772

    		1.7 ms

  





  

    		2025-04-01 07:58:04.096301

    		2.7 ms

  





  

    		2025-04-01 08:58:06.156617

    		0.3 ms

  





  

    		2025-04-01 09:58:08.023587

    		3.6 ms

  





  

    		2025-04-01 10:58:09.91146

    		-0.3 ms

  





  

    		2025-04-01 11:58:11.586361

    		1.2 ms

  





  

    		2025-04-01 12:58:13.848035

    		5.4 ms

  





  

    		2025-04-01 13:58:15.999094

    		-0.2 ms

  





  

    		2025-04-01 14:58:17.748597

    		-0.7 ms

  





  

    		2025-04-01 15:58:20.013515

    		-0.9 ms

  





  

    		2025-04-01 16:58:22.124562

    		1.8 ms

  





  

    		2025-04-01 17:58:24.803528

    		0.2 ms

  





  

    		2025-04-01 18:58:27.3178

    		-1.4 ms

  





  

    		2025-04-01 19:58:29.697151

    		0.9 ms

  





  

    		2025-04-01 20:58:32.267636

    		-1.1 ms

  





  

    		2025-04-01 21:58:34.776826

    		1.5 ms

  





  

    		2025-04-01 22:58:36.419989

    		0.6 ms

  





  

    		2025-04-01 23:58:38.271876

    		1.0 ms

  





  

    		2025-04-02 00:58:40.309598

    		0.0 ms

  





  

    		2025-04-02 01:58:42.081015

    		0.7 ms

  





  

    		2025-04-02 02:58:44.160688

    		-2.1 ms

  





  

    		2025-04-02 03:58:46.074477

    		-2.2 ms

  





  

    		2025-04-02 04:58:48.124913

    		-0.9 ms

  





  

    		2025-04-02 05:58:50.513368

    		1.6 ms

  





  

    		2025-04-02 06:58:52.738905

    		0.5 ms

  





  

    		2025-04-02 07:58:55.628525

    		2.8 ms

  





  

    		2025-04-02 08:58:57.189334

    		0.3 ms

  





  

    		2025-04-02 09:58:58.863596

    		0.4 ms

  





  

    		2025-04-02 10:59:01.137823

    		2.4 ms

  





  

    		2025-04-02 11:59:02.623808

    		1.0 ms

  





  

    		2025-04-02 12:59:04.682641

    		0.7 ms

  





  

    		2025-04-02 13:59:06.192344

    		-0.7 ms

  





  

    		2025-04-02 14:59:08.078916

    		-1.0 ms

  





  

    		2025-04-02 15:59:10.20453

    		1.5 ms

  





  

    		2025-04-02 16:59:11.746414

    		-1.6 ms

  





  

    		2025-04-02 17:59:14.397075

    		-0.6 ms

  





  

    		2025-04-02 18:59:18.308671

    		0.8 ms

  





  

    		2025-04-02 19:59:20.0759

    		-0.9 ms

  





  

    		2025-04-02 20:59:22.788944

    		-1.1 ms

  





  

    		2025-04-02 21:59:24.801077

    		-0.1 ms

  





  

    		2025-04-02 22:59:27.282044

    		0.1 ms

  





  

    		2025-04-02 23:59:29.725049

    		0.5 ms

  





  

    		2025-04-03 00:59:32.017543

    		1.4 ms

  





  

    		2025-04-03 01:59:33.596168

    		3.0 ms

  





  

    		2025-04-03 02:59:35.497891

    		2.3 ms

  





  

    		2025-04-03 03:59:36.869295

    		1.4 ms

  





  

    		2025-04-03 04:59:38.575136

    		0.7 ms

  





  

    		2025-04-03 05:59:40.61822

    		-0.2 ms

  





  

    		2025-04-03 06:59:42.878336

    		2.5 ms

  





  

    		2025-04-03 07:59:46.179624

    		-0.1 ms

  





  

    		2025-04-03 08:59:47.674554

    		1.0 ms

  





  

    		2025-04-03 09:59:50.030433

    		3.5 ms

  





  

    		2025-04-03 10:59:53.358329

    		5.1 ms

  





  

    		2025-04-03 11:59:54.870378

    		0.5 ms

  





  

    		2025-04-03 12:59:56.79511

    		1.4 ms

  





  

    		2025-04-03 13:59:58.833172

    		-0.6 ms

  





  

    		2025-04-03 15:00:01.311136

    		1.1 ms

  





  

    		2025-04-03 16:00:03.946529

    		1.7 ms

  





  

    		2025-04-03 17:00:06.42779

    		1.6 ms

  





  

    		2025-04-03 18:00:07.839248

    		-1.2 ms

  





  

    		2025-04-03 19:00:09.508589

    		-3.0 ms

  





  

    		2025-04-03 20:00:11.838599

    		-3.3 ms

  





  

    		2025-04-03 21:00:14.37854

    		-1.9 ms

  





  

    		2025-04-03 22:00:16.053345

    		1.1 ms

  





  

    		2025-04-03 23:00:17.940249

    		-1.3 ms

  





  

    		2025-04-04 00:00:20.503082

    		-2.4 ms

  





  

    		2025-04-04 01:00:22.884694

    		-2.6 ms

  





  

    		2025-04-04 02:00:25.022619

    		0.3 ms

  





  

    		2025-04-04 03:00:26.59113

    		-1.1 ms

  





  

    		2025-04-04 04:00:28.807361

    		-4.1 ms

  





  

    		2025-04-04 05:00:30.493315

    		-4.8 ms

  





  

    		2025-04-04 06:00:32.629573

    		-3.2 ms

  





  

    		2025-04-04 07:00:35.07483

    		3.5 ms

  





  

    		2025-04-04 08:00:37.00459

    		-0.4 ms

  





  

    		2025-04-04 09:00:40.345642

    		1.6 ms

  





  

    		2025-04-04 10:00:42.409733

    		0.6 ms

  





  

    		2025-04-04 11:00:44.672729

    		1.0 ms

  





  

    		2025-04-04 12:00:47.307219

    		0.1 ms

  





  

    		2025-04-04 13:00:49.403289

    		-1.7 ms

  





  

    		2025-04-04 14:00:51.015092

    		7.7 ms

  





  

    		2025-04-04 15:00:54.108395

    		5.7 ms

  





  

    		2025-04-04 16:00:55.692834

    		1.9 ms

  





  

    		2025-04-04 17:00:58.449243

    		-0.7 ms

  





  

    		2025-04-04 18:01:00.870141

    		-0.3 ms

  





  

    		2025-04-04 19:01:02.894444

    		-0.7 ms

  





  

    		2025-04-04 20:01:04.643655

    		0.6 ms

  





  

    		2025-04-04 21:01:06.735324

    		-0.3 ms

  





  

    		2025-04-04 22:01:08.795951

    		-2.3 ms

  





  

    		2025-04-04 23:01:10.66277

    		-2.4 ms

  





  

    		2025-04-05 00:01:12.799991

    		-2.1 ms

  





  

    		2025-04-05 01:01:15.167707

    		-2.2 ms

  





  

    		2025-04-05 02:01:16.912727

    		1.2 ms

  





  

    		2025-04-05 03:01:19.335304

    		-1.2 ms

  





  

    		2025-04-05 04:01:21.484615

    		-3.4 ms

  





  

    		2025-04-05 05:01:23.425114

    		-0.9 ms

  





  

    		2025-04-05 06:01:25.613418

    		-0.6 ms

  





  

    		2025-04-05 07:01:27.602896

    		1.3 ms

  





  

    		2025-04-05 08:01:31.245712

    		0.9 ms

  





  

    		2025-04-05 09:01:33.338916

    		2.0 ms

  





  

    		2025-04-05 10:01:35.104826

    		0.2 ms

  





  

    		2025-04-05 11:01:37.07978

    		-1.0 ms

  





  

    		2025-04-05 12:01:39.726137

    		2.1 ms

  





  

    		2025-04-05 13:01:42.043603

    		0.0 ms

  





  

    		2025-04-05 14:01:44.299934

    		0.3 ms

  





  

    		2025-04-05 15:01:46.025277

    		3.8 ms

  





  

    		2025-04-05 16:01:48.171921

    		0.1 ms

  





  

    		2025-04-05 17:01:50.411839

    		0.7 ms

  





  

    		2025-04-05 18:01:52.141533

    		1.5 ms

  





  

    		2025-04-05 19:01:54.676719

    		0.0 ms

  





  

    		2025-04-05 20:01:57.763586

    		-3.6 ms

  





  

    		2025-04-05 21:02:00.347568

    		-5.6 ms

  





  

    		2025-04-05 22:02:02.944111

    		-2.2 ms

  





  

    		2025-04-05 23:02:05.712325

    		-2.8 ms

  





  

    		2025-04-06 00:02:07.902017

    		-0.4 ms

  





  

    		2025-04-06 01:02:09.933349

    		-4.5 ms

  





  

    		2025-04-06 02:02:11.738033

    		-3.3 ms

  





  

    		2025-04-06 03:02:13.712616

    		-6.3 ms

  





  

    		2025-04-06 04:02:15.748256

    		2.7 ms

  





  

    		2025-04-06 05:02:17.572017

    		2.0 ms

  





  

    		2025-04-06 06:02:19.380844

    		-1.2 ms

  





  

    		2025-04-06 07:02:21.940336

    		-2.6 ms

  





  

    		2025-04-06 08:02:25.468387

    		0.3 ms

  





  

    		2025-04-06 09:02:28.953595

    		-0.4 ms

  





  

    		2025-04-06 10:02:32.067715

    		8.3 ms

  





  

    		2025-04-06 11:02:34.421007

    		1.8 ms

  





  

    		2025-04-06 12:02:37.753632

    		-0.3 ms

  





  

    		2025-04-06 13:02:39.855558

    		1.1 ms

  





  

    		2025-04-06 14:02:41.661152

    		-1.2 ms

  





  

    		2025-04-06 15:02:43.263663

    		0.1 ms

  





  

    		2025-04-06 16:02:45.634663

    		-1.1 ms

  





  

    		2025-04-06 17:02:48.151628

    		-0.7 ms

  





  

    		2025-04-06 18:02:51.109878

    		0.3 ms

  





  

    		2025-04-06 19:02:54.174753

    		-0.5 ms

  





  

    		2025-04-06 20:02:56.616583

    		-2.0 ms

  





  

    		2025-04-06 21:02:58.663323

    		-3.2 ms

  





  

    		2025-04-06 22:03:00.928766

    		-0.3 ms

  





  

    		2025-04-06 23:03:02.981142

    		2.2 ms

  





  

    		2025-04-07 00:03:05.224433

    		-1.2 ms

  





  

    		2025-04-07 01:03:07.46113

    		0.1 ms

  





  

    		2025-04-07 02:03:09.672339

    		-0.1 ms

  





  

    		2025-04-07 03:03:11.770069

    		-1.0 ms

  





  

    		2025-04-07 04:03:13.610967

    		-0.7 ms

  





  

    		2025-04-07 05:03:16.639015

    		0.0 ms

  





  

    		2025-04-07 06:03:19.497754

    		3.4 ms

  





  

    		2025-04-07 07:03:21.733704

    		0.4 ms

  





  

    		2025-04-07 08:03:25.132753

    		0.8 ms

  





  

    		2025-04-07 09:03:27.522365

    		-0.2 ms

  





  

    		2025-04-07 10:03:29.58077

    		2.0 ms

  





  

    		2025-04-07 11:03:32.128775

    		1.2 ms

  





  

    		2025-04-07 12:03:34.019518

    		2.7 ms

  





  

    		2025-04-07 13:03:36.456667

    		0.9 ms

  





  

    		2025-04-07 14:03:37.972808

    		0.7 ms

  





  

    		2025-04-07 15:03:39.606587

    		0.0 ms

  





  

    		2025-04-07 16:03:41.925756

    		0.0 ms

  





  

    		2025-04-07 17:03:44.814275

    		-0.2 ms

  





  

    		2025-04-07 18:03:46.761802

    		2.4 ms

  





  

    		2025-04-07 19:03:49.264285

    		-0.5 ms

  





  

    		2025-04-07 20:03:51.411804

    		-0.6 ms

  





  

    		2025-04-07 21:03:54.251811

    		-2.5 ms

  





  

    		2025-04-07 22:03:57.649713

    		-2.4 ms

  





  

    		2025-04-07 23:04:00.666997

    		-1.4 ms

  





  

    		2025-04-08 00:04:03.170419

    		-0.5 ms

  





  

    		2025-04-08 01:04:06.015292

    		2.9 ms

  





  

    		2025-04-08 02:04:08.372704

    		0.4 ms

  





  

    		2025-04-08 03:04:10.349572

    		-1.3 ms

  





  

    		2025-04-08 04:04:13.988905

    		-3.4 ms

  





  

    		2025-04-08 05:04:16.13028

    		-4.2 ms

  





  

    		2025-04-08 06:04:18.737006

    		-1.1 ms

  





  

    		2025-04-08 07:04:21.697236

    		2.0 ms

  





  

    		2025-04-08 08:04:23.182111

    		-0.4 ms

  





  

    		2025-04-08 09:04:25.049387

    		-1.4 ms

  





  

    		2025-04-08 10:04:26.777403

    		6.5 ms

  





  

    		2025-04-08 11:04:28.943842

    		1.1 ms

  





  

    		2025-04-08 12:04:30.728481

    		-0.6 ms

  





  

    		2025-04-08 13:04:32.819887

    		1.5 ms

  





  

    		2025-04-08 14:04:34.435209

    		0.5 ms

  





  

    		2025-04-08 15:04:36.69115

    		0.7 ms

  





  

    		2025-04-08 16:04:38.958127

    		1.5 ms

  





  

    		2025-04-08 17:04:41.566813

    		-1.3 ms

  





  

    		2025-04-08 18:04:43.314409

    		3.9 ms

  





  

    		2025-04-08 19:04:45.058522

    		2.0 ms

  





  

    		2025-04-08 20:04:48.217434

    		1.6 ms

  





  

    		2025-04-08 21:04:52.318006

    		1.7 ms

  





  

    		2025-04-08 22:04:54.46896

    		3.5 ms

  





  

    		2025-04-08 23:04:56.824065

    		2.7 ms

  





  

    		2025-04-09 00:04:58.550134

    		-0.1 ms

  





  

    		2025-04-09 01:05:01.25712

    		-6.9 ms

  





  

    		2025-04-09 02:05:03.209776

    		-1.5 ms

  





  

    		2025-04-09 03:05:06.484083

    		1.3 ms

  





  

    		2025-04-09 04:05:09.708901

    		0.8 ms

  





  

    		2025-04-09 05:05:11.762156

    		0.3 ms

  





  

    		2025-04-09 06:05:13.942983

    		0.5 ms

  





  

    		2025-04-09 07:05:15.653775

    		-0.6 ms

  





  

    		2025-04-09 08:05:17.41718

    		1.3 ms

  





  

    		2025-04-09 09:05:19.887341

    		-0.7 ms

  





  

    		2025-04-09 10:05:22.349173

    		5.4 ms

  





  

    		2025-04-09 11:05:24.150306

    		-1.7 ms

  





  

    		2025-04-09 12:05:25.632707

    		3.2 ms

  





  

    		2025-04-09 13:05:27.309316

    		0.6 ms

  





  

    		2025-04-09 14:05:28.791061

    		2.2 ms

  





  

    		2025-04-09 15:05:30.957567

    		-0.1 ms

  





  

    		2025-04-09 16:05:32.483058

    		-1.5 ms

  





  

    		2025-04-09 17:05:35.579376

    		2.8 ms

  





  

    		2025-04-09 18:05:37.565499

    		-2.5 ms

  





  

    		2025-04-09 19:05:39.935535

    		0.2 ms

  





  

    		2025-04-09 20:05:42.554733

    		-3.9 ms

  





  

    		2025-04-09 21:05:45.233121

    		1.2 ms

  





  

    		2025-04-09 22:05:47.138876

    		0.4 ms

  





  

    		2025-04-09 23:05:49.090445

    		3.7 ms

  





  

    		2025-04-10 00:05:51.208653

    		2.2 ms

  





  

    		2025-04-10 01:05:53.419137

    		0.3 ms

  





  

    		2025-04-10 02:05:55.583068

    		3.6 ms

  





  

    		2025-04-10 03:05:57.607415

    		0.7 ms

  





  

    		2025-04-10 04:05:59.834342

    		4.1 ms

  





  

    		2025-04-10 05:06:01.825692

    		2.9 ms

  





  

    		2025-04-10 06:06:04.200159

    		2.9 ms

  





  

    		2025-04-10 07:06:07.065028

    		-4.8 ms

  





  

    		2025-04-10 08:06:09.934052

    		-4.9 ms

  





  

    		2025-04-10 09:06:12.463186

    		-4.1 ms

  





  

    		2025-04-10 10:06:14.108331

    		13.0 ms

  





  

    		2025-04-10 11:06:16.528376

    		3.2 ms

  





  

    		2025-04-10 12:06:18.97767

    		2.4 ms

  





  

    		2025-04-10 13:06:21.395983

    		-2.1 ms

  





  

    		2025-04-10 14:06:24.18997

    		0.6 ms

  





  

    		2025-04-10 15:06:26.333011

    		1.6 ms

  





  

    		2025-04-10 16:06:34.055644

    		1.2 ms

  





  

    		2025-04-10 17:06:36.866612

    		1.2 ms

  





  

    		2025-04-10 18:06:39.955518

    		1.4 ms

  





  

    		2025-04-10 19:06:42.271341

    		-0.5 ms

  





  

    		2025-04-10 20:06:44.049983

    		-3.3 ms

  





  

    		2025-04-10 21:06:46.14392

    		-1.3 ms

  





  

    		2025-04-10 22:06:48.554445

    		0.5 ms

  





  

    		2025-04-10 23:06:50.824131

    		-2.2 ms

  





  

    		2025-04-11 00:06:53.275002

    		0.3 ms

  





  

    		2025-04-11 01:06:55.336986

    		-0.9 ms

  





  

    		2025-04-11 02:06:57.147868

    		-1.6 ms

  





  

    		2025-04-11 03:06:59.766183

    		1.0 ms

  





  

    		2025-04-11 04:07:02.147084

    		-0.7 ms

  





  

    		2025-04-11 05:07:04.279585

    		1.3 ms

  





  

    		2025-04-11 06:07:06.392911

    		-0.5 ms

  





  

    		2025-04-11 07:07:08.190905

    		0.3 ms

  





  

    		2025-04-11 08:07:10.826467

    		2.5 ms

  





  

    		2025-04-11 09:07:12.353985

    		3.7 ms

  





  

    		2025-04-11 10:07:13.796268

    		0.9 ms

  





  

    		2025-04-11 11:07:15.647385

    		0.0 ms

  





  

    		2025-04-11 12:07:18.261319

    		-0.4 ms

  





  

    		2025-04-11 13:07:21.345236

    		-0.7 ms

  





  

    		2025-04-11 14:07:24.027677

    		-0.6 ms

  





  

    		2025-04-11 15:07:26.964998

    		-0.1 ms

  





  

    		2025-04-11 16:07:29.471589

    		-1.3 ms

  





  

    		2025-04-11 17:07:32.446034

    		2.3 ms

  





  

    		2025-04-11 18:07:34.638236

    		-1.4 ms

  





  

    		2025-04-11 19:07:37.183871

    		-2.0 ms

  





  

    		2025-04-11 20:07:39.072579

    		-2.0 ms

  





  

    		2025-04-11 21:07:41.228003

    		-4.0 ms

  





  

    		2025-04-11 22:07:43.215194

    		-0.9 ms

  





  

    		2025-04-11 23:07:45.30682

    		0.3 ms

  





  

    		2025-04-12 00:07:47.367119

    		-1.1 ms

  





  

    		2025-04-12 01:07:49.271504

    		-1.3 ms

  





  

    		2025-04-12 02:07:51.520172

    		-2.1 ms

  





  

    		2025-04-12 03:07:53.816191

    		-1.5 ms

  





  

    		2025-04-12 04:07:55.843524

    		1.2 ms

  





  

    		2025-04-12 05:07:58.134667

    		1.1 ms

  





  

    		2025-04-12 06:08:00.607916

    		1.3 ms

  





  

    		2025-04-12 07:08:03.27949

    		0.1 ms

  





  

    		2025-04-12 08:08:05.325785

    		2.4 ms

  





  

    		2025-04-12 09:08:07.760813

    		1.3 ms

  





  

    		2025-04-12 10:08:09.393463

    		1.8 ms

  





  

    		2025-04-12 11:08:11.5956

    		-0.5 ms

  





  

    		2025-04-12 12:08:13.516212

    		0.1 ms

  





  

    		2025-04-12 13:08:15.399906

    		-0.6 ms

  





  

    		2025-04-12 14:08:17.916643

    		1.5 ms

  





  

    		2025-04-12 15:08:20.848575

    		0.0 ms

  





  

    		2025-04-12 16:08:24.04212

    		3.0 ms

  





  

    		2025-04-12 17:08:26.880654

    		1.0 ms

  





  

    		2025-04-12 18:08:29.484062

    		-1.8 ms

  





  

    		2025-04-12 19:08:32.082477

    		1.1 ms

  





  

    		2025-04-12 20:08:35.196335

    		-2.4 ms

  





  

    		2025-04-12 21:08:37.795537

    		-1.5 ms

  





  

    		2025-04-12 22:08:39.994442

    		-1.6 ms

  





  

    		2025-04-12 23:08:42.787909

    		-1.3 ms

  





  

    		2025-04-13 00:08:44.824538

    		-1.8 ms

  





  

    		2025-04-13 01:08:47.025293

    		0.0 ms

  





  

    		2025-04-13 02:08:49.326518

    		1.0 ms

  





  

    		2025-04-13 03:08:51.186988

    		1.6 ms

  





  

    		2025-04-13 04:08:53.650752

    		1.1 ms

  





  

    		2025-04-13 05:08:55.868267

    		0.0 ms

  





  

    		2025-04-13 06:08:57.888809

    		-0.2 ms

  





  

    		2025-04-13 07:09:00.696312

    		0.0 ms

  





  

    		2025-04-13 08:09:03.511001

    		2.2 ms

  





  

    		2025-04-13 09:09:06.42031

    		0.3 ms

  





  

    		2025-04-13 10:09:09.04752

    		1.7 ms

  





  

    		2025-04-13 11:09:11.156411

    		0.1 ms

  





  

    		2025-04-13 12:09:13.304697

    		1.1 ms

  





  

    		2025-04-13 13:09:16.952781

    		0.0 ms

  





  

    		2025-04-13 14:09:19.725143

    		0.3 ms

  





  

    		2025-04-13 15:09:22.08911

    		1.3 ms

  





  

    		2025-04-13 16:09:24.470122

    		-1.0 ms

  





  

    		2025-04-13 17:09:27.415601

    		0.4 ms

  





  

    		2025-04-13 18:09:28.998073

    		1.2 ms

  





  

    		2025-04-13 19:09:30.904573

    		1.5 ms

  





  

    		2025-04-13 20:09:33.222373

    		-1.2 ms

  





  

    		2025-04-13 21:09:35.637058

    		-0.5 ms

  





  

    		2025-04-13 22:09:37.856529

    		1.1 ms

  





  

    		2025-04-13 23:09:40.55926

    		-1.4 ms

  





  

    		2025-04-14 00:09:42.690939

    		-1.3 ms

  





  

    		2025-04-14 01:09:44.863711

    		0.4 ms

  





  

    		2025-04-14 02:09:47.025927

    		-1.1 ms

  





  

    		2025-04-14 03:09:49.099027

    		0.7 ms

  





  

    		2025-04-14 04:09:51.665292

    		-1.6 ms

  





  

    		2025-04-14 05:09:53.704585

    		-0.8 ms

  





  

    		2025-04-14 06:09:56.636334

    		2.7 ms

  





  

    		2025-04-14 07:09:59.662597

    		0.0 ms

  





  

    		2025-04-14 08:10:02.378128

    		1.8 ms

  





  

    		2025-04-14 09:10:04.779971

    		0.9 ms

  





  

    		2025-04-14 10:10:06.502287

    		-0.6 ms

  





  

    		2025-04-14 11:10:08.208677

    		-0.8 ms

  





  

    		2025-04-14 12:10:10.645802

    		-3.3 ms

  





  

    		2025-04-14 13:10:13.169604

    		0.3 ms

  





  

    		2025-04-14 14:10:15.200275

    		-0.3 ms

  





  

    		2025-04-14 15:10:17.183689

    		1.7 ms

  





  

    		2025-04-14 16:10:19.494468

    		-0.4 ms

  





  

    		2025-04-14 17:10:21.378029

    		1.0 ms

  





  

    		2025-04-14 18:10:23.367411

    		0.5 ms

  





  

    		2025-04-14 19:10:25.766099

    		-3.0 ms

  





  

    		2025-04-14 20:10:28.909854

    		-3.7 ms

  





  

    		2025-04-14 21:10:31.623208

    		-1.6 ms

  





  

    		2025-04-14 22:10:33.81554

    		-1.1 ms

  





  

    		2025-04-14 23:10:36.301206

    		0.0 ms

  





  

    		2025-04-15 00:10:38.137962

    		-1.4 ms

  





  

    		2025-04-15 01:10:39.881208

    		-1.8 ms

  





  

    		2025-04-15 02:10:41.312909

    		0.0 ms

  





  

    		2025-04-15 03:10:43.920151

    		1.4 ms

  





  

    		2025-04-15 04:10:46.351497

    		0.3 ms

  





  

    		2025-04-15 05:10:47.992973

    		0.6 ms

  





  

    		2025-04-15 06:10:50.584513

    		2.2 ms

  





  

    		2025-04-15 07:10:53.075323

    		3.4 ms

  





  

    		2025-04-15 08:10:56.293905

    		1.9 ms

  





  

    		2025-04-15 09:10:58.38819

    		-0.2 ms

  





  

    		2025-04-15 10:11:00.554154

    		-0.1 ms

  





  

    		2025-04-15 11:11:02.111791

    		2.3 ms

  





  

    		2025-04-15 12:11:04.823371

    		-1.1 ms

  





  

    		2025-04-15 13:11:06.281646

    		-0.8 ms

  





  

    		2025-04-15 14:11:09.066421

    		-1.1 ms

  





  

    		2025-04-15 15:11:10.627987

    		-0.2 ms

  





  

    		2025-04-15 16:11:12.550943

    		1.8 ms

  





  

    		2025-04-15 17:11:15.237743

    		1.3 ms

  





  

    		2025-04-15 18:11:17.109911

    		-1.2 ms

  





  

    		2025-04-15 19:11:18.92034

    		-1.2 ms

  





  

    		2025-04-15 20:11:21.119288

    		-6.0 ms

  





  

    		2025-04-15 21:11:22.746261

    		-2.6 ms

  





  

    		2025-04-15 22:11:24.877262

    		3.9 ms

  





  

    		2025-04-15 23:11:26.344968

    		-0.6 ms

  





  

    		2025-04-16 00:11:28.003641

    		1.3 ms

  





  

    		2025-04-16 01:11:30.318555

    		-0.8 ms

  





  

    		2025-04-16 02:11:32.069788

    		-0.8 ms

  





  

    		2025-04-16 03:11:34.016269

    		-2.0 ms

  





  

    		2025-04-16 04:11:36.179277

    		-1.7 ms

  





  

    		2025-04-16 05:11:39.575274

    		-1.7 ms

  





  

    		2025-04-16 06:11:41.339015

    		-1.9 ms

  





  

    		2025-04-16 07:11:43.032169

    		2.1 ms

  





  

    		2025-04-16 08:11:46.689163

    		-0.8 ms

  





  

    		2025-04-16 09:11:48.782767

    		-1.2 ms

  





  

    		2025-04-16 10:11:51.07488

    		1.6 ms

  





  

    		2025-04-16 11:11:53.624675

    		1.8 ms

  





  

    		2025-04-16 12:11:55.258173

    		-0.3 ms

  





  

    		2025-04-16 13:11:57.060359

    		-1.6 ms

  





  

    		2025-04-16 14:11:58.951249

    		0.0 ms

  





  

    		2025-04-16 15:12:00.870131

    		1.7 ms

  





  

    		2025-04-16 16:12:02.374008

    		-0.9 ms

  





  

    		2025-04-16 17:12:03.883319

    		1.3 ms

  





  

    		2025-04-16 18:12:05.806334

    		-1.6 ms

  





  

    		2025-04-16 19:12:08.506816

    		-1.3 ms

  





  

    		2025-04-16 20:12:11.407595

    		0.4 ms

  





  

    		2025-04-16 21:12:14.054355

    		2.2 ms

  





  

    		2025-04-16 22:12:16.38522

    		-0.5 ms

  





  

    		2025-04-16 23:12:18.583927

    		3.5 ms

  





  

    		2025-04-17 00:12:20.541625

    		0.1 ms

  





  

    		2025-04-17 01:12:22.939416

    		-3.8 ms

  





  

    		2025-04-17 02:12:25.061106

    		-3.2 ms

  





  

    		2025-04-17 03:12:27.936305

    		-5.0 ms

  





  

    		2025-04-17 04:12:30.583207

    		1.0 ms

  





  

    		2025-04-17 05:12:32.699479

    		-1.4 ms

  





  

    		2025-04-17 06:12:35.451335

    		-0.8 ms

  





  

    		2025-04-17 07:12:38.308989

    		0.8 ms

  





  

    		2025-04-17 08:12:40.288663

    		-1.2 ms

  





  

    		2025-04-17 09:12:43.217846

    		0.3 ms

  





  

    		2025-04-17 10:12:45.27443

    		0.8 ms

  





  

    		2025-04-17 11:12:46.806564

    		0.4 ms

  





  

    		2025-04-17 12:12:48.858907

    		0.9 ms

  





  

    		2025-04-17 13:12:50.852461

    		-1.6 ms

  





  

    		2025-04-17 14:12:53.282486

    		-0.4 ms

  





  

    		2025-04-17 15:12:55.961894

    		0.2 ms

  





  

    		2025-04-17 16:12:59.404358

    		-0.5 ms

  





  

    		2025-04-17 17:13:01.509385

    		-11.7 ms

  





  

    		2025-04-17 18:13:05.758568

    		-1.5 ms

  





  

    		2025-04-17 19:13:08.200559

    		1.6 ms

  





  

    		2025-04-17 20:13:10.178962

    		2.1 ms

  





  

    		2025-04-17 21:13:12.846833

    		0.6 ms

  





  

    		2025-04-17 22:13:15.286192

    		-1.9 ms

  





  

    		2025-04-17 23:13:17.700387

    		-2.4 ms

  





  

    		2025-04-18 00:13:19.793473

    		-0.8 ms

  





  

    		2025-04-18 01:13:21.990511

    		0.8 ms

  





  

    		2025-04-18 02:13:24.502805

    		-1.0 ms

  





  

    		2025-04-18 03:13:27.165656

    		1.9 ms

  





  

    		2025-04-18 04:13:29.442137

    		-0.2 ms

  





  

    		2025-04-18 05:13:32.039035

    		0.1 ms

  





  

    		2025-04-18 06:13:34.315249

    		2.2 ms

  





  

    		2025-04-18 07:13:37.183192

    		1.4 ms

  





  

    		2025-04-18 08:13:39.413755

    		-0.9 ms

  





  

    		2025-04-18 09:13:42.493371

    		2.6 ms

  





  

    		2025-04-18 10:13:44.418353

    		1.7 ms

  





  

    		2025-04-18 11:13:45.992133

    		1.9 ms

  





  

    		2025-04-18 12:13:47.599237

    		0.3 ms

  





  

    		2025-04-18 13:13:51.193354

    		-0.5 ms

  





  

    		2025-04-18 14:13:54.08781

    		2.4 ms

  





  

    		2025-04-18 15:13:57.151841

    		0.6 ms

  





  

    		2025-04-18 16:13:58.596764

    		-0.5 ms

  





  

    		2025-04-18 17:14:00.263005

    		-0.5 ms

  





  

    		2025-04-18 18:14:03.170611

    		-1.4 ms

  





  

    		2025-04-18 19:14:05.781128

    		-0.8 ms

  





  

    		2025-04-18 20:14:08.043102

    		2.2 ms

  





  

    		2025-04-18 21:14:10.678881

    		0.0 ms

  





  

    		2025-04-18 22:14:12.917162

    		0.8 ms

  





  

    		2025-04-18 23:14:15.224806

    		-2.6 ms

  





  

    		2025-04-19 00:14:17.911602

    		-1.9 ms

  





  

    		2025-04-19 01:14:20.943519

    		-0.2 ms

  





  

    		2025-04-19 02:14:23.658621

    		-1.7 ms

  





  

    		2025-04-19 03:14:26.096691

    		0.4 ms

  





  

    		2025-04-19 04:14:28.486989

    		-1.0 ms

  





  

    		2025-04-19 05:14:31.013506

    		-0.4 ms

  





  

    		2025-04-19 06:14:33.139223

    		1.7 ms

  





  

    		2025-04-19 07:14:35.911306

    		0.1 ms

  





  

    		2025-04-19 08:14:37.939107

    		2.4 ms

  





  

    		2025-04-19 09:14:39.629214

    		2.1 ms

  





  

    		2025-04-19 10:14:42.431163

    		-2.1 ms

  





  

    		2025-04-19 11:14:45.426864

    		-0.7 ms

  





  

    		2025-04-19 12:14:47.804419

    		1.8 ms

  





  

    		2025-04-19 13:14:49.653429

    		-0.4 ms

  





  

    		2025-04-19 14:14:51.821538

    		1.9 ms

  





  

    		2025-04-19 15:14:53.511294

    		-2.2 ms

  





  

    		2025-04-19 16:14:55.1085

    		2.1 ms

  





  

    		2025-04-19 17:14:58.010134

    		-0.7 ms

  





  

    		2025-04-19 18:14:59.591989

    		-0.6 ms

  





  

    		2025-04-19 19:15:01.530413

    		-0.6 ms

  





  

    		2025-04-19 20:15:04.516091

    		-0.4 ms

  





  

    		2025-04-19 21:15:07.070489

    		1.0 ms

  





  

    		2025-04-19 22:15:09.539668

    		-1.4 ms

  





  

    		2025-04-19 23:15:11.938499

    		-1.9 ms

  





  

    		2025-04-20 00:15:14.163852

    		0.8 ms

  





  

    		2025-04-20 01:15:16.016201

    		0.5 ms

  





  

    		2025-04-20 02:15:18.694601

    		-0.8 ms

  





  

    		2025-04-20 03:15:20.738925

    		1.5 ms

  





  

    		2025-04-20 04:15:22.791185

    		-0.9 ms

  





  

    		2025-04-20 05:15:25.255456

    		-0.9 ms

  





  

    		2025-04-20 06:15:27.80631

    		1.8 ms

  





  

    		2025-04-20 07:15:29.568822

    		1.4 ms

  





  

    		2025-04-20 08:15:32.196404

    		0.0 ms

  





  

    		2025-04-20 09:15:34.137021

    		-0.8 ms

  





  

    		2025-04-20 10:15:36.697044

    		-0.6 ms

  





  

    		2025-04-20 11:15:39.158827

    		1.1 ms

  





  

    		2025-04-20 12:15:41.63132

    		-0.8 ms

  





  

    		2025-04-20 13:15:43.657726

    		1.2 ms

  





  

    		2025-04-20 14:15:45.721412

    		-0.9 ms

  





  

    		2025-04-20 15:15:47.36816

    		-0.7 ms

  





  

    		2025-04-20 16:15:49.650531

    		-1.2 ms

  





  

    		2025-04-20 17:15:52.95878

    		2.2 ms

  





  

    		2025-04-20 18:15:55.210535

    		1.6 ms

  





  

    		2025-04-20 19:15:57.683755

    		-0.8 ms

  





  

    		2025-04-20 20:15:59.772721

    		-1.1 ms

  





  

    		2025-04-20 21:16:01.636074

    		-1.3 ms

  





  

    		2025-04-20 22:16:04.386396

    		-1.7 ms

  





  

    		2025-04-20 23:16:07.066728

    		0.2 ms

  





  

    		2025-04-21 00:16:09.499339

    		-1.7 ms

  





  

    		2025-04-21 01:16:12.105623

    		0.6 ms

  





  

    		2025-04-21 02:16:14.850117

    		-1.7 ms

  





  

    		2025-04-21 03:16:17.355486

    		-1.4 ms

  





  

    		2025-04-21 04:16:20.121665

    		-0.5 ms

  





  

    		2025-04-21 05:16:23.095036

    		-0.7 ms

  





  

    		2025-04-21 06:16:25.595487

    		1.3 ms

  





  

    		2025-04-21 07:16:28.130844

    		-0.3 ms

  





  

    		2025-04-21 08:16:31.510069

    		0.0 ms

  





  

    		2025-04-21 09:16:35.801687

    		1.2 ms

  





  

    		2025-04-21 10:16:37.256272

    		2.5 ms

  





  

    		2025-04-21 11:16:38.983004

    		1.3 ms

  





  

    		2025-04-21 12:16:41.488066

    		0.7 ms

  





  

    		2025-04-21 13:16:43.613782

    		0.4 ms

  





  

    		2025-04-21 14:16:46.37903

    		1.5 ms

  





  

    		2025-04-21 15:16:48.732304

    		-0.2 ms

  





  

    		2025-04-21 16:16:50.494986

    		1.8 ms

  





  

    		2025-04-21 17:16:52.313754

    		-1.0 ms

  





  

    		2025-04-21 18:16:54.270943

    		-0.8 ms

  





  

    		2025-04-21 19:16:56.314771

    		1.4 ms

  





  

    		2025-04-21 20:16:58.257865

    		0.7 ms

  





  

    		2025-04-21 21:17:00.213486

    		-1.9 ms

  





  

    		2025-04-21 22:17:02.545485

    		2.3 ms

  





  

    		2025-04-21 23:17:05.537721

    		-0.6 ms

  





  

    		2025-04-22 00:17:08.004872

    		1.3 ms

  





  

    		2025-04-22 01:17:10.587184

    		0.8 ms

  





  

    		2025-04-22 02:17:13.042059

    		0.8 ms

  





  

    		2025-04-22 03:17:15.767814

    		1.9 ms

  





  

    		2025-04-22 04:17:18.492947

    		2.5 ms

  





  

    		2025-04-22 05:17:21.151314

    		1.2 ms

  





  

    		2025-04-22 06:17:23.046193

    		0.0 ms

  





  

    		2025-04-22 07:17:25.504104

    		-0.1 ms

  





  

    		2025-04-22 08:17:26.969937

    		1.8 ms

  





  

    		2025-04-22 09:17:29.12228

    		0.0 ms

  





  

    		2025-04-22 10:17:30.94269

    		4.3 ms

  





  

    		2025-04-22 11:17:33.544961

    		-2.1 ms

  





  

    		2025-04-22 12:17:35.286754

    		-0.9 ms

  





  

    		2025-04-22 13:17:36.854711

    		1.2 ms

  





  

    		2025-04-22 14:17:38.807073

    		-1.5 ms

  





  

    		2025-04-22 15:17:40.350661

    		-0.6 ms

  





  

    		2025-04-22 16:17:43.377639

    		-1.0 ms

  





  

    		2025-04-22 17:17:45.508013

    		1.2 ms

  





  

    		2025-04-22 18:17:47.605398

    		-0.1 ms

  





  

    		2025-04-22 19:17:49.337169

    		-1.5 ms

  





  

    		2025-04-22 20:17:52.693811

    		-1.3 ms

  





  

    		2025-04-22 21:17:55.22284

    		-0.6 ms

  





  

    		2025-04-22 22:17:56.967296

    		0.9 ms

  





  

    		2025-04-22 23:17:59.338508

    		-2.1 ms

  





  

    		2025-04-23 00:18:01.277865

    		-0.7 ms

  





  

    		2025-04-23 01:18:03.262188

    		-0.7 ms

  





  

    		2025-04-23 02:18:05.457813

    		-1.1 ms

  





  

    		2025-04-23 03:18:08.197536

    		-1.4 ms

  





  

    		2025-04-23 04:18:10.14116

    		-0.7 ms

  





  

    		2025-04-23 05:18:11.730069

    		1.8 ms

  





  

    		2025-04-23 06:18:15.853917

    		0.8 ms

  





  

    		2025-04-23 07:18:18.47254

    		-0.6 ms

  





  

    		2025-04-23 08:18:21.114239

    		2.3 ms

  





  

    		2025-04-23 09:18:23.705909

    		0.7 ms

  





  

    		2025-04-23 10:18:25.619466

    		1.4 ms

  





  

    		2025-04-23 11:18:27.850895

    		0.4 ms

  





  

    		2025-04-23 12:18:29.765023

    		0.2 ms

  





  

    		2025-04-23 13:18:31.636801

    		1.5 ms

  





  

    		2025-04-23 14:18:33.381025

    		1.3 ms

  





  

    		2025-04-23 15:18:35.75685

    		-0.4 ms

  





  

    		2025-04-23 16:18:37.532269

    		1.7 ms

  





  

    		2025-04-23 17:18:39.997693

    		-0.8 ms

  





  

    		2025-04-23 18:18:43.296888

    		0.2 ms

  





  

    		2025-04-23 19:18:46.067245

    		-4.5 ms

  





  

    		2025-04-23 20:18:48.861022

    		-3.0 ms

  





  

    		2025-04-23 21:18:50.99071

    		-2.2 ms

  





  

    		2025-04-23 22:18:53.452078

    		1.0 ms

  





  

    		2025-04-23 23:18:55.96054

    		4.2 ms

  





  

    		2025-04-24 00:18:58.53055

    		-0.5 ms

  





  

    		2025-04-24 01:19:00.8267

    		-2.7 ms

  





  

    		2025-04-24 02:19:02.559117

    		0.2 ms

  





  

    		2025-04-24 03:19:04.477593

    		-1.5 ms

  





  

    		2025-04-24 04:19:06.7463

    		-0.7 ms

  





  

    		2025-04-24 05:19:08.934259

    		-0.1 ms

  





  

    		2025-04-24 06:19:10.883061

    		0.2 ms

  





  

    		2025-04-24 07:19:12.872591

    		-0.5 ms

  





  

    		2025-04-24 08:19:15.064958

    		1.5 ms

  





  

    		2025-04-24 09:19:17.054098

    		-1.8 ms

  





  

    		2025-04-24 10:19:19.673128

    		-4.2 ms

  





  

    		2025-04-24 11:19:21.306489

    		-0.7 ms

  





  

    		2025-04-24 12:19:23.909996

    		-0.4 ms

  





  

    		2025-04-24 13:19:26.465052

    		-2.1 ms

  





  

    		2025-04-24 14:19:28.259198

    		-3.1 ms

  





  

    		2025-04-24 15:19:30.20677

    		-0.7 ms

  





  

    		2025-04-24 16:19:33.112759

    		1.8 ms

  





  

    		2025-04-24 17:19:36.381198

    		-94.9 ms

  





  

    		2025-04-24 18:19:40.345877

    		-5.3 ms

  





  

    		2025-04-24 19:19:42.254557

    		-2.4 ms

  





  

    		2025-04-24 20:19:44.76131

    		-3.4 ms

  





  

    		2025-04-24 21:19:46.868582

    		-4.1 ms

  





  

    		2025-04-24 22:19:49.072282

    		-4.9 ms

  





  

    		2025-04-24 23:19:51.554588

    		-2.4 ms

  





  

    		2025-04-25 00:19:54.063167

    		-2.0 ms

  





  

    		2025-04-25 01:19:55.916022

    		2.2 ms

  





  

    		2025-04-25 02:19:57.73582

    		0.4 ms

  





  

    		2025-04-25 03:20:00.149806

    		-1.3 ms

  





  

    		2025-04-25 04:20:02.000834

    		0.0 ms

  





  

    		2025-04-25 05:20:04.101227

    		0.9 ms

  





  

    		2025-04-25 06:20:06.975351

    		-0.6 ms

  





  

    		2025-04-25 07:20:10.337664

    		0.1 ms

  





  

    		2025-04-25 08:20:12.816758

    		0.2 ms

  





  

    		2025-04-25 09:20:15.121214

    		2.2 ms

  





  

    		2025-04-25 10:20:17.169337

    		6.7 ms

  





  

    		2025-04-25 11:20:19.905484

    		-0.1 ms

  





  

    		2025-04-25 12:20:21.426255

    		2.1 ms

  





  

    		2025-04-25 13:20:23.569273

    		-1.3 ms

  





  

    		2025-04-25 14:20:25.338635

    		-0.1 ms

  





  

    		2025-04-25 15:20:26.890609

    		0.7 ms

  





  

    		2025-04-25 16:20:28.943255

    		2.5 ms

  





  

    		2025-04-25 17:20:31.712208

    		-1.4 ms

  





  

    		2025-04-25 18:20:33.25674

    		-0.5 ms

  





  

    		2025-04-25 19:20:35.220198

    		-0.5 ms

  





  

    		2025-04-25 20:20:37.202996

    		0.1 ms

  





  

    		2025-04-25 21:20:38.844465

    		-2.9 ms

  





  

    		2025-04-25 22:20:40.585353

    		-1.5 ms

  





  

    		2025-04-25 23:20:42.712782

    		0.8 ms

  





  

    		2025-04-26 00:20:44.660316

    		1.1 ms

  





  

    		2025-04-26 01:20:47.060165

    		-0.5 ms

  





  

    		2025-04-26 02:20:49.073179

    		-2.1 ms

  





  

    		2025-04-26 03:20:51.272671

    		1.0 ms

  





  

    		2025-04-26 04:20:53.280299

    		-1.6 ms

  





  

    		2025-04-26 05:20:55.740326

    		-1.0 ms

  





  

    		2025-04-26 06:20:57.766704

    		-1.1 ms

  





  

    		2025-04-26 07:21:01.690661

    		-1.4 ms

  





  

    		2025-04-26 08:21:03.359997

    		2.1 ms

  





  

    		2025-04-26 09:21:05.524976

    		-0.8 ms

  





  

    		2025-04-26 10:21:07.130456

    		6.1 ms

  





  

    		2025-04-26 11:21:08.919206

    		-0.3 ms

  





  

    		2025-04-26 12:21:11.62853

    		0.7 ms

  





  

    		2025-04-26 13:21:13.933376

    		-0.7 ms

  





  

    		2025-04-26 14:21:15.426936

    		-1.7 ms

  





  

    		2025-04-26 15:21:17.206052

    		2.0 ms

  





  

    		2025-04-26 16:21:19.473483

    		-0.2 ms

  





  

    		2025-04-26 17:21:21.665398

    		-0.6 ms

  





  

    		2025-04-26 18:21:23.920062

    		-0.1 ms

  





  

    		2025-04-26 19:21:25.684449

    		2.0 ms

  





  

    		2025-04-26 20:21:28.048598

    		0.8 ms

  





  

    		2025-04-26 21:21:30.840824

    		1.9 ms

  





  

    		2025-04-26 22:21:33.354924

    		1.3 ms

  





  

    		2025-04-26 23:21:35.69964

    		2.0 ms

  





  

    		2025-04-27 00:21:38.09903

    		-0.4 ms

  





  

    		2025-04-27 01:21:40.124128

    		1.0 ms

  





  

    		2025-04-27 02:21:42.144002

    		-1.2 ms

  





  

    		2025-04-27 03:21:44.407469

    		-4.0 ms

  





  

    		2025-04-27 04:21:46.801267

    		-2.2 ms

  





  

    		2025-04-27 05:21:49.017801

    		0.3 ms

  





  

    		2025-04-27 06:21:50.927279

    		2.9 ms

  





  

    		2025-04-27 07:21:54.258167

    		4.5 ms

  





  

    		2025-04-27 08:21:56.81057

    		2.1 ms

  





  

    		2025-04-27 09:21:59.029891

    		0.7 ms

  





  

    		2025-04-27 10:22:00.460428

    		-1.0 ms

  





  

    		2025-04-27 11:22:01.985654

    		-1.0 ms

  





  

    		2025-04-27 12:22:04.629002

    		2.0 ms

  





  

    		2025-04-27 13:22:06.246207

    		1.7 ms

  





  

    		2025-04-27 14:22:09.1742

    		1.9 ms

  





  

    		2025-04-27 15:22:11.992025

    		1.1 ms

  





  

    		2025-04-27 16:22:13.509151

    		-1.9 ms

  





  

    		2025-04-27 17:22:15.850696

    		2.5 ms

  





  

    		2025-04-27 18:22:18.759272

    		1.9 ms

  





  

    		2025-04-27 19:22:20.795624

    		-0.3 ms

  





  

    		2025-04-27 20:22:23.65804

    		1.5 ms

  





  

    		2025-04-27 21:22:26.700401

    		-1.3 ms

  





  

    		2025-04-27 22:22:28.736849

    		-0.5 ms

  





  

    		2025-04-27 23:22:31.142024

    		1.6 ms

  





  

    		2025-04-28 00:22:33.347057

    		-1.5 ms

  





  

    		2025-04-28 01:22:35.418497

    		-0.6 ms

  





  

    		2025-04-28 02:22:37.908431

    		-1.2 ms

  





  

    		2025-04-28 03:22:40.020237

    		1.3 ms

  





  

    		2025-04-28 04:22:41.97198

    		-0.6 ms

  





  

    		2025-04-28 05:22:44.165214

    		1.2 ms

  





  

    		2025-04-28 06:22:47.296713

    		2.7 ms

  





  

    		2025-04-28 07:22:48.878906

    		-0.1 ms

  





  

    		2025-04-28 08:22:50.758064

    		0.5 ms

  





  

    		2025-04-28 09:22:52.325817

    		-0.1 ms

  





  

    		2025-04-28 10:22:53.965749

    		4.3 ms

  





  

    		2025-04-28 11:22:56.031006

    		0.4 ms

  





  

    		2025-04-28 12:22:59.095174

    		0.8 ms

  





  

    		2025-04-28 13:23:00.790898

    		0.2 ms

  





  

    		2025-04-28 14:23:03.48938

    		1.9 ms

  





  

    		2025-04-28 15:23:05.985599

    		0.8 ms

  





  

    		2025-04-28 16:23:07.630074

    		1.9 ms

  





  

    		2025-04-28 17:23:09.567345

    		1.4 ms

  





  

    		2025-04-28 18:23:11.662361

    		-1.7 ms

  





  

    		2025-04-28 19:23:13.596142

    		1.2 ms

  





  

    		2025-04-28 20:23:15.523134

    		-3.5 ms

  





  

    		2025-04-28 21:23:17.69803

    		-1.3 ms

  





  

    		2025-04-28 22:23:19.730109

    		-1.7 ms

  





  

    		2025-04-28 23:23:22.489422

    		0.0 ms

  





  

    		2025-04-29 00:23:24.789188

    		-2.2 ms

  





  

    		2025-04-29 01:23:26.879769

    		-1.4 ms

  





  

    		2025-04-29 02:23:29.059

    		-0.9 ms

  





  

    		2025-04-29 03:23:31.146876

    		-0.8 ms

  





  

    		2025-04-29 04:23:33.178564

    		1.2 ms

  





  

    		2025-04-29 05:23:35.708227

    		-1.0 ms

  





  

    		2025-04-29 06:23:38.476593

    		-0.9 ms

  





  

    		2025-04-29 07:23:40.026303

    		10.7 ms

  





  

    		2025-04-29 08:23:42.034006

    		-0.2 ms

  





  

    		2025-04-29 09:23:44.181822

    		-1.8 ms

  





  

    		2025-04-29 10:23:46.27446

    		3.4 ms

  





  

    		2025-04-29 11:23:48.586004

    		0.0 ms

  





  

    		2025-04-29 12:23:50.266728

    		0.7 ms

  





  

    		2025-04-29 13:23:53.504757

    		0.3 ms

  





  

    		2025-04-29 14:23:55.618755

    		-1.7 ms

  





  

    		2025-04-29 15:23:57.60404

    		-1.4 ms

  





  

    		2025-04-29 16:23:59.318733

    		-1.3 ms

  





  

    		2025-04-29 17:24:01.325546

    		0.2 ms

  





  

    		2025-04-29 18:24:03.084823

    		1.8 ms

  





  

    		2025-04-29 19:24:05.841937

    		-0.8 ms

  





  

    		2025-04-29 20:24:08.721257

    		-1.9 ms

  





  

    		2025-04-29 21:24:12.339311

    		-2.7 ms

  





  

    		2025-04-29 22:24:14.632106

    		0.4 ms

  





  

    		2025-04-29 23:24:17.476314

    		2.2 ms

  





  

    		2025-04-30 00:24:19.827303

    		-1.0 ms

  





  

    		2025-04-30 01:24:21.892582

    		0.0 ms

  





  

    		2025-04-30 02:24:24.351696

    		1.8 ms

  





  

    		2025-04-30 03:24:27.120565

    		-1.1 ms

  





  

    		2025-04-30 04:24:29.161841

    		1.5 ms

  





  

    		2025-04-30 05:24:32.102406

    		2.5 ms

  





  

    		2025-04-30 06:24:33.752651

    		-0.7 ms

  





  

    		2025-04-30 07:24:35.807761

    		0.8 ms

  





  

    		2025-04-30 08:24:37.499151

    		1.2 ms

  





  

    		2025-04-30 09:24:39.330462

    		0.1 ms

  





  

    		2025-04-30 10:24:41.375306

    		3.6 ms

  





  

    		2025-04-30 11:24:43.608115

    		1.2 ms

  





  

    		2025-04-30 12:24:45.906861

    		-0.3 ms

  





  

    		2025-04-30 13:24:47.64731

    		0.5 ms

  





  

    		2025-04-30 14:24:50.442865

    		-0.3 ms

  





  

    		2025-04-30 15:24:52.291495

    		2.6 ms

  





  

    		2025-04-30 16:24:54.846981

    		0.7 ms

  





  

    		2025-04-30 17:24:57.650385

    		-0.1 ms

  





  

    		2025-04-30 18:25:00.522816

    		-0.6 ms

  





  

    		2025-04-30 19:25:02.426749

    		-0.6 ms

  





  

    		2025-04-30 20:25:04.401421

    		-0.8 ms

  





  

    		2025-04-30 21:25:06.246885

    		-1.3 ms

  





  

    		2025-04-30 22:25:08.429653

    		1.6 ms

  





  

    		2025-04-30 23:25:10.434591

    		-0.5 ms

  





  

    		2025-05-01 00:25:12.212315

    		-1.3 ms

  





  

    		2025-05-01 01:25:14.197971

    		-1.1 ms

  





  

    		2025-05-01 02:25:16.206005

    		-1.1 ms

  





  

    		2025-05-01 03:25:18.209061

    		-1.1 ms

  





  

    		2025-05-01 04:25:20.069591

    		-0.8 ms

  





  

    		2025-05-01 05:25:22.126667

    		-0.7 ms

  





  

    		2025-05-01 06:25:24.013218

    		2.2 ms

  





  

    		2025-05-01 07:25:25.683965

    		0.4 ms

  





  

    		2025-05-01 08:25:28.373178

    		1.8 ms

  





  

    		2025-05-01 09:25:31.026208

    		1.2 ms

  





  

    		2025-05-01 10:25:32.568893

    		3.6 ms

  





  

    		2025-05-01 11:25:34.744428

    		2.2 ms

  





  

    		2025-05-01 12:25:36.236866

    		0.8 ms

  





  

    		2025-05-01 13:25:37.721635

    		-0.5 ms

  





  

    		2025-05-01 14:25:39.357551

    		-0.4 ms

  





  

    		2025-05-01 15:25:42.107711

    		0.0 ms

  





  

    		2025-05-01 16:25:43.762486

    		-0.8 ms

  





  

    		2025-05-01 17:25:46.834955

    		-0.3 ms

  





  

    		2025-05-01 18:25:48.991835

    		-1.4 ms

  





  

    		2025-05-01 19:25:50.838897

    		-1.4 ms

  





  

    		2025-05-01 20:25:53.046398

    		-0.5 ms

  





  

    		2025-05-01 21:25:55.248985

    		2.1 ms

  





  

    		2025-05-01 22:25:56.848843

    		2.6 ms

  





  

    		2025-05-01 23:25:59.24132

    		2.0 ms

  





  

    		2025-05-02 00:26:01.635486

    		-2.4 ms

  





  

    		2025-05-02 01:26:03.529938

    		-1.8 ms

  





  

    		2025-05-02 02:26:05.456227

    		-2.0 ms

  





  

    		2025-05-02 03:26:07.910482

    		0.2 ms

  





  

    		2025-05-02 04:26:09.673483

    		-2.6 ms

  





  

    		2025-05-02 05:26:11.960941

    		-1.3 ms

  





  

    		2025-05-02 06:26:15.227426

    		1.3 ms

  





  

    		2025-05-02 07:26:18.271562

    		-0.5 ms

  





  

    		2025-05-02 08:26:21.058032

    		0.0 ms

  





  

    		2025-05-02 09:26:23.44819

    		2.4 ms

  





  

    		2025-05-02 10:26:26.489037

    		1.2 ms

  





  

    		2025-05-02 11:26:28.254528

    		-1.3 ms

  





  

    		2025-05-02 12:26:29.99633

    		-0.4 ms

  





  

    		2025-05-02 13:26:32.026264

    		3.1 ms

  





  

    		2025-05-02 14:26:34.153545

    		-0.4 ms

  





  

    		2025-05-02 15:26:36.929153

    		0.4 ms

  





  

    		2025-05-02 16:26:40.013655

    		1.3 ms

  





  

    		2025-05-02 17:26:42.139155

    		2.0 ms

  





  

    		2025-05-02 18:26:44.681411

    		1.4 ms

  





  

    		2025-05-02 19:26:46.665487

    		-0.7 ms

  





  

    		2025-05-02 20:26:48.452241

    		0.3 ms

  





  

    		2025-05-02 21:26:50.552971

    		-1.5 ms

  





  

    		2025-05-02 22:26:52.339145

    		0.0 ms

  





  

    		2025-05-02 23:26:54.064509

    		0.5 ms

  





  

    		2025-05-03 00:26:55.920974

    		-6.2 ms

  





  

    		2025-05-03 01:26:58.970538

    		-0.8 ms

  





  

    		2025-05-03 02:27:01.107115

    		1.5 ms

  





  

    		2025-05-03 03:27:03.168547

    		1.4 ms

  





  

    		2025-05-03 04:27:05.171721

    		1.1 ms

  





  

    		2025-05-03 05:27:06.944076

    		-0.6 ms

  





  

    		2025-05-03 06:27:08.890088

    		-0.9 ms

  





  

    		2025-05-03 07:27:11.341835

    		1.7 ms

  





  

    		2025-05-03 08:27:13.699685

    		-0.6 ms

  





  

    		2025-05-03 09:27:15.261397

    		1.9 ms

  





  

    		2025-05-03 10:27:16.896024

    		1.3 ms

  





  

    		2025-05-03 11:27:18.456795

    		3.2 ms

  





  

    		2025-05-03 12:27:20.003047

    		1.2 ms

  





  

    		2025-05-03 13:27:21.653759

    		1.4 ms

  





  

    		2025-05-03 14:27:23.181483

    		-1.1 ms

  





  

    		2025-05-03 15:27:25.361738

    		-0.7 ms

  





  

    		2025-05-03 16:27:27.924034

    		-1.7 ms

  





  

    		2025-05-03 17:27:30.334648

    		-1.5 ms

  





  

    		2025-05-03 18:27:31.859138

    		1.2 ms

  





  

    		2025-05-03 19:27:34.179716

    		-0.3 ms

  





  

    		2025-05-03 20:27:36.677155

    		-0.3 ms

  





  

    		2025-05-03 21:27:38.985592

    		0.4 ms

  





  

    		2025-05-03 22:27:41.474847

    		-3.5 ms

  





  

    		2025-05-03 23:27:43.916667

    		-3.4 ms

  





  

    		2025-05-04 00:27:45.9133

    		-1.4 ms

  





  

    		2025-05-04 01:27:47.680681

    		-0.7 ms

  





  

    		2025-05-04 02:27:49.525207

    		-0.7 ms

  





  

    		2025-05-04 03:27:51.622471

    		2.1 ms

  





  

    		2025-05-04 04:27:53.43646

    		2.8 ms

  





  

    		2025-05-04 05:27:55.164325

    		-0.4 ms

  





  

    		2025-05-04 06:27:57.124875

    		-0.7 ms

  





  

    		2025-05-04 07:27:59.454996

    		-0.1 ms

  





  

    		2025-05-04 08:28:02.149308

    		0.4 ms

  





  

    		2025-05-04 09:28:05.512394

    		2.2 ms

  





  

    		2025-05-04 10:28:07.531356

    		-1.6 ms

  





  

    		2025-05-04 11:28:09.28575

    		1.3 ms

  





  

    		2025-05-04 12:28:10.894857

    		-0.9 ms

  





  

    		2025-05-04 13:28:12.734863

    		-1.5 ms

  





  

    		2025-05-04 14:28:14.84866

    		1.0 ms

  





  

    		2025-05-04 15:28:16.901107

    		0.3 ms

  





  

    		2025-05-04 16:28:18.451015

    		-1.2 ms

  





  

    		2025-05-04 17:28:19.874456

    		-1.3 ms

  





  

    		2025-05-04 18:28:22.593778

    		-1.7 ms

  





  

    		2025-05-04 19:28:24.244512

    		1.4 ms

  





  

    		2025-05-04 20:28:26.977277

    		2.4 ms

  





  

    		2025-05-04 21:28:29.791201

    		0.0 ms

  





  

    		2025-05-04 22:28:32.311202

    		-1.6 ms

  





  

    		2025-05-04 23:28:34.93243

    		-0.8 ms

  





  

    		2025-05-05 00:28:36.97798

    		-2.8 ms

  





  

    		2025-05-05 01:28:40.372688

    		-1.5 ms

  





  

    		2025-05-05 02:28:42.825104

    		-0.9 ms

  





  

    		2025-05-05 03:28:45.228151

    		0.7 ms

  





  

    		2025-05-05 04:28:47.142394

    		0.7 ms

  





  

    		2025-05-05 05:28:49.642589

    		0.5 ms

  





  

    		2025-05-05 06:28:52.393626

    		1.0 ms

  





  

    		2025-05-05 07:28:54.94349

    		0.8 ms

  





  

    		2025-05-05 08:28:56.90916

    		0.4 ms

  





  

    		2025-05-05 09:28:59.25214

    		-0.6 ms

  





  

    		2025-05-05 10:29:00.856483

    		2.2 ms

  





  

    		2025-05-05 11:29:02.442292

    		-0.6 ms

  





  

    		2025-05-05 12:29:04.210811

    		1.0 ms

  





  

    		2025-05-05 13:29:06.623858

    		2.2 ms

  





  

    		2025-05-05 14:29:09.350268

    		1.7 ms

  





  

    		2025-05-05 15:29:11.011818

    		2.4 ms

  





  

    		2025-05-05 16:29:12.708175

    		-0.6 ms

  





  

    		2025-05-05 17:29:14.334862

    		1.5 ms

  





  

    		2025-05-05 18:29:16.467533

    		-0.5 ms

  





  

    		2025-05-05 19:29:18.787342

    		1.5 ms

  





  

    		2025-05-05 20:29:20.487063

    		-1.1 ms

  





  

    		2025-05-05 21:29:22.577738

    		-1.5 ms

  





  

    		2025-05-05 22:29:24.913193

    		-1.1 ms

  





  

    		2025-05-05 23:29:26.724343

    		-1.3 ms

  





  

    		2025-05-06 00:29:28.559417

    		0.4 ms

  





  

    		2025-05-06 01:29:30.208528

    		1.3 ms

  





  

    		2025-05-06 02:29:31.995433

    		-2.5 ms

  





  

    		2025-05-06 03:29:34.063675

    		-0.2 ms

  





  

    		2025-05-06 04:29:35.903035

    		2.6 ms

  





  

    		2025-05-06 05:29:38.211821

    		0.3 ms

  





  

    		2025-05-06 06:29:40.618886

    		0.7 ms

  





  

    		2025-05-06 07:29:42.740308

    		2.1 ms

  





  

    		2025-05-06 08:29:44.456394

    		3.0 ms

  





  

    		2025-05-06 09:29:46.00371

    		-1.0 ms

  





  

    		2025-05-06 10:29:47.46668

    		-1.4 ms

  





  

    		2025-05-06 11:29:50.184178

    		0.1 ms

  





  

    		2025-05-06 12:29:52.821496

    		2.0 ms

  





  

    		2025-05-06 13:29:55.039929

    		2.6 ms

  





  

    		2025-05-06 14:29:56.634235

    		-0.9 ms

  





  

    		2025-05-06 15:29:58.402556

    		0.8 ms

  





  

    		2025-05-06 16:30:00.003513

    		-0.7 ms

  





  

    		2025-05-06 17:30:01.841267

    		4.4 ms

  





  

    		2025-05-06 18:30:04.618918

    		5.5 ms

  





  

    		2025-05-06 19:30:06.653374

    		3.2 ms

  





  

    		2025-05-06 20:30:12.560516

    		-0.5 ms

  





  

    		2025-05-06 21:30:14.640496

    		-2.7 ms

  





  

    		2025-05-06 22:30:16.59015

    		-5.2 ms

  





  

    		2025-05-06 23:30:18.396952

    		-1.2 ms

  





  

    		2025-05-07 00:30:20.029935

    		-5.1 ms

  





  

    		2025-05-07 01:30:21.718479

    		-6.6 ms

  





  

    		2025-05-07 02:30:23.545153

    		1.1 ms

  





  

    		2025-05-07 03:30:25.296503

    		0.4 ms

  





  

    		2025-05-07 04:30:26.74293

    		0.3 ms

  





  

    		2025-05-07 05:30:28.861676

    		-3.4 ms

  





  

    		2025-05-07 06:30:30.893605

    		-0.3 ms

  





  

    		2025-05-07 07:30:33.043069

    		1.3 ms

  





  

    		2025-05-07 08:30:34.663317

    		6.5 ms

  





  

    		2025-05-07 09:30:36.303985

    		-0.5 ms

  





  

    		2025-05-07 10:30:37.904993

    		-0.7 ms

  





  

    		2025-05-07 11:30:40.991708

    		-1.9 ms

  





  

    		2025-05-07 12:30:43.134783

    		-1.1 ms

  





  

    		2025-05-07 13:30:44.83813

    		1.1 ms

  





  

    		2025-05-07 14:30:46.643295

    		0.7 ms

  





  

    		2025-05-07 15:30:48.57361

    		1.4 ms

  





  

    		2025-05-07 16:30:50.993372

    		1.3 ms

  





  

    		2025-05-07 17:30:52.826019

    		0.1 ms

  





  

    		2025-05-07 18:30:55.890665

    		1.2 ms

  





  

    		2025-05-07 19:30:58.644891

    		-0.7 ms

  





  

    		2025-05-07 20:31:01.071179

    		1.6 ms

  





  

    		2025-05-07 21:31:02.986474

    		-1.0 ms

  





  

    		2025-05-07 22:31:04.839448

    		1.4 ms

  





  

    		2025-05-07 23:31:06.601907

    		-1.6 ms

  





  

    		2025-05-08 00:31:08.156276

    		-2.2 ms

  





  

    		2025-05-08 01:31:09.747817

    		-1.9 ms

  





  

    		2025-05-08 02:31:11.522495

    		-2.6 ms

  





  

    		2025-05-08 03:31:13.260679

    		-2.0 ms

  





  

    		2025-05-08 04:31:14.988119

    		2.3 ms

  





  

    		2025-05-08 05:31:17.054302

    		1.4 ms

  





  

    		2025-05-08 06:31:19.435828

    		0.7 ms

  





  

    		2025-05-08 07:31:21.284416

    		2.1 ms

  





  

    		2025-05-08 08:31:23.258422

    		0.5 ms

  





  

    		2025-05-08 09:31:24.983343

    		0.5 ms

  





  

    		2025-05-08 10:31:26.951215

    		2.0 ms

  





  

    		2025-05-08 11:31:29.160466

    		2.5 ms

  





  

    		2025-05-08 12:31:31.13973

    		-1.1 ms

  





  

    		2025-05-08 13:31:34.268556

    		2.3 ms

  





  

    		2025-05-08 14:31:37.266175

    		-0.7 ms

  





  

    		2025-05-08 15:31:38.926309

    		2.0 ms

  





  

    		2025-05-08 16:31:40.952714

    		-1.3 ms

  





  

    		2025-05-08 17:31:43.888931

    		-4.4 ms

  





  

    		2025-05-08 18:31:46.259622

    		-2.5 ms

  





  

    		2025-05-08 19:31:48.594062

    		-2.9 ms

  





  

    		2025-05-08 20:31:50.496559

    		0.4 ms

  





  

    		2025-05-08 21:31:52.217396

    		0.7 ms

  





  

    		2025-05-08 22:31:54.199606

    		-0.2 ms

  





  

    		2025-05-08 23:31:56.435278

    		-1.1 ms

  





  

    		2025-05-09 00:31:58.07317

    		-0.3 ms

  





  

    		2025-05-09 01:31:59.813068

    		1.5 ms

  





  

    		2025-05-09 02:32:01.654354

    		-0.9 ms

  





  

    		2025-05-09 03:32:03.801054

    		-1.1 ms

  





  

    		2025-05-09 04:32:05.730422

    		0.9 ms

  





  

    		2025-05-09 05:32:07.436205

    		-1.3 ms

  





  

    		2025-05-09 06:32:09.653933

    		1.8 ms

  





  

    		2025-05-09 07:32:12.188695

    		2.0 ms

  





  

    		2025-05-09 08:32:14.696429

    		1.0 ms

  





  

    		2025-05-09 09:32:16.531838

    		2.9 ms

  





  

    		2025-05-09 10:32:18.707822

    		1.9 ms

  





  

    		2025-05-09 11:32:21.205298

    		3.1 ms

  





  

    		2025-05-09 12:32:23.036316

    		3.0 ms

  





  

    		2025-05-09 13:32:24.647074

    		0.3 ms

  





  

    		2025-05-09 14:32:26.357851

    		-0.8 ms

  





  

    		2025-05-09 15:32:28.987887

    		-2.0 ms

  





  

    		2025-05-09 16:32:31.173042

    		0.3 ms

  





  

    		2025-05-09 17:32:32.91631

    		0.9 ms

  





  

    		2025-05-09 18:32:34.563904

    		-1.9 ms

  





  

    		2025-05-09 19:32:36.11708

    		-2.0 ms

  





  

    		2025-05-09 20:32:38.961217

    		0.5 ms

  





  

    		2025-05-09 21:32:40.636514

    		-2.4 ms

  





  

    		2025-05-09 22:32:42.34811

    		-4.5 ms

  





  

    		2025-05-09 23:32:44.059819

    		-4.1 ms

  





  

    		2025-05-10 00:32:45.789741

    		-1.3 ms

  





  

    		2025-05-10 01:32:47.331337

    		-1.9 ms

  





  

    		2025-05-10 02:32:48.9425

    		-1.9 ms

  





  

    		2025-05-10 03:32:50.669949

    		-2.4 ms

  





  

    		2025-05-10 04:32:52.342613

    		1.2 ms

  





  

    		2025-05-10 05:32:53.878314

    		1.4 ms

  





  

    		2025-05-10 06:32:55.701306

    		1.9 ms

  





  

    		2025-05-10 07:32:58.078084

    		1.6 ms

  





  

    		2025-05-10 08:32:59.565487

    		1.8 ms

  





  

    		2025-05-10 09:33:01.426149

    		1.7 ms

  





  

    		2025-05-10 10:33:03.597013

    		-1.2 ms

  





  

    		2025-05-10 11:33:05.600552

    		0.9 ms

  





  

    		2025-05-10 12:33:07.40334

    		-0.6 ms

  





  

    		2025-05-10 13:33:10.001704

    		0.7 ms

  





  

    		2025-05-10 14:33:11.751442

    		0.0 ms

  





  

    		2025-05-10 15:33:13.590951

    		1.8 ms

  





  

    		2025-05-10 16:33:15.133775

    		-1.4 ms

  





  

    		2025-05-10 17:33:16.673288

    		0.0 ms

  





  

    		2025-05-10 18:33:18.68405

    		0.6 ms

  





  

    		2025-05-10 19:33:20.956415

    		-1.4 ms

  





  

    		2025-05-10 20:33:22.64946

    		-1.3 ms

  





  

    		2025-05-10 21:33:24.313622

    		-4.5 ms

  





  

    		2025-05-10 22:33:25.990227

    		-5.9 ms

  





  

    		2025-05-10 23:33:27.6121

    		-8.5 ms

  





  

    		2025-05-11 00:33:29.880444

    		2.4 ms

  





  

    		2025-05-11 01:33:31.754148

    		4.4 ms

  





  

    		2025-05-11 02:33:33.571039

    		-1.3 ms

  





  

    		2025-05-11 03:33:35.927129

    		0.7 ms

  





  

    		2025-05-11 04:33:37.710699

    		-1.2 ms

  





  

    		2025-05-11 05:33:39.687467

    		-3.5 ms

  





  

    		2025-05-11 06:33:41.715046

    		-1.6 ms

  





  

    		2025-05-11 07:33:43.592099

    		0.8 ms

  





  

    		2025-05-11 08:33:46.042905

    		3.8 ms

  





  

    		2025-05-11 09:33:47.729462

    		1.1 ms

  





  

    		2025-05-11 10:33:50.758961

    		1.2 ms

  





  

    		2025-05-11 11:33:52.763464

    		-1.6 ms

  





  

    		2025-05-11 12:33:55.013975

    		-0.6 ms

  





  

    		2025-05-11 13:33:56.735418

    		0.8 ms

  





  

    		2025-05-11 14:33:59.448014

    		-0.1 ms

  





  

    		2025-05-11 15:34:01.91036

    		0.3 ms

  





  

    		2025-05-11 16:34:03.977933

    		0.2 ms

  





  

    		2025-05-11 17:34:05.839189

    		-0.9 ms

  





  

    		2025-05-11 18:34:07.653498

    		-1.5 ms

  





  

    		2025-05-11 19:34:09.309319

    		-1.2 ms

  





  

    		2025-05-11 20:34:11.191404

    		-2.5 ms

  





  

    		2025-05-11 21:34:13.242931

    		1.0 ms

  





  

    		2025-05-11 22:34:15.087986

    		-1.0 ms

  





  

    		2025-05-11 23:34:17.425981

    		-1.6 ms

  





  

    		2025-05-12 00:34:19.728758

    		0.3 ms

  





  

    		2025-05-12 01:34:21.734038

    		0.5 ms

  





  

    		2025-05-12 02:34:23.889868

    		-7.8 ms

  





  

    		2025-05-12 03:34:26.029957

    		-5.1 ms

  





  

    		2025-05-12 04:34:28.305795

    		-0.8 ms

  





  

    		2025-05-12 05:34:30.221528

    		0.3 ms

  





  

    		2025-05-12 06:34:31.853435

    		-2.5 ms

  





  

    		2025-05-12 07:34:34.633102

    		1.6 ms

  





  

    		2025-05-12 08:34:36.683208

    		2.3 ms

  





  

    		2025-05-12 09:34:38.69496

    		1.8 ms

  





  

    		2025-05-12 10:34:40.41535

    		-1.0 ms

  





  

    		2025-05-12 11:34:42.795312

    		2.6 ms

  





  

    		2025-05-12 12:34:44.606501

    		1.5 ms

  





  

    		2025-05-12 13:34:46.309995

    		-1.0 ms

  





  

    		2025-05-12 14:34:49.459396

    		0.4 ms

  





  

    		2025-05-12 15:34:51.254473

    		2.8 ms

  





  

    		2025-05-12 16:34:53.381992

    		-0.7 ms

  





  

    		2025-05-12 17:34:55.648493

    		1.2 ms

  





  

    		2025-05-12 18:34:57.628762

    		3.7 ms

  





  

    		2025-05-12 19:34:59.42965

    		1.7 ms
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1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2025-04-29 10:09:36.199 UTC

    		193.90.200.172

    		Britt Inger Skaanes (BIS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-04-29 10:10:18.482 UTC

    		193.90.200.172

    		Britt Inger Skaanes (BIS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-04-23 14:15:09 UTC.

  

  

    		2025-04-30 10:21:44.803 UTC

    		85.93.255.28

    		Cecilie Waagan Roksvåg (CWR) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-04-30 10:25:59.851 UTC

    		85.93.255.28

    		Cecilie Waagan Roksvåg (CWR) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-04-23 14:15:09 UTC.

  

  

    		2025-04-30 18:08:33.702 UTC

    		46.212.95.204

    		Marthe Kraabøl (MK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-04-30 18:09:09.079 UTC

    		46.212.95.204

    		Marthe Kraabøl (MK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-04-23 14:15:09 UTC.

  

  

    		2025-05-01 08:47:01.482 UTC

    		77.222.173.165

    		Ingvar Hauge (IH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-05-01 08:47:35.863 UTC

    		77.222.173.165

    		Ingvar Hauge (IH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-04-23 14:15:09 UTC.

  

  

    		2025-05-01 14:24:44.386 UTC

    		80.203.10.238

    		Roar Thunæs (RT) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-05-01 14:27:50.341 UTC

    		80.203.10.238

    		Roar Thunæs (RT) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-04-23 14:15:09 UTC.

  

  

    		2025-05-02 12:51:53.641 UTC

    		46.46.198.122

    		Inger Elisabeth Øien (IEØ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-05-02 12:53:13.645 UTC

    		46.46.198.122

    		Inger Elisabeth Øien (IEØ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-04-23 14:15:09 UTC.

  

  

    		2025-05-04 18:26:50.725 UTC

    		45.134.209.93

    		Siri Ringheim Heggenes (SRH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-05-04 18:32:30.274 UTC

    		45.134.209.93

    		Siri Ringheim Heggenes (SRH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-04-23 14:15:09 UTC.

  



 

  

    		2025-05-12 19:53:48.161 UTC

    		85.167.142.108

    		Bettina Søby Andersen (BSA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-04-23 14:15:09 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:

[image: Icon_02.png]Evidence Evidence | [ Evidence Evidence Evidence
Package Package Package Package Package









By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.



