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I økende grad løfter Stefanus
alliansen kvinners fortellinger  
om forfølgelse ut av skyggen.

Besøk hos Stefanusalliansens partnere gjør 
uutslettelige inntrykk. Et sted i Sentral-Asia 
kunne en unge kvinne fortelle at hun og 
mannen måtte flykte for å unngå å bli steinet. 
Huset deres ble ødelagt like etter at de kom 
seg i sikkerhet. Over et måltid siterte kvinnen 
fra Johannes 15,20: «Jeg skjønte at nå skjer det 
meg, det Jesus hadde sagt: ‘Har de forfulgt 
meg, vil de også forfølge dere’.»

Den unge kvinnen fortalte sin historie i et 
traumelindrende fellesskap av Jesus-troende 
kvinner. De møtes i skjul, får hjelp mot 
traumer og styrke i fellesskapet.

Ut av skyggen
Stefanusalliansen har sett mange grunner til 
å støtte kristne kvinners trosfellesskap og i 
økende grad løfte frem deres fortellinger om 

diskriminering og forfølgelse. Kvinnene og 
deres fortellinger må ut av skyggen.

Flertallet av kirkemedlemmer over hele 
verden er kvinner. De er uvurderlige som 
aktive pådrivere i kirkers arbeid. De bidrar 
oftere enn menn i aktiviteter som diakonalt 
arbeid, evangelisering, utdanning og trosopp-
læring for neste generasjon.

Hvis kvinner hindres i å bli aktivt involvert 
eller forsvinner fra sine kirkesamfunn på 
grunn av forfølgelse, vil det kunne ha ødeleg-
gende effekt på kirkens overlevelse.

Troen og 
trosfriheten 

I Iran ledes et klart flertall av husmenighetene som 
forfølges av ayatollahene, av kvinner. I Sentral-Asia må 
gjerne pastorens kone overta alt ansvar ikke bare for 
familien, men for hele menigheten, dersom mannen 
arresteres. Å støtte kvinner i meget krevende og lite 
synlige roller er avgjørende for både familiens og menig-
hetens overlevelse.

Kvinner mest utsatt
Dessuten forfølges kvinner ofte på andre måter enn 
menn. Satt på spissen: Menn fengsles og blir «helter», 
kvinner forfølges i skjul og utsettes for seksuelle 
overgrep og skam. Vi vet at kvinner er blant de mest 
utsatte når både myndigheter og ekstremister angriper 
trosminoriteter. De vet at de ved å ramme kvinner, kan 
rive grunnen under hele samfunn.

Stefanusalliansen har derfor satt søkelyset på 
kvinners trosfrihet som et prinsipielt spørsmål. Kvinner 
i ulike religioner er ofre for krenkelser. Både religiøse 
ledere i ulike religioner og aktivister for likestilling har 
lenge ment at trosfrihet og likestilling står i strid med 
hverandre. Men vår erfaring fra mange land gjennom 
fem års systematisk arbeid, er at disse rettighetene i 
stedet kan styrke hverandre.

Stefanusalliansen kombinerer derfor frimodig 
støtte til kristen misjon og innsats for trosfrihet for 
alle. Kvinners fortellinger og utfordringer viser oss med 
all ønskelig tydelighet at dette er en dypt meningsfull 
oppgave.

Håp, tross motkrefter
Situasjonen for trosfriheten og religiøse minoriteter blir 
dessverre verre i store og mektige land. Men det finnes, 
som Leonard Cohen sang, sprekker der lyset trenger inn. 
Denne årsrapporten gir et utvalg fortellinger fra arbeidet 
som Stefanusalliansens partnere og vi har gjort i året 
som ligger bak. Fortellingene gir oss nytt pågangsmot 
og tro på fremtiden, på tross av sterke motkrefter.

Oslo, juni 2024

Anne Mari 
Schiager Topland
STYRELEDER

Ed Brown
GENERALSEKRETÆR

Stefanusalliansen kombinerer der-
for frimodig støtte til kristen misjon 
og innsats for trosfrihet for alle.

Les styrets orientering om virksomheten – på våre nettsider: 
www.stefanus.no/om-oss

INNLEDNING
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Mennesker fra langt flere land enn disse er med på fysiske og digitale kurs 
og konferanser som vi arrangerer om trosfrihet. Vår partner Adyan Foun-
dation i Libanon når også mange gjennom kurs med vårt materiell oversatt 
og tilpasset konteksten i Midtøsten og Nord-Afrika. Vår partner Procmura 
i Kenya når tilsvarende ut i Afrika sør for Sahara. Digitale ressurser om 
trosfrihet og ressurser til rettshjelp ved brudd på trosfriheten brukes også av 
mennesker i mange land utover denne listen. 

Vi får dessuten bred tilgang på informasjon gjennom internasjonale 
nettverk. Flere organisasjoner som vi støtter, som CSW, Forum 18 News 
Service og Middle East Concern, dokumenterer brudd på trosfriheten også i 
land som ikke er på denne listen. 

HER ARBEIDER VI

Her arbeider vi
I disse landene/regionene har Stefanusalliansens partnere arbeid som vi støtter: 
(Land med stjerne bak: Konkrete prosjekter avsluttet ved utgangen av 2023.)

Totale gaver: 

33,9
millioner

Abonnenter  
Magasinet 
Stefanus:

16 400

Følgere på 
Facebook:

8 900

Følgere på 
Instagram:

1 120

Appell- 
venner:

4680

Bønne venner:

1410

Faste 
givere 

3150

TYRKIA

RUSSLAND

KASAKHSTAN

INDIA*

SRI LANKA

BELARUS

IRAK IRAN

PAKISTAN

DEN 
ARABISKE 
HALVØY

JEMEN

SYRIA*

EGYPT

NIGERIA

KAMERUN

KENYA

TANZANIA

LIBANON

USBEKISTAN

KIRGISISTAN

TADSJIKISTAN

MYANMAR

LAOS

KAMBODSJA VIETNAM

SØR-KOREA

NORD-KOREA

MALAYSIA

Noen viktige tall

BANGLADESH
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– En ny bevegelse er i gang i Midtøsten. 
Mange mennesker møter Jesus på mira
kuløst vis, sier leder for teologisk senter 
støttet av Stefanusalliansen.

Mehrdad Fatehi leder Pars Theological Centre. Senteret 
gir hvert eneste år teologisk utdannelse og lederopp-
læring til flere hundre iranske kristne, i og utenfor Iran. 
Flere studenter kommer fra Afghanistan og Tyrkia.

I Iran er mange desillusjonerte av et regime som 
kriger gjennom militser i naboland, undertrykker sitt 
eget folk og ødelegger landets økonomi.

– Svært mange føler en overveldende motgang. Øko-
nomisk, åndelig og psykologisk står nasjonen overfor 
formidable hindringer, det ligner en ødemark. Men midt 

Kommer
til Kristus-tro

i skyggene ser vi en ny bevegelse orkestrert av 
Guds Ånd i Iran og andre land i Midtøsten. Vår 
oppgave er å pleie troens flamme, sier Fatehi.

Til tro i Afghanistan
Hans kollega pastor Ron, som flyktet fra 
Iran etter at hans kirke ble stengt av regimet, 
utdyper: 
 – I Iran har vi lenge hatt en fenomenal vekst 
i antall muslimer som finner Kristus. Nå skjer 
det noe i land som Afghanistan, Tyrkia og Irak 
også. Våre kontakter i Afghanistan forteller at 
noen er kommet til tro også etter at Taliban 
overtok makten i august 2021.

Av sikkerhetsgrunner bruker vi ikke pastor 
Rons egentlige navn. 

 Etnisitet og språk går på tvers av lande-
grenser. Farsi, som er nasjonalspråket i 
Iran, snakkes både i Afghanistan (dari) og 

En iransk konvertitt døpes av 

pastor «Ron» og en medhjelper 

et sted i Tyrkia.

Foto: Johannes Morken

Våre kontakter i Afgha-
nistan forteller at noen 
er kommet til tro også 
etter at Taliban over-
tok makten.
Pastor Ron, Pars Theological 
Centre

IRAN
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i Tajikistan (tajik), Irans naboland i nord. Pars har for 
tiden 12 afghanske studenter i sitt digitale utdannings-
program. En av dem gjemmer seg for Taliban.

En afghansk student som tok eksamen sist høst, tok 
initiativ til at Pars gjennomførte seminarer for medlem-
mer av undergrunnskirker inne i Afghanistan. Dette har 
direkte påvirket spredningen av evangeliet, forteller Pars.

En god del kristne flyktet fra Afghanistan da Taliban 
kom til makten. Men troen er ikke død.

 
 
Traumer fra Afghanistan
Pastor Ron er åpen om de store psykiske utfordringene 
som både afghanske og iranske kristne står i. Han 
underviste høsten 2023 om traumer og håndtering 
av traumer for to nettverk av afghanske kristne ledere 
som har flyktet fra Afghanistan, de fleste før, noen etter 
Talibans maktovertagelse.

– Det er svært viktig for dem å bearbeide traumer, sier 
pastor Ron. På en av samlingene møtte han afghanske 
kristne kvinner som hadde opplevd vold i nære rela-
sjoner. 

– Mange av mennene hadde traumer fra krigshand-
linger, de aller fleste hadde opplevd at fedre, brødre eller 
nære venner var drept eller skadet i borgerkrig. Enkelte 
av dem hadde traumer fra forfølgelse, sier pastor Ron.

Flere ble arrestert

I 2023 ble 166 kristne arrestert i Iran. Over 
100 ble arrestert i bølger gjennom tre 
sommer måneder. Det kom et nytt rush i 
jula. De fleste blir satt fri etter harde avhør 
i varetekt. Bare noen få ønsker sine saker 
publisert, av frykt for konsekvensene. Flere 
og flere blir derfor «ansiktsløse ofre». 

Kilde: Årsrapporten «Faceless victims»  

fra Article18, Middle East Concern og 

CSW (som alle er Stefanusalliansens 

partnere) og Open Doors International. 

Les rapporten ved å skanne 
QR-koden.

Pars i 2023
504 bachelor-studenter i teologi 
og ledelse
238 deltakere på 13 konferanser 
(2 av dem digitale)
284 studenter i mentorprogram
618 timer video-undervisning
1690 timer rådgivning

KVINNER 
SØKER HJELP
Gjennom 2023 ga Pars Theological Centre 
1690 timer rådgivning. Nær to tredeler 
av klientene var kvinner. Et klart flertall 
av iranske huskirker ledes av kvinner. 
Rådgivning gis i nettbaserte kanaler eller 
på telefon.

Det forteller pastor Ron. Til daglig er 
han del av et team som driver Pars sin 
rådgivningstjeneste for iranske kristne i 
Iran, Tyrkia og øvrige diaspora.

Klientene strever med angst, interne 
konflikter i lokalsamfunn og familier, stress 
og press i pastor- og lederrollene, ekte-
skapsproblemer, følelsen av å være forlatt 
og problemer som foreldre.

– Et betydelig antall unge sliter med 
alvorlig depresjon, selvmordstanker, 
rusmisbruk og fysisk og følelsesmessig 
mishandling. Vi merker blant klientene 
en økende følelse av håpløshet. Noen 
rammes av seksuelle overgrep og vold i 
hjemmet. Våre rådgivere har aktivt hjulpet 
klienter med å møte og håndtere disse 
sammensatte utfordringene, forteller 
pastor Ron.

Lovsang under en Pars-konferanse i 2023. Foto: Pars Theological Centre
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DEN ARABISKE HALVØYA

Bøn i Jesu namn var det som hjelpte  
Yousef ut av rusmisbruk.

Stefanusalliansen møter Yousef i Kuwait. Han sit på kontoret til 
pastor Issam. Det var hos han Yousef fekk hjelp. Pastor Issam er 
del av eit nettverk som Stefanusalliansen støttar og som følgjer 
opp menneske som frå muslimsk bakgrunn kjem til Jesus-tru. Av 
tryggingsgrunnar brukar vi ikkje dei verkelege namna.

Yousef hadde trygg og god jobb. Etter at 
mora døydde, budde han saman med faren. 
Dei hadde eit nært forhold. Men så rota 
Yousef seg bort i rus.

– Eg var den verste i gjengen.

Mista jobben
Han skulka jobben så lenge at han fekk 
sparken. Huseigaren sende politiet etter 

Konvertitten Yousef finn kraft i Bibelen 

og i bøn. Foto: Johannes Morken

Krafta i  
Jesu namn
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Yousef for å få inn ubetalt husleige. Yousef 
hamna i arresten. Men han orka ikkje fortelja 
faren korleis det stod til og bad difor heller 
ikkje om pengar for å få gjort opp for seg.

I staden søkte Yousef hjelp hos ein sjeik 
som bad for han. Men verken han eller mus-
limske healerar klarte å hjelpa Yousef.

Ei veninne fekk vita at Yousef sat i arresten. 
Ho fekk ein kristen pastor til å be for Yousef. 
Deretter sa Yousef ja til å møta pastor Issam, 
han tenkte at han ikkje hadde noko å tapa. 
Men så oppdaga han at bøn i Jesu namn verka. 
Han kom seg laus frå rusen og på mirakuløst 
vis fekk den unge mannen jobben tilbake. 
Arbeidsgjevaren ville gje han ein ny sjanse. 

Yousef fekk undervisning av pastor Issam 
og blei deretter døypt. No er han i sving som 
medarbeidar i eit digitalt bibelarbeid.

Bønerom
Kona, som han møtte i ei kyrkje for vel fire år 
sidan, har også muslimsk bakgrunn.  

Heime har dei innreidd eit bønerom. Dei 
har ei lita dotter på vel eitt år.   

– Vi er urolege for framtida hennar i eit 
muslimsk samfunn, seier Yousef.

Ifølgje ID-korta er dei alle muslimar, det 
får dei ikkje gjort noko med. Yousef og kona 
måtte juridisk gifta seg som muslimar. I kyrkja 
fekk dei etterpå velsigning eller «åndeleg 
bryllaup». 

 – Kvar dag tek vi dottera vår med i bøne-
rommet. Ho er med oss i kyrkja. Vi legg henne 
i Guds hender, seier Yousef.

Far hans tok godt imot han då kom heim 
frå arresten. Men han deler ikkje den nye trua 
til Yousef.

– Far meiner det er best for dottera vår og 
for oss alle at eg kjem tilbake til islam. Men eg 
svarar at Koranen og islam ikkje kunne hjelpa 
meg, at eg fann hjelp i Bibelen og bøn i Jesu 
namn. Far trudde ei stund at trua mi var ein 
kortvarig mote som ville gå over, seier Yousef 
og legg til:

– Men eg har opplevd at Gud er verke-
leg. Difor går eg ikkje tilbake.

Eg har opplevd at 
Gud er verkeleg.
Yousef, konvertitt i Kuwait

Snur ryggen til 
ekstrem islam
I 20 år har pastor Amir hatt ansvar for å 
koordinera oppfølging av menneske som frå 
muslimsk bakgrunn på Den arabiske halv
øya søkjer kontakt med kristne. 

Mange kristne TV-kanalar som rettar seg mot den arabiske 
verda, har gjort at det er blitt fleire og fleire samtalar med 
søkjande menneske frå muslimsk bakgrunn. Mange musli-
mar er også, etter IS, blitt trøytte av ekstrem islam og vald i 
religionens namn. 

Isolert
Misjonsarbeidet til Amir er støtta av Stefanusalliansen.

I landa på Den arabiske halvøya er det svært vanskeleg å 
vera Kristus-truande med muslimsk bakgrunn. Det sosiale 
presset er sterkt i ein kultur der religion, familie, identitet og 
tru er vevd tett saman. Byter du tru, risikerer du å mista alt.

– Kristus-truande med muslimsk bakgrunn på Den 
arabiske halvøya kan dei aller fleste stader ikkje møtast. Dei 
kan ikkje fortelja om trua til familien, i alle fall ikkje til heile 
familien, seier Amir, som vi møter i Dubai. Av tryggings-
grunnar brukar vi ikkje det rette namnet hans. 
Han har kontakt med meir enn 20 også i Saudi-Arabia.

Fellesskap
Saman med Amir arrangerer Stefanusalliansen konferansar 
for kristne med muslimsk bakgrunn frå Den arabiske 
halvøya. Der får dei møta andre med same tru: Dei får 
fellesskap, undervisning, samtalar og forbøn.

Det blei arrangert ein konferanse i august 2023 og ein i 
februar 2024. Konferansane blir arrangerte i land utanfor 
regionen.

Kristus-truande med muslimsk 
bakgrunn (...) kan dei aller fleste 
stader ikkje møtast.
Pastor Amir
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NORD-KOREA OG KINA

Berget fra 
Nord-Korea

Grensen mellom Nord-Korea og 

Kina. Foto: Shutterstock

I 2023 ble 149 nordkoreanske flyktninger 
som hadde kommet seg over grensen til 
Kina, berget gjennom Kina og en straba
siøs tur gjennom land i SørøstAsia, til 
sikkerhet i SørKorea.

Bak bergingsaksjonene stod Helping Hands Korea 
(HHK). 49 av disse flyktningene ble berget med 
økonomisk støtte fra Stefanusalliansen – fire flere enn 
i 2022.

I tre operasjoner i mars og april 2024 er 54 nye berget 
i sikkerhet, flere av dem med støtte fra Stefanusalliansen.

Flyktet og beskyttet
To av disse 54 sendte sitt nødrop tidlig i 2024 fra et 
hemmelig skjulested nordøst i Kina. En tenårings-
jente og hennes bestemor, som er enke, trengte hjelp. 
De flyktet fra Nord-Korea for seks år siden. Da var 
familien oppløst. Jeng-won, som jenta heter, mistet 
sin far som døde av kreft. Hennes mor forlot henne. 
Da tok bestemoren henne med og flyktet til Kina.

I 18 måneder klarte bestemor å livnære de to med 
uregistrert arbeid i en kinesisk fabrikk som laget ferdig-
mat. Men da pandemien kom, ble fabrikken stengt 
nærmest på dagen. Uten visa og kinesiske ID-papirer 
kunne de ikke få vaksine og vaksinesertifikat. 

Gjennom pandemiårene ble de to beskyttet og 
hjulpet med mat av en kinesisk kirke. Men siden kirken 
ble forfulgt av myndighetene, måtte de ut. De visste ikke 
hvor de skulle dra. Da ble nødropet sendt til HHK og 
redningen kom.

Kirker stenges
Kinas forsterkede overvåkning, med et enormt nett av 
kameraer med kunstig intelligens og ansiktsgjenkjen-
ning, gjør at alle nord-koreanske avhoppere føler seg 
mer og mer utrygge. 

Det blir også vanskeligere for kirker i Kina å beskytte 
flyktninger. Den registrerte Tre Selv-kirken i Kina tvinges 
til å installere overvåkningskameraer. Ledere for uregis-
trerte kirker blir i økende grad stilt for retten og kirkene 
deres stengt.

– Økende overvåkning og innstramming angår i 
høyeste grad vårt arbeid for å evakuere nord-koreanske 
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flyktninger. Kinesiske kirker spiller en 
nøkkelrolle for å sikre trygge steder 
for flyktninger som har kommet seg 
ut av Nord-Korea. Flere koreansk- 
kinesiske kirker som har beskyttet 
flyktninger, ble tvunget til å stenge i 
2023, sier Peters.

Økt innsats under pandemien
Peters har ingen nøyaktig statistikk. 
Men trolig har HHK siden starten i 
1996 hjulpet mellom 2500 og 3000 
mennesker. Da pandemien slo 
til, måtte andre stenge fluktrutene 
på grunn av kinesisk kontroll og 
restriksjoner. Enda flere nødrop kom 
til Peters og Helping Hands Korea.

Ved utgangen av april 2024 har 
753 nord-koreanske flyktninger blitt 
reddet bare siden starten av 2020. 

Helping Hands Korea koordinerer 
operasjonene fra Seoul i Sør-Korea. 
De ser alltid etter de mest sårbare: 
kvinner med barn. Også noen eldre 
og mennesker med funksjonshem-
ninger får hjelp.

– Vi gir Herren æren for at vi klart 
å hjelpe så mange, sier Peters.

SRI LANKA

Vi gir Herren æren 
for at vi klart å hjel-
pe så mange.
Tim A. Peters

En bestemor og hennes barnebarn takker 

for redningsaksjonen. Foto: Helping Hands 

Korea

Sri Lankas evangeliske allianse 
(NCEASL), som dokumenterer 
overgrep, er Stefanusalliansens 
partner. Ofte står representanter for 
statsapparatet bak overgrepene.

NCEASL har også begynt å 
dokumentere overgrep mot musli-
mer og hinduer. 

En pro-buddhistisk politikk i 
et hovedsakelig buddhistisk land 
rammer alle religiøse minoriteter.

Ekstremistisk press
Etter borgerkrigen (som varte til 
2009) mellom folkegruppene singa-
lesere og tamiler, er religiøs identitet 
blitt viktigere.

Kristne utsettes for ekstremistisk 
press fra tre kanter:
•  I tamilområdene i nordøst har 

hindu-nasjonalistiske og buddhis-
tiske ekstremister en felles fiende i 
kristne. De er imot evangelisering, 
redde for at deres «egne» skal 
konvertere. Hindu-nasjonalistiske 
grupper har forgreninger til India. 

•  Påsketerroren i 2019 – med 269 
drepte – var resultat av muslimsk 
ekstremisme. Fem år etter bistår 
NCEASL fremdeles ofre som 
mistet synet, ben og armer og som 
sliter med å skaffe inntekt.

Mike Gabriel.  

Foto: Birgitte 

Moe Olsen

 Vi må ikke være 
redde for å holde 
makthaverne  
ansvarlige. 
Mike Gabriel

‘Profetisk 
kall mot 
urett’

•  Buddhistiske munker sprer 
ekstremistiske holdninger – uten 
at staten griper inn. Mellom 
november 2021 og oktober 2022 
dokumenterte NCEASL 21 tilfeller 
der munker var ansvarlige for 
overgrep mot kristne. 

Med økende ekstremisme øker også 
kvinnefiendtligheten.

Mot urett
Myndighetene krever obligatorisk 
registrering av alle gudshus. Små 
menigheter som møtes i hjemmene, 
er særlig utsatt.

– Under borgerkrigen stod kirken 
opp mot urett og overgrep og hjalp 
sivile. Kirken må være tro mot sitt 
profetiske kall også i dag. Vi må ikke 
være redde for å holde makthaverne 
ansvarlige, selv om dette er kre-
vende å gjøre for oss som minoritet, 
sier Mike Gabriel i NCEASL.

Siden 2009 er det dokumentert 1000 tilfeller av 
diskriminering, trusler og vold mot kristne på Sri 
Lanka. Ofte rammes pastorer.
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PAKISTAN

Nytt liv etter katastrofe
Katastrofen rammet kristne nabolag i Jaranwala 
nær Faisalabad i august 2023: En rasende mobb 
brente og ødela kirker og hjem etter at de – uten 
bevis – hadde beskyldt to kristne brødre for å ha 
skjendet en utgave av Koranen.

Stefanusalliansen bevilget 150 000 kroner slik at HFO kunne 
gi hjelp til familier som hadde mistet alt det de eide. De fikk ris, 
husholdningsutstyr og enkle møbler for å kunne klare seg. 

Gjenoppbygget
Regjeringen i Punjab-provinsen bevilget 2 millioner rupier 
(70-80 000 kroner) til 90 familier som hadde fått ødelagt sine 
hjem. Alle er nå bygget opp igjen.

Alle de nær 25 ødelagte kirkene er nå satt i stand igjen med 
midler fra myndighetene. HFO har bygget opp tre kirker i et annet 
område i samme distrikt.

Kirken til Frelsesarmeen i Jaranwala i g jenoppbygget 

stand. Foto: Human Friends Organizatiom

Human Friends  

Organization var raskt 

på plass i Jaranwala for å 

kartlegge behovene til ofrene 

for ekstremistenes vold.

Foto: Human Friends 

Organization
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Kom seg unna 
dødsdom
Åtte mennesker i Pakistan som har risikert 
dødsdom eller som allerede var døds
dømt, er de siste seks årene frikjent etter 
innsats fra Stefanusalliansens partner, 
Human Friends Organization.

Den første var den kristne kvinnen Asia Bibi som ble 
arrestert i 2009, dømt til døden i 2010 og endelig 
frikjent av landets høyesterett i 2019. Hun forlot landet 
samme år. 

Den så langt siste var Nauman Masih. Han ble i 
februar 2024 frikjent for den ene av to blasfemianklager. 
Masih ble dømt til døden 30. mai 2023. HFO skaffet da 
advokat som anket saken. Masih venter på avgjørelse i 
den andre saken.

Frikjent
I januar 2023 ble Asif Idrees frikjent. Han hadde vært 
sperret inne – i fengsel eller mentalsykehus – siden 
januar 2012. Idrees tilhører ahmadiyya-samfunnet. Han 
var anklaget for blasfemi etter en paragraf som har 
dødsstraff.

Saken var derfor ekstra sensitiv siden det er forbudt 
for folk fra ahmadiyya-samfunnet å kalle seg muslimer. 
HFO engasjerte advokat som tok saken som andre ikke 
våget å ta. Han ble frikjent fordi hans mentale helse 
gjorde at han ikke kunne kjennes skyldig.

Ødelegger liv
Ingen er henrettet etter dødsdom. Ofte fører anken frem 
i en høyere domstol. Men det skjer først etter mange 
år på en celle i påvente av at anken skal behandles, og 
da kan livet for en hel familie være ødelagt. Etter en 
frifinnelse må de ofte leve på hemmelig adresse, siden 
ekstremister flere ganger har tatt dødsstraffen i egne 
hender.

HFO driver påvirkningsarbeid for å få slutt på misbru-
ket av blasfemiloven: I stor utstrekning kan folk som vil 
få noen sperret inne, spre falske anklager om blasfemi, 
uten den minste risiko for å bli straffet.

Arbeidet for å bygge et nytt  
samfunn der kristne er trygge,  
blir viktig og vanskelig
Sobia Batool i Human Friends Organization

HFO engasjerte advokat som tok 
saken som andre ikke våget å ta.

PAKISTAN

Mange titalls mennesker ble arrestert etter 
mobbens herjinger – de ble avslørt av videoer 
og ansiktsgjenkjenning. Kirkelederne har likevel 
blitt forsøkt presset til å trekke anmeldelsen av 
gjerningsmennene.

Myndighetene lokalt og i Punjab har, ifølge 
HFO, jobbet for å forhindre nye angrep. Regje-
ringen i Punjab har inkludert kirkeledere i sine 
distriktskomiteer for fred og tverreligiøsitet – for 
å lytte til kristnes bekymringer.

Inkludering
HFO besøkte Jaranwala under ramadan i mars 
og arrangerte en Iftar, kveldsmåltidet der fasten 
brytes, i gatene. Kristne og muslimer som begge 
hadde fastetid, fikk høre om inkludering og 
samhold.

Sammen med blant andre Departementet 
for menneskerettigheter og minoriteter i Punjab 
holdt HFO en markering i Jaranwala  på FNs 
menneskerettsdag 10. desember, i solidaritet 
med ofrene i Jaranwala. Også muslimer deltok. 
HFO holdt et arrangement for de kristne i Jaran-
wala i jula.

– Kristne i Pakistan føler seg svake og redde. 
Arbeidet for å bygge et nytt samfunn der kristne 
er trygge, blir viktig og vanskelig, sier Sobia 
Batool i HFO.

Politisk påvirkning
HFO driver, sammen med andre, politisk påvirk-
ning også for å beskytte mindreårige jenter mot 
bortføring, tvangskonvertering og tvangsekteskap. 
Hundrevis av kristne jenter og hindujenter utsettes 
for dette hvert eneste år.

Gjennom 2023, som var preget av politisk 
kaos, gjennomførte HFO påvirkningsmøter med 
parlamentarikere. Heldigvis ble 90 prosent av 
dem gjenvalgt under valget i 2024.

HFO presenterte minoritets-krav til alle 
de større partiene før partiprogrammene ble 
vedtatt. HFO krevde inkludering av minoriteter 
i politiske prosesser, kvotering for utdanning 
og jobb, inkludering av minoriteter i læreplaner 
for utdanning, og praktisk politikk for å stoppe 
tvangskonvertering og tvangsekteskap.
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TYRKIA

Unge blir 
døypte Fleire enn før kjem til kyrkja 

vår, ikkje minst unge. Dei 
søkjer noko nytt.
Pastor Ramazan Arkan

Nye truande blir døypte i ein av to dåpsseremoniar i 2023. Foto: Antalya Evangelical Church
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Den sterke kyrkjelege hjelpe-
innsatsen etter jordskjelva har 
gjort kyrkja meir akseptert.
Pastor Ramazan Arkan

– Tyrkia har enorme økonomiske problem. Regjeringa vil 
gjerne vera eit konservativt muslimsk eksempel, men så 
dukkar korrupsjonen opp. Folk blir desillusjonerte. Dei vil 
ikkje lenger bli identifiserte med islam fordi dei lid under 
folk som kallar seg muslimar. Mange sluttar å tru, dei blir 
agnostikarar. Fleire enn før kjem til kyrkja vår, ikkje minst 
unge. Dei søkjer noko nytt. Nokre av dei tek så imot den 
kristne trua, seier hovudpastor Ramazan Arkan.

Minst ti i ny dåpshandling
I juni i år blei ti av desse døypte etter at dei var ferdige med 
den første delen av opplæringa. I fjor blei 23 døypte. Kyrkja 
har også eit alfa-ekteskapskurs for 17 par.

I jula hadde kyrkja i Antalya to store konsertar i offent-
lege lokale i byen og fleire mindre utoverretta tiltak. 1000 
menneske fekk eit møte med evangeliet. I påskedagane i 
år nådde kyrkja ut til kring 550 med kor og påskespel. Folk 
fekk invitasjon på gata og i sosiale media.

– Vi er glad for å sjå korleis Herren brukar såkorna som 
vart sådde, seier Ramazan Arkan.

Har mista fem utanlandske medarbeidarar
Heile det protestantiske samfunnet i Tyrkia er hardt ramma 
av at Erdogan-regimet kastar ut eller stengjer ute utanland-
ske medarbeidarar som i årevis har gjort teneste i kyrkjene: 
Dei får ikkje fornya visum eller vert nekta innreise etter 
turar utanlands. 

Til saman er minst 230 råka av dette etter at 20 nye blei 
ramme første kvartal i 2024. Antalya Evangelical Church 
har i alt mista fem medarbeidarar. Fire av desse er gift og har 
barn. Familiar er også er ramma av Erdogans stengde dør. 

Ein av dei fem hadde ei nøkkelrolle i den tredje 
forsamlinga som Antalya-kyrkja opna i fjor. Utestenginga 
skapte store problem for denne nye forsamlingsstaden. 
Antalya-kyrkja er i gang med å læra opp fem unge som 
etter kvart kan ta meir leiaransvar.

–  Politikken med å kasta ut utanlandske 
medarbeidarar, nekta fornying av visum eller 
nekta innreise er omfattande og held diverre 
fram, sukkar Ramazan.

Byggjer kyrkje der jordskjelvet ramma
Kyrkja i Antalya gjekk tungt inn i hjelpearbeidet 
etter dei store jordskjelva søraust i Tyrkia, i 
grenseområda mot Syria, i februar 2023. Det 
same gjorde First Hope Association som 
Stefanusalliansen også støttar.

I ni av elleve ramma byar vart 10-20 prosent 
av byane øydelagde. Desse byane handterer 
situasjonen i stor grad sjølve. Langt verre 
gjekk det i Adiyaman og i Hatay. Hatay er 
der bibelske Antiokia låg. I Adiyaman blei 
60 prosent av byen knust. Øydeleggingane 
i Hatay er på 80 prosent. Her manglar folk 
framleis det meste. Enorme mengder saman-
rast betong skal fjernast. Mange har ikkje 
arbeid.

Kyrkja i Antalya har to grupper som har 
distribuert mat. Fleire frå Antalya skal dit.

Adiyaman er ein kurdisk prega by og religi-
øst konservativ. Der har kyrkja tidlegare hatt 
svært vanskeleg for å få fotfeste. Men etter 
jordskjelvet blei dørar opna.

– Den sterke kyrkjelege hjelpeinnsatsen har 
gjort kristne meir aksepterte, seier Ramazan.

Saman med to protestantiske kyrkjer som 
ligg mykje nærare – i Mardin og Dyarbakir 

– hjelper Antalya-kyrkja til med å byggja ei 
kyrkje i byen. Kyrkja skal stå klar på slutten av 
året. Bygget skal i første omgang brukast som 
sentral for hjelp til jordskjelvoffera.

Kyrkja i Antalya i Tyrkia har i fjor og så langt 
i år døypt 33 nye. Til hausten blir det fleire.

Antalya Evangelical Church, som Stefanusalliansen støttar, 
har aukande pågang av folk som ikkje lenger orkar å kalla 
seg muslimar.
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BANGLADESH

Delte ut 
500 bibler

Russlands krig i Ukraina har ført til skyhøye 
globale priser på råvarer. Livet for fattige i 
Bangladesh er blitt langt verre enn det var 
under nøden i årene med pandemien. 

Jesus-troende lider også under voksende 
intoleranse og muslimsk ekstremisme, melder 
Stefanusalliansens partner. Mehedi, som ikke 
er hans virkelige navn, leder en bevegelse av 
flere tusen Jesus-troende muslimer. De har en 
klassisk tro på evangeliet og kristne dogmer. 
Men de har valgt å beholde sin kulturelle 
identitet som muslimer. Noen fortsetter å gå i 
moskeen for ikke å bli definert ut av lokalsam-
funnet. De omtaler Gud som Allah og Jesus 
som Isa Masih.

– På tross av vanskelighetene har Allah gitt 
oss muligheten til å tilbe Ham, forkynne Hans 
ord og tjene Hans barn, skriver Mehedi. Vår 

Illustrasjon: Morten Ravnbø

Vår partner i Bangladesh distribuerte i 
fjor 500 bibler. Kun i ett tilfelle ble det 
problemer.
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Vår partner har i 2023 gitt 
mathjelp til nær 500 familier 
som ikke ville klart seg uten.

partner har i 2023 gitt mathjelp til nær 500 familier som 
ikke ville klart seg uten. 200 familier har fått støtte slik 
at barna, som var på vei ut av skolen, kunne fortsette 
skolegangen.

Når også hinduer
Vår partner fokuserte lenge på å nå muslimer. Men i 
2021 ble vår partner også introdusert for noen hindu- 
ledere. Det ble ansatt en evangelist for å undervise dem. 
I 2022 tok 20 av disse imot Isa Masih. I april 2023 ble 
disse 20 og enda fem til døpt.

– Nå er de kjent i samfunnet som kristne og ikke 
hinduer. Hver søndag samles de til gudstjeneste, skriver 
Mehedi. De ber om at det skal bli bygget et bedehus for 
dem.

I fjor distribuerte vår partner 500 bibler til like mange 
familier. Kun i ett tilfelle ble det problemer. En evangelist 
hadde døpt en familie der ingen hadde utdannelse, 
unntatt en jente i niende klasse. Hun ba om en bibel. 

Da imamen kom på besøk, fant han Bibelen. Han 
presset familien for å finne ut hvem som hadde gitt dem 
Bibelen. Til slutt ble de tvunget til å oppgi evangelistens 
navn. Imamen truet evangelisten med at dersom han 
noen gang kom tilbake, ville han ikke komme derifra i 
live. Imamen tok deretter fra dem Bibelen med makt.

Angrepet
En annen evangelist forkynte i fjor sommer i en landsby 
noen kilometer hjemmefra. Han ble angrepet og banket 
opp av en gruppe ekstremister. De truet med å drepe 
ham og brenne ned huset hans.

– Ved Allahs nåde ble mannen reddet fra ekstremis-
tenes vold av noen fra landsbyen. Mullahene og de 
lokale lederne ekskommuniserte evangelistens familie 
og forbød all kontakt med dem. Evangelistens far er 
dagarbeider. De som gir ham arbeid eller selger mat til 
familien, ville bli utvist fra landsbyen. Det har utsatt hele 
familien for mentalt og økonomisk stress.

Evangelisten bor nå hos en venn siden det er farlig å 
være hjemme. 

– Be for denne familien og hele arbeidet vårt, oppfor-
drer Mehedi.

Gir voldsofre trøst

Pastor Steves kirkesamfunn i Vietnam fikk 
netto 133 nye menigheter fra 2022 til 2023. 
Kirkesamfunnet hadde 1283 menigheter ved 
utgangen av fjoråret. Det kom 177 nye til, 
men 44 av de eksisterende menighetene ble 
nedlagt eller stengt.

– Når folk kommer til tro, får de et mye 
bedre liv. De slutter å drikke, røyke og gamble, 
skriver pastor Steve opprømt i en rapport. 
Han sier at Gud åpner dørene, steg for steg.

Opprør
Mange menigheter ligger i fjellområdene nord 
i Vietnam. Andre ligger i det sentrale høylan-
det i det langstrakte landet. Der var det i fjor 
sommer en ny runde med voldelig opprør. 
Bakgrunnen er at lokale myndigheter har tatt 
fra folk land.

Noen ble drept. Hundrevis ble arrestert. 
Pastor Steve er klar på at ingen fra hans kirke-
samfunn stod bak volden. Ti av hans pastorer 
ble likevel arrestert, men er nå løslatt. Også 
medlemmer av kirken ble arrestert. Seks kirker 
ble stengt.

Oppmuntret
Pastor Steve reiste personlig inn i området 
fem ganger for å roe gemyttene. Mange var 
overrasket over at han kom. Pastor Steve stilte 
opp i tre ulike menigheter for å oppmuntre 
og trøste de troende som ikke hadde kunnet 
komme sammen på en måned. 

Pastor Steve ble først advart av en lokal 
politimann mot å reise, men så fikk han tilla-
telse av politiet på regionalt nivå. Da han kom, 
ble pastor Steve avhørt av det lokale politiet i 
tre timer. Han skrev under avhørsdokumentet, 
men la til at han avviser alle anklager og er 
uenig i politiets versjon. Flere kirker er fortsatt 
stengt.

– Be for dem som er rammet av volden og 
som har fått sine kirker stengt, sier pastor Steve.

VIETNAM

Pastor Steve reiste  
personlig inn i området 
fem ganger for å roe  
gemyttene.
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AFRIKA SØR FOR SAHARA

Konflikten raser mellom gjeterfolket fulani, som for 
det meste er muslimer, og bønder som hovedsakelig er 
kristne. Fulaniene kommer fra Nord-Kaduna, de kristne 
bøndene bor i sør. Bak mange drap og mye ødeleggelser 
står en voldelig milits fra fulanifolket. En lang serie av 
dødelige angrep rir Kaduna som en mare.

Konflikten har også en viktig religiøs dimensjon. 
Muslimene er i flertall, de kristne i mindretall. På barne-
hjemmet er derimot de fleste foreldreløse fra kristne 
hjem, et mindretall er muslimer. Det gledet både stab 
og barn at det i teamet som kom på besøk og hadde 
med mat, var både kristne og muslimer.

– Fortellingene fra besøket varmer, forteller 
PROCMURA og legger til:

– Oppfatningen av at alle muslimer er ute etter å 
drepe kristne, forsvant.  Til og med barna kunne se 
at også muslimer bryr seg om dem. For første gang 
holdt kristne barn frivillig muslimske barn i hendene og 
danset.

PROCMURA tror at de frø av religiøs toleranse som 
ble sådd under besøket, vil finne næring blant barna og 
i samfunnet.

Sterke utfordringer
De som dro på besøk på barnehjemmet, er opplært til å 
undervise i trosfrihet med ressurser fra Stefanus alliansen 
og det nordiske økumeniske nettverket NORFORB.

Skaper 
tillit

Engasjerte kvinner for alles rett til trosfrihet, her på en PROCMURA-samling i Nairobi i Kenya.Foto: Anne Marken Gihlemoen 

For første gang våget foreldreløse kristne 
barn i en voldsherjet delstat i Nigeria å ta 
muslimske barn i hånden.

Dette skjedde på et barnehjem i Sør-Kaduna. Et team fra 
organisasjonen PROCMURA, som er Stefanusalliansens 
partner, var på besøk. Teamet er opplært til å undervise 
om trosfrihet.
 
Mistet far og mor i vold
De fleste barna på barnehjemmet mistet sine foreldre i 
en mer og mer voldelig konflikt om beite- og jordbruks-
land i denne nigerianske delstaten.
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De møter en rekke utfordringer i flere land, 
forteller PROCMURA i sine rapporter: 
 
• Ekstremister tar fra folk trosfriheten – noen 
mister livet for sin tro.

• Regjeringer setter altfor strenge rammer for 
trosfriheten.

• Det er mange eksempler på at kristne 
begrenser kristne fra andre kirker fra å få leve 
ut sin trosfrihet. Tilsvarende mellom musli-
mer med ulik muslimsk bakgrunn.

• Kvinner som gifter seg med menn fra en 
annen religion, kan møte motstand i familien. 
Ofte tvinges de til å konvertere.

PROCMURA møter mennesker som 
frykter at undervisning om religionsfrihet 
har en skjult agenda for skeives rettigheter. 
Tradisjonalister gir også motstand – de frykter 
at arbeid for trosfrihet får kvinner til å miste 
respekten for sine menn.

Slike utfordringer er svært sensitive i den 
lokale konteksten, og må møtes på en klok 
måte. Det er viktig å undervise om trosfrihet 
som en rettighet for alle og forsterke arbeidet 
for fredelig sameksistens mellom mennesker 
av ulik tro og bakgrunn.

PROCMURA har også engasjert seg mot 
kristen ekstremisme etter at en pastor i 
Shakahola i Kenya er tiltalt for drap. Han fikk 
sektmedlemmer til å sulte seg til døde i grufull, 
misforstått endetidsforventning.

PROCMURA
Kristen organisasjon startet 
i 1959.
Base i Nairobi, Kenya.
Arbeider for gode relasjoner 
mellom kristne og muslimer. 
Ser dette som viktig del av 
sitt kristne oppdrag.
Har prosjekter i cirka 20 land 
i Afrika.
Stefanusalliansen støtter 
arbeid i Kenya, Tanzania, 
Kamerun og Nigeria.

EGYPT

Oppfatningen av at alle 
muslimer er ute etter å 
drepe kristne, forsvant.

«På Anafora ble vi imponert over en ny 
fantastisk kirke og en sykestue for rehabi
litering. På undervisningssenteret Anasta
sia fikk 25 unge koptere diplom for fullført 
kurs. Vi fikk se koptere på 1718 år lære 
engelsk og samtidig få tro på seg selv og 
håp for en fremtid.

Mange unge ledere på Anafora er kvinner. De trodde 
ikke de kunne bli noe. Nå stråler de og gir videre det de 
selv har fått.

Hos Stefanusbarna i en av Kairos «søppelbyer» ble 
vi sunget velkommen av barn. Matthew (5) leste hele 
Matteus 5 for oss utenat. I et annet rom tegnet og 
fargela barn bibelteksten før de pratet om hva den betyr.

Hver femte av de vel 1500 medarbeiderne gikk som 
barn selv i en av de 105 barnehagene til Stefanusbarna. 
Nå er de gode rollemodeller som møter barna med 
konstant oppmuntring. Ledernes overgivelse og 
engasjement for tusenvis av barn gjør oss ydmyke og 
takknemlige.

Å få se og støtte de unike prosjektene er et privilegium.» 

Reidulf Stige, Grimstad, som deltok på gruppetur til Egypt.

Barna i Kairos «søppelby» er levende eksempler på at det nytter.  

Foto: Reidulf Stige

'Et privilegium'
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KIRKER, KULTUR OG UNGDOM

‘Gripende formidling’ 

I ukene før påske i 2024 var duoen Garness på besøk 
i 12 kirker med påskekonserten «Gåten om korset» – i 
samarbeid med Stefanusalliansen. Det var fulle hus, og 
publikum lot seg engasjere. 

– Takk for at dere gjennom sang, musikk og historier 
berørte oss så sterkt med det gripende påskebudskapet 
og sterke glimt om forfulgte kristne i verden, forteller 
Solveig Hvale Bredvei i Skauen kirke i Skien.

Stefanusalliansen er glad for at vi sammen med 
Garness – for fjerde gang – kunne få formidle historiene 
om mennesker som lider for sin tro – til mennesker 
som ikke kjenner temaet så godt. Tekstene er skrevet av 
Jostein Ørum. Musikken er laget av Garness – søstrene 
Ingelin Reigstad Norheim og Hildegun Garnes Reigstad. 

Garness og koret Mosaic i Kulturkirken Jakob i Oslo. 

Foto: Malene Bjørgås

Solveig Leithaug på haustturné

På ein serie konsertar med tittelen «Haustkveld 
med Solveig Leithaug» delte Leithaug vitnesbyrd om 
forfølgde. Leithaug utfordra folk å bli bønevenn for 
Stefanusalliansen. Stefanusalliansen gler seg over det 
sterke engasjementet til Leithaug og over samarbeidet 
både i 2023 og før jul 2022. 

Solveig Leithaug held konsert på Karmøy.  

Foto: Marianne Haugerud

Menigheter samler inn millioner

Stefanusalliansen har vært medlem av Samarbeid 
menighet og misjon (SMM) siden 2012. Dette er et 
samarbeid mellom Den norske kirke og sju misjonsorga-
nisasjoner. Målet er at global misjon skal bli en integrert 
del av hele menighetens liv. 

Stefanusalliansen har misjonsavtaler med 88 menig-
heter og misjonsforeninger, 87 av disse er tilknyttet 
Den norske kirke. I 2023 ble det samlet inn i over 2,6 
millioner kroner. 
Gjennom SMM og samarbeid med misjonsrådgivere i 
ulike bispedømmer har Stefanusalliansen også hatt flere 
temasamlinger med ansatte i Den norske kirke. Våre 
ansatte har bidratt og flere samarbeidspartnere har vært 
med. Prest og forfatter Jostein Ørum har delt erfaringer 
fra Irak. Biskop Thomas fra Egypt og Emanuel Youkhana 
fra Irak har gitt sterke beretninger.

Biskop Thomas i Bekkelaget kirke i Oslo sammen med  

generalsekretær Ed Brown. Foto: Marianne Haugerud

Satser på ungdom 

Stefanusalliansen fortsetter å gi unge et møte med den 
forfulgte kirke. Flere hundre unge har det siste året fått 
hørt historier fra den forfulgte kirke gjennom undervis-
ning, taler eller videoer. Vi har besøkt Kristenrussen og 
en rekke skoler.  

Både i 2023 og 2024 har vi sammen med Kristenrus-
sen arrangert misjonstur til Egypt. I 2023 hadde vi med 
ti, i 2024 fikk elleve russ bli med på sterke møter.

Ungdommene utfordres til å stå sammen med 
de forforfulgte i bønn og gjennom Trosaktivist – en 
appelltjeneste for unge. Stefanusalliansen har også 
begynt å få et nettverk av unge voksne som bruker fritid 
til frivillig arbeid.

– Det har vært veldig givende å engasjere meg frivillig. 
Jeg har fått møte mennesker og hørt historier som har 
vært trostyrkende, sier Iver Honningdal.
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Økende interesse hos frikirker

Stefanusalliansen har siden 2020 trappet opp innsatsen 
for å komme ut til frikirkelige forsamlinger. Det er 
økende etterspørsel blant pinsemenigheter, baptist-
menigheter, andre frikirkelige forsamlinger og bedehus. 

Etter pandemien har reisevirksomheten vokst igjen. I 
løpet av 2023 er cirka 40 slike forsamlinger besøkt. Til 
og med april 2024 var 20 forsamlinger besøkt.

Mange setter pris på å lære mer om den forfulgte 
kirke og bli med i vår bønnetjeneste.

En gruppe på elleve fornøyde kristenruss var med til Egypt i år. 

Foto: Øystein Fure Johansen

Møte med kirken i Tur Abdin

Sørøst i Tyrkia finner vi området Tur Abdin, en gang et 
kristent kjerneområde der klostre, kirker og landsbyer lå 
tett. Men samtidig med folkemordet mot armenerne for 
vel hundre år siden, ble også de andre kristne minorite-
tene i disse områdene forsøkt fordrevet og utryddet. I 
dag er bare et par tusen syrisk-ortodokse kristne igjen i 
Tur Abdin.

Ett av få klostre som er i funksjon, er Safran-klosteret 
nær Mardin. Her finner vi Stefanusalliansens samar-
beidspartner. Bjørn A. Wegge, tidligere generalsekretær, 
har skrevet bok om områdets rike kristne historie.

Bjørn A. Wegge har 

skrevet boken «Tur Abdin 

– et møte med den syrisk- 

ortodokse kirke».  

Skann QR-koden og last 
ned boken. Boken kan også 
bestilles ved å kontakte 
post@stefanus.no.

ØKONOMI

Planlagt underskudd
Regnskapet for 2023 viser et underskudd på 5,2 
millioner kroner. Resultatet fra ordinær drift viser et 
underskudd på 2,4 millioner, noe som er 1,1 millioner 
bedre enn budsjettert. Positiv avkastning på finansplas-
seringer er den viktigste årsaken til at underskuddet ble 
mindre enn budsjettert.

I tillegg til ordinær drift ble det i 2023 brukt 2,8 
millioner av Sareptafondet. Dette fondet er opprettet 
for å gi ekstra tilskudd til utvikling hos våre partnere 
eller for å avhjelpe i særskilt krevende situasjoner. I 2022 
og i foregående år ble det avsatt betydelige midler til 
Sareptafondet.

I 2022 mottok Stefanusalliansen store enkeltgaver. I 
behandlingen av budsjettet for 2023 vedtok styret at det 
skulle opprettes et midlertidig budsjettfond for 2023 og 
2024. Det ble avsatt 7 millioner for at aktiviteten kunne 
videreføres selv om gaveinntektene ikke ble forventet 
å holde følge med kostnadsutviklingen i Norge og hos 
våre partnere. I 2023 ble det brukt 2,4 millioner av 
budsjettfondet. Det gjenstår dermed 4,6 millioner. 
Stefanusalliansen jobber systematisk for å styrke gave-
inntektene slik at aktiviteten innen misjon og trosfrihet 
kan opprettholdes og på sikt økes. Forbrukte midler 
til formålet var 49 millioner kr i 2023, mot 43 millioner 
kr i 2022. Dette inkluderer bruk av offentlige tilskudd.
Samlede gaver i 2023 var 33,9 millioner.   

I 2022 mottok vi 17,2 millioner i testamentariske 
gaver og store enkeltgaver (over 0,5 mill). Dette svinger 
sterkt fra år til år. I 2023 mottok vi 0,6 millioner i slike 
gaver. Gaveinntektene i begynnelsen av 2024 er margi-
nalt høyere enn for samme periode i 2023.

Fra UD til Norad
Siden 2018 har Stefanusalliansen hatt to avtaler med 
Utenriksdepartementet (UD). Den nåværende går fra 
medio 2021 til utgangen av 2024, med samlet tilskudd 
på 28 millioner. Sammen med partnere i det nordiske 
økumeniske trosfrihets-nettverket NORFORB har vi 
blant annet utviklet ressurser til undervisning om 
trosfrihet. Vi har fått gode tilbakemeldinger fra UD og 
partnere og i eksterne evalueringer.

I august 2023 ble det gjort kjent at forvaltningen 
av bistand knyttet til bl.a. menneskerettigheter flyttes 
fra UD til Norad. Norad har det siste halvåret arbeidet 
med en ny organisasjonsplan for å ta hånd om nye 
oppgaver innen bistand på menneskerettighetsfeltet. 
Det er ventet at Norad vil kunngjøre sin utlysning av de 
overførte budsjettpostene i løpet av høsten 2024. 
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AKTIVISME FOR TROSFRIHET

Appeller  
for forfulgte
Ferdig utarbeidede appellbrev blir distribuert til våre 
appellvenner 8-10 ganger i året. Brevene sendes som 
oftest til det aktuelle lands nærmeste ambassade. Vi 
har cirka 4500 appellvenner. I tillegg kommer cirka 80 
«Trosaktivister», et appell-opplegg for unge.

Noen appeller i 2023-2024
• India: Vold og forfølgelser øker
• Algerie: Pastor dømt til to års fengsel
• Nepal: Pastor Keshab Acharya dømt til ett års fengsel
• Kina: Flyktninger sendes med tvang tilbake til Nord-Korea
• Vietnam: Pastor Nguyen Trung Ton nektes helsehjelp
• Iran: Dømt til ti års fengsel 

I mange saker har appeller ikke så langt gitt rapporterte 
resultater. Pastor Nguyen Trong Ton i Vietnam sitter 
fortsatt i fengsel. Pastor Keshab Acharya i Nepal er 
pr. 15. april ikke innkalt til soning. Situasjonen i Nepal 
er under forverring. I Nicaragua der vi har appellert 
for katolske ledere, er biskop Alvarez og flere prester 
deportert.

Men i 2023 har vi fått melding om at disse er satt fri:
•  Nguyen Bac Truyen (Vietnam) satt fri etter å ha sonet 

halve dommen på 11 år.
•  Yousef Nadarkhani (Iran) satt fri i februar. 
•  I Kina ble den uigurske kristne pastoren Alim satt fri i 

mars 2023, ifølge China Aid. Det er ikke kjent hva som 
har skjedd med han etter løslatelsen.

Pastor Keshab Acharya i Nepal er dømt til ett års fengsel. Foto: Privat

Fakkeltog for dem  
som stenges ute
Sammen med Åpne Dører ble det i 2023 arrangert 
fakkeltog i 22 byer og tettsteder. Mottoet var å støtte 
dem som blir utestengt for sin tro: Kidnappet, arrestert, 
fengslet, dødsdømt, tvangskonvertert, tvangsgiftet, 
voldtatt, mobbet, banket opp, fratatt jobben, nektet 
skolegang, utelatt fra pensum, stemplet som forræder, 
kastet ut hjemmefra, fordrevet, fått sitt gudshus stengt, 
utsatt for razziaer i sine hjem.

Fakkeltoget i Oslo gikk til Eidsvolls plass foran Stortinget. 

Foto: Johannes Morken 

FN-besøk i Oslo
FNs spesialrapportør for trosfrihet, Naila Ghanea, kom 
til Oslo 22. august 2023 for å delta på markeringen 
av FN-dagen for ofre for religiøst begrunnet vold. 
Møtet var arrangert av Stefanusalliansen, Den norske 
Helsingforskomité  og Samarbeidsrådet for tros- og 
livssynssamfunn.

Nazila Ghanea, FNs spesialrapportfør for trosfrihet,  

i Oslo i august 2023. Foto: Johannes Morken
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Synleg mediearbeid
Ei viktig rolle for Stefanusalliansen er å vera offentleg 
talerøyr for menneske som blir forfølgde for trua si.

I 2023 signerte Stefanusalliansen drygt 80 innlegg 
og kronikkar i Vårt Land, Aftenposten, Klassekampen, 
Dagen, Stavanger Aftenblad, Fædrelandsvennen, Dags-
avisen, Panorama Nyheter, Minerva og fleire.

Medarbeidarar blir intervjua. I aukande grad er 
Stefanusalliansen til stades i kristne radioar og TV-kanalar 
med korte meldingar, intervju og andaktar. Tidvis er 
Stefanus alliansen også i NRK. 

Så langt i 2024 har Stefanusalliansen signert cirka 35 
kronikkar.

Mange arrangement, inkludert fakkeltog og konsert-
seriar, vert omtalte av lokale media.

Vi har også i 2023 og 2024 retta søkjelys mot den 
alarmerande utviklinga for kristne og muslimar i India, 
gjennom media og politiske initiativ. Vi har i ei rad kro-
nikkar stilt spørsmål til utanriksminister Espen Barth Eide 
fordi vi ikkje har sett spor av norsk kritikk av den sterkt auka 
valden mot minoritetar i India.

Etter det valdelege angrepet på kristne nabolag i 
Jaranwala i Pakistan i august 2023, etter ei ugrunna blas-
femiskulding, fekk vi godt gjennomslag, også i Aftenposten 
og NRK. Vi fekk også skrive om brende kyrkjer i fleire land 
og kva det gjer med oss. Vi har følgt historia til den rus-
sisk-ortodokse presten Viktor Ioann Burdin som blei dømt 
for blasfemi mot kyrkja og gitt yrkesforbod. Slik blir kritika-
rar av krigen straffa både av verdsleg og kyrkjeleg makt. På 
8. mars løfta vi både i 2023 og 2024 fram situasjonen for 
kvinner i den globale kyrkja.

Meninger
Blasfemiloven

Kristne fordømmer angrepene mot kirker og hus i Jaranwala. Protesten fant sted i Karachi, Pakistan, 17. august.  
Foto: Akhtar Soomro, Reuters/NTB
U

Debatt
Ed Brown
Generalsekretær, 
Stefanusalliansen

Johannes Morken
Redaktør, 
Stefanusalliansen

Blasfemiloven og
Pakistans tragedie

satt til ti år. Fornærmelser mot profeten
Muhammeds koner er inkludert.

I januar tok Norge gjennom FNs men-
neskerettighetsråd opp både dødsstraff og
vold rettet mot religiøse minoriteter i Pa-
kistan. Det er bra. Men tragedien i Jaran-
wala tilsier at Norge på nytt tar blasfemilo-
ven og misbruket av loven opp med Pakis-
tans ledere.

Norge kan ikke gi etter for press. Vi ber
utenriksminister Anniken Huitfeldt (Ap) ta
opp at de ansvarlige må stilles til ansvar
for grove ugjerninger. Det må settes et ty-
delig eksempel etter Jaranwala.

Vi venter også på at Pakistans myndighe-
ter konkret forteller hva de vil gjøre for å
stoppe ekstremistenes vold mot kristne og
andre minoriteter.

For Pakistans egen skyld må det bli slutt
på at ekstremister uten risiko for straff kan
fremsette falske blasfemibeskyldninger –
og slik ødelegge mange menneskers liv og
true eksistensen til hele minoritetssam-
funn.

I Norge må debatten om hvilke grenser
som kan settes for provokatørers brenning
av Koranen, fortsette. Men ett står fast: Vi
skal ikke gi etter for press blant annet fra
Pakistan for å gjeninnføre blasfemiloven.
Pakistan trenger selv å bli minnet på at
landets egen blasfemilov bidrar til å øde-
legge landet.

D en 16. august skjedde nok en
tragedie som følge av Pakis-
tans grufulle blasfemilov.
Etter at to unge menn var be-

skyldt for å ha revet noen sider ut av en
koran, gikk en rasende folkemengde og
mobb til angrep på flere kristne nabolag i
Jaranwala nær Faisalabad.

Kristne innbyggere flyktet for livet da de
forsto hva som var i ferd med å skje. Etter
noen timer var mange hjem ødelagt og
brent. 25 kirker var ødelagt.

De første politifolkene som kom, ble selv
skutt etter og jaget. Da større styrker kom,
var tragedien allerede et faktum.

Stefanusalliansen er en norsk misjons-
og menneskerettsorganisasjon med et
særskilt fokus på trosfrihet. Vi er nedbrutt
og opprørt over bildene og beretningene
fra vår samarbeidspartner i Pakistan. Over
100 fra mobben ble arrestert. Men det ble
også de to kristne som var beskyldt for
blasfemi.

Loven utnyttes av ekstremister. Blasfe-
miloven brukes av ekstremister for å
ramme religiøse minoriteter og som makt-
middel i personlige feider. Både minorite-
ter og medlemmer av majoritetsreligionen
kan rammes av ekstremistenes hat og
handlinger.

Når noen fra én minoritet – kristne, hin-

duer, ahmadyaer eller sikher – beskyldes
for blasfemi, skjer det dessverre at hele
samfunn angripes.

En lignende tragedie som den i Jara-
wanla rammet det kristne nabolaget Jo-
seph’s Colony i storbyen Lahore i august
2013. Området ble brent ned. De som ble
arrestert for ugjerningen, ble etter kort tid
sluppet fri.

Det er dødsstraff for blasfemi i Pakistan.
Ingen er så langt henrettet.

De dødsdømte slippes til slutt fri av en
høyere rett, men da har de sittet innesper-
ret i årevis – med ødelagt liv som resultat.
Ekstremister tar for sin del gjerne døds-
straffen i egne hender og lynsjer og dreper
mennesker de beskylder for blasfemi. Så
langt i år er flere mennesker drept.

Blasfemiloven må utfordres. Pakistans
regjering har fordømt ugjerningen i Jaran-
wala og lovet beskyttelse av minoriteter.
Men slike løfter har tidligere dessverre vist
seg tomme. Mange frykter at de ansvarlige
for brutaliteten også denne gangen slipper
straff, mens de to blasfemi-beskyldte blir
sittende lenge i fengsel.

Pakistan har dessverre avvist alle krav
om å stramme inn eller oppheve sine blas-
femilover. Tvert imot er loven blitt forver-
ret: Nylig vedtok landets senat en utvi-
delse av blasfemiloven. Minstestraffen er

❝Blasfemiloven brukes av 
ekstremister for å ramme 
religiøse minoriteter og 
som maktmiddel i 
personlige feider

Kort sagt

Utdanning

Høy
snittalder har
helt andre
årsaker

Lederartikkelen «Det gir en uri-
melig fordel å fullføre videregå-
ende på normal tid» i Aftenpos-
ten 22. august er skuffende.

Den viktigste liberalkonserva-
tive avisen villeder og bruker
faktafeil om noe så viktig som
hvem som søker og blir tatt opp
ved våre utdanningsinstitusjoner. 
At norske studenter har en høy
gjennomsnittsalder, stemmer.
Men det har helt andre årsaker
enn hva Aftenposten antyder.

70 prosent av studentmassen
vår ligner på resten av Europas.
De er mellom 15 og 29 år gamle.
Men Norge har også en gjeng
med 30-, 40- og 50-åringer i høy-
ere utdanning som trekker opp
snittet. Det har ikke Italia og
Frankrike, selv om de sannsynlig-
vis skulle ønske det. For dette er
deltidsstudenter med jobb og fa-
milie som tar etterutdanning.
Altså del av en villet politikk for
livslang læring.

Det som egentlig betyr noe for
debatten om opptakssystemet, er
hvor gamle studentene er når de
starter. Og her ser bildet helt an-
nerledes ut når man sammenlig-
ner Norge med resten av verden.
For norske studenter kommer
raskt i gang, de er i gjennomsnitt
22 år og Norge kan slå seg på
brystet med en av de høyeste an-
delene 18-24-åringer i utdanning
i hele OECD.

«Evighetsprivatistene» som
aldri kommer seg i utdanning, er
en myte. Sannheten er at priva-
tistene er effektive og bruker ett,
maks to år (94 prosent) på å få
vitnemålet. En elev som hever
mattekarakteren fra 2 til 6, har
gjort et enormt faglig løft. Ver-
dien av målrettet arbeid og stu-
dieteknikk blir med videre i stu-
diene og øker sannsynlighet for å
mestre og fullføre.

Aftenposten har feil diagnose
og medisin. Vi kan gjerne opti-
malisere opptaksreglene, for ek-
sempel med å fjerne alderspo-
eng. Men løsningen er ikke å
hugge 70.000 vitnemål i stein
hvert år, erstatte én kvote med
en annen og innføre opptaksprø-
ver. Det vil kun forsterke et alle-
rede høyt karakterpress i videre-
gående og introdusere et nytt po-
engsystem med enda trangere
flaskehals.

Marit Aamold Trysnes

Administrerende direktør, So-
nans privatgymnas

46 Torsdag 24. august 2023  
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K
ristne er på 
20 år blitt 
redusert til 
ein ørliten 
minoritet i 
Irak. Kristen-
dommen kom 
ikkje til Irak 

med vestleg misjon, men med apos-
telen Thomas, som for 2000 år sidan 
tok evangeliet heilt til India. Kloste-
ret Mar Mattai heilt nord, med røter 
tilbake til 300-talet, er eit levande 
vitnesbyrd om kristne røter tilbake 
til dei aller første hundreåra. På eit 
tidspunkt var kyrkja i området som i 
dag er Irak, den største i verda.

Kristne her har levd i det per-
siske imperiet sidan 600-talet under 
ulike muslimske herskarar. Forføl-
ginga og diskrimineringa har gått i 
bølgjer.

Før 2003 var det 1,3 millionar 
kristne i Irak. Dei utgjorde vel fem 
prosent av eit folketal på 24 millio-
nar. I dag er det berre kring 200.000 

kristne igjen, av 44 millionar – 
mindre enn 0,5 prosent av folket.

Diktatoren Saddam Hussein 
hadde enkelte kristne i regjeringa, 
og han opna for ein viss bibelim-
port. Men gradvis vart islamiseringa 
forsterka. Moskear som vart bygde 
med pengar frå Saudi-Arabia og 
andre land i Golfen, spreidde radi-
kale idear som sette også kristne 
under hardare press.

Så kom den amerikanske inva-
sjonen i 2003. Svært mange kristne 
flykta frå blodige militsangrep, drap 
og borgarkrig. Andre kristne flytta 
nordover. Ut av kaoset vaks så Den 
islamske staten (IS). I juni 2014 kom 
IS til den nordlege storbyen Mosul. 
Eit IS-ultimatum tømde byen for 
kristne – det var framleis innpå 
40.000 av dei. Berre nokre titals er i 
dag tilbake. Kyrkjene, unnateke ei, 
ligg i ruinar.

I dag bor det kristne i berre sju 
av Iraks 18 provinsar, og det er 
aktive kristne samfunn i berre tre 
– i den sjølvstyrte kurdiske provin-

sen i nord og på den tilgrensande 
Ninive-sletta.

I nabolandet Tyrkia førte fol-
kemordet frå 1915 til at dei store 
kristne folkegruppene – armenarar, 
assyriske kristne og greske kristne – 
vart redusert til ein ørliten mino-
ritet. I Irak har eg intervjua både 
armenske og assyriske kristne som 
er etterkomarar av menneske som 
overlevde folkemordet i Tyrkia. 
Dei brukar all si tid på å skapa håp, 
for å sikra at Irak ikkje blir tømt for 
kristne.

I Syria er talet på kristne på halv-
ert på 20 år. Det ein gong sterke 
kristne samfunnet i kaotiske Liba-
non vert sterkt svekt av utvandring.

«Den tragiske kri-
gen kan føra til at 
Gaza blir tømt for 
kristne for godt»

KRONIKK

Området der kristendomen oppstod, kan enda 
som eit museum over 2000 års kristen historie.

Kronikk  
& debatt

« Ikke hør på reklamepappaen 
– ikke hold holdningene 

deres for dere selv. Det er vår plikt 
å ødelegge julemiddagen med 
høylytt prat om alt fra våpenpro-
duksjon, gruvedrift på havbunnen, 
velferdsprofitører og laksebaro-
ner, til at Blackrock snart eier alt 
rundt oss, Amazonas tørker ut, 
polene våre smelter og at mødre 
har mikroplast i morsmelka. Det 
er vår plikt å sette i gang en høy-
lytt diskusjon om det er riktig at 
Nammo sponser skihopperne våre 
mens de produserer våpen som 
dreper barna på Gazastripen. Let 
it all out. God jul til alle som gidder 
å bryte ut.

Kari Kristensen i Dagsavisen

« Rein etnografisk observasjon 
tilseier at nordmenn er eit 

folkeslag som fyrst og fremst et 
med hendene.

Runar Døving til Morgenbladet

« Håp er det motsatte av 
nihilisme. Jo verre det går 

med verden, jo mer håpefull må 
du være for å kunne fortsette å 
kjempe, paradoksalt nok.

Lea Ypi i The Guardian

« Noget af det værste er 
cyklister, der kegler rundt 

med at komme tilbage op på cy-
klen efter et rødt lys. [...] Går det 
ekstraordinært sløvt, kan jeg godt 
lide helt tyst at hvisle ’kom nuuu’. 
De hører det højst sandsynligt 
ikke, men den lille risiko for, at de 
gør, er tilfredsstillende.

Natalie Barrington Rosendahl  
i Dagbladet Information
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FORFØLGELSE: Eg ber utanriks-
minister Espen Barth Eide og 
bistandsminister Anne Beathe  
Tvinnereim svara på: Kva har Noreg 
under forhandlingane sagt til India 
om uro på grunn av hat og vald mot 
religiøse minoritetar?  Og i kva grad 
uroar det Noreg at India i praksis  
er i ferd med å bli ein hindustat?

JOHANNES MORKEN,
Stefanusalliansen

Ein alarmerande rapport kom på 
bordet mitt like før eg skulle ta 
påskeferie. For medan det venta 
oss ei fredeleg høgtid, gjekk 
kristne i India inn i påska som for 
hindu-ekstremistar ofte har vore 
ei høgtid for både hatprat og vald 
mot nettopp kristne. Dei gjekk 
inn i fastetida med fleire vonde 
hendingar enn i fjor, som var eit 
rekordår for vald og hat.

Rapporten bør få oss alle, også 
kyrkjeleiarar og politikarar, til å 
vakna: På eitt år har talet på 
dokumenterte valdelege angrep 
mot kristne i India stige med 
nesten 50 prosent – frå 423 i 2022 
til 601 i fjor, ifølgje 2023-rappor-

ten frå Evangelical Fellowship of 
India (EFI), ein paraplyorganisa-
sjon for evangelikale kyrkjer.

Rapporten fortel også om sterk 
vekst i hatprat. Hatet blir ikkje 
imøtegått av styresmaktene. 
Tvertimot: Det synest som at 
samfunnet blir meir og meir 
immunt mot hatprat og valdelege 
angrep mot kristne – og musli-
mar.

Påskot for vald
«Den største suksessen til politi-
karar på høgrefløyen er at hatet 
er normalisert. No trengst det 
ikkje (…) ei gruppe høgreorien-
terte hindunasjonalistar for 
angrep på kristne. Vanlege hin-
duar kan gjera slikt. Mange er 
blitt hjernevaska i synet på oss 
kristne. Det er berre éi linse 

mange ser oss gjennom: Vi blir 
sett på som framande som kon-
verterer hinduar på vegne av 
vestlege kyrkjer», seier ein for-
tvilt Vijayesh Lal, generalsekre-
tær i EFI, i ein samtale eg nyss 
hadde med han.

11 av 28 delstatar har lover som 
kriminaliserer konvertering. 
Lovene blir brukte som påskot 
for vald: Pastorar og vanlege 
kristne blir angripne og taua inn 
av politiet etter at hindunasjona-

listiske grupper grunnlaust har 
påstått at dei driv konvertering 
med tvang eller lokkemiddel.

Mange av dei arresterte har, 
heiter det i rapporten, blitt 
angripne midt under bursdags-
feiringar eller bønnemøte. I 2023 
vart 648 kristne arrestert – det 
er det verifiserte talet. Ved slutten 
av året sat framleis 35 i fengsel. 
Dalit-kristne (kastelause), kristne 
frå urfolk og kristne kvinner er 
svært utsette.

U Frihandel er 
viktig, fri-

dom er viktigare

Tru 
under 
farlege 
angrep

DEMOKRATI BERRE PÅ PAPIRET: 
– Eg etterlyser tydeleg norsk 
tale i møte med ein så viktig 
global aktør som India som er i 
ferd med å bli eit demokrati 
berre på papiret. Frihandel er 
viktig, fridom er viktigare.  
 Foto: Emilie Holtet / NTB

MAGNAR KARTVEIT,
teolog

I et intervju med Vårt Land sier 
pensjonert prest Harald Peter 
Stette at uttrykket «Slik lyder 
Herrens ord» i gudstjenesten bør 

droppes (14. mars). Grunnen er at 
formuleringen innebærer at alt i 
Bibelen er Guds ord. «Det står 
mye underlig i Bibelen som vi 
reagerer på i dag», sier han.

Jeg har mange ganger blitt spurt 
om å holde foredrag om Bibelens 
vanskelige tekster. Det dreier seg 

ofte om helligkrigen, at Gud befa-
ler israelsfolket å drepe alle inn-
byggerne i Jeriko unntatt Rahab 
og hennes familie. Vanskelige 
tekster handler også om Guds 
vrede, beskjeden til Abraham om 
å ofre Isak, om Satan, helvete, anti-
semittismen i Bibelen, og mye mer.

Mange bibellesere går forbi 
slike tekster og leser de gode tek-
stene om Guds nåde og Jesu kjær-
lighet. De som ser vanskene og 
stopper opp ved dem, kan være 
enig i at «det står mye underlig i 
Bibelen», som til og med kollide-
rer med nåden og kjærligheten. 

Det er altså Bibelen som setter 
standarden for hva som er 
«underlig» eller «vanskelig».

Men Bibelen har selv sett van-
skene ved krigen og vreden, og 
kommentert og motsagt dem. 
Erobringen av Jeriko har to fram-
stillinger i Josvaboken, en hellig-

Bibelens vanskelige tekster

Tru under farlege angrep
2024-04-02
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På globale scener

Ed Brown (bakerst) deltok på møtet til en internasjonal diplomatisk 

allianse for trosfrihet (IRFBA) i Geneve i mars 2024. Foto: IRFBA

Elisa Chavez på konferanse i Vatikanet i samband med den  

internasjonale kvinnedagen 8. mars. Foto: Caritas

I april 2023 var generalsekretær Ed Brown invitert som 
innleder under en konferanse i Libanon. Stefanus-
alliansens partner i Libanon, Adyan Foundation, var 
vertskap for et nettverk av diplomater fra rundt 40 land 
som arbeider for trosfrihet - International Religious 
Freedom or Belief Alliance (IRFBA).

Adyan som er en anerkjent aktør i Libanon, hadde 
fått satt opp møter med Libanons statsminister, 
andre sentrale politiske ledere og religiøse ledere. 
Stefanus alliansen sitter i IRFBAs ekspertkomite. 
Stefanusalliansen deltok også under IRFBAs årlige 
konferanse på ministernivå i Praha i Tsjekkia i november. 
Temaet var «Trosfrihet i autoritære regimer».

Birgitte Moe Olsen var med i en delegasjon for unge 
trosfrihetsaktivister og hadde med en gruppe unge 
aktivister fra Sørøst-Asia. Elisa Chavez satt i et panel i 
en sesjon om trosfrihet og kvinner. Brown deltok i flere 
nettverksmøter.

Elisa Chavez og Vija Herefoss var på turné i USA 
der dei underviste om trusfridom og kvinners rettar 
for eit FN-forum, for ei stor gruppe i Det amerikanske 
utanriksdepartementet, for Den amerikanske kommi-
sjonen for internasjonal trusfridom (USCIRF) og fleire 
organisasjonar i sivilsamfunnet. Det var stor interesse 
for deira bidrag.

Styrkjer politisk påverknad

Stefanusalliansen har i 2024 oppretta ei ny stilling som 
rådgjevar for politikk og kommunikasjon. Oppgåva 
er ikkje minst å styrkja oppfølgjing av politiske parti, 
Stortinget og Utanriksdepartementet i arbeidet for 
norsk innsats for internasjonal trusfridom.
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TRUSFRIDOM

Sobia Batool frå Pakistan «fekk ein auge
opnar» då ho i oktober i fjor deltok på 
eit seminar på Bali i Indonesia i regi av 
Stefanusalliansen. Temaet var trusfridom 
og rettane til kvinner. 

Seminaret var eitt av fire regionale seminar som 
Stefanus alliansen arrangerte i 2022 og 2023 om trus-
fridom og likestilling mellom kjønna.

– På Bali fekk eg møta ein kvinneleg imam frå Indo-
nesia og kvinnelege aktivistar frå fleire land. Det endra 
heile tankegangen min. Eg har aldri før sett at kampen 
for religionsfridom kan vera til hjelp i kampen for 
rettane til kvinner. Heller ikkje har eg tidlegare sett kor 
viktig det er å dra kvinner med i arbeidet. Eg blei sterkt 
inspirert til å ta dette heim, seier Batool.

Få veker etter heimkomsten var ho sentral i gjen-
nomføringa av den første konferansen for kvinnelege 
religiøse leiarar i Pakistan. Kring 80 deltok, og desse har 
etterpå danna eit godt nettverk.
 
«Okkupert av menn»

Susan Cherian frå Schumacher-senteret i New Delhi i 
India var også på Bali.

– Vi fekk understreka kor viktig det er å dokumentera 
og framheva kvinners erfaringar med å få tilgang til 
trus- og livssynsfridommen. Deira erfaringar er under-
rapporterte fordi det religiøse rommet er okkupert av 
menn. Trus- og livssynsfridom er dessutan ein rett for 
individet til å utøva sin religion eller sitt livssyn, det 
handlar ikkje om religionens rettar i seg sjølv, seier 
Cherian.

Ein fersk rapport frå Evangelical Fellowship of India 
fortel korleis kristne kvinner er svært utsette for brot 
på trusfridommen i eit India prega av meir og meir 
hindu-nasjonalisme. 

Susan Cherian fortel korleis ein meir aggressiv 
fleirtalsreligion i India gjer at muslimane vert tvinga til 
å fysisk trekkja seg tilbake til eigne gettoar. Ekstra sterkt 
rammar dette muslimske kvinner som enten på eiga 
hand eller etter press trekkjer seg tilbake frå samfunnet - 
frå skular, høgskular eller arbeid.

Kamp mot overgrep
Ei av dei som skulle vore på seminaret i Cape Town, 
men som ikkje kom seg ut av Nigeria på grunn av 
visum-problem, var Emmanuella Rita Atsen.

– Nigeria er kjent for religiøsiteten sin, men også 
for mange barbariske handlingar i religionens namn. 

Kristne kvinner i bydelen Johan-

nabad i Lahore i Pakistan under 

ein gudsteneste. Foto: Christine 

Gripsgård Lunga

I 2021 ga Stefanusalliansen ut 

undervisningsheftet «Freedom 

of Religion and Belief. Women 

in Focus.» I 2023 kom heftet på 

arabisk. I 2024 er det gitt ut på 

fransk og norsk.

Tankegang  
blei endra
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Nigeria er kjent for religiøsiteten 
sin, men også for mange barbariske 
handlingar i religionens namn.
Emmanuella Rita Atsen

Fire regionale seminar
Jerevan, Armenia: for Kaukasus  
og Sentral-Asia.
Beirut, Libanon: for Midtausten  
og Nord-Afrika.
Cape Town, Sør-Afrika: for det 
sørlege Afrika.
Bali, Indonesia: for Sør- og  
Søraust-Asia.
Til saman 120 deltakarar frå 43 land.
Deltakarar frå kristendom, bahá’í, 
islam, buddhisme, hinduisme, 
jesidi, afrikansk spiritualitet.

Også i Nigeria lid kvinner på grunn av brot på 
trusfridommen. Eg ønskjer å læra for å kunna bruka 
kunnskapen til effektiv intervensjon og for å under-
visa andre som kan promotera trusfridom som ein 
rett for alle, seier ho om kvifor ho gjerne skulle vore 
på seminar.

Rettar styrkjer kvarandre
Eit viktig utgangspunkt er altså at trus- og livssyns-
fridom og likestilling kan styrkja kvarandre og ikkje 
motarbeida kvarandre. Utfordringane er ulike i ulike 
delar av verda. 
• I Sør- og Søraust-Asia, Midtausten og Nord-Afrika er 
det ofte mangel på lovverk, og kvinner vert ofte diskri-
minerte både på grunn av religiøs identitet og kjønn.

• I andre område finst lovverk. Men det er manglande 
vilje til å handheva lovene. Både i Kaukasus, Sen-
tral-Asia og i Afrika sør for Sahara er det ein kultur med 
straffefridom og at kvinner og religiøse minoritetar 
vert diskriminerte i rettsvesenet. Lovgjeving mot vald i 
heimen vert ofte ikkje handheva der kvinner i religiøse 
og etniske minoritetar er offer. Polititenestemenn vil 
nemleg ikkje «blanda seg inn». 

– Det trengst meir kunnskap og større rom for 
teologisk refleksjon slik at kvinner får forstå sin eigen 
religion, er mellom oppsummeringane.

Stefanusalliansen
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0502 Oslo
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Krevende tider over grenser

I flere av landene der Stefanusalliansen 
har partnere gjør myndighetene det stadig 
vanskeligere for ikke-statlige organisasjoner 
å ta imot økonomisk støtte utenfra. Sivil-
samfunnet forsøkes kneblet. Problemet har 
vokst gjennom 2023.

Undervisning når ut
Stefanusalliansen og partnarane våre – Adyan 
i Libanon og PROCMURA i Kenya – har 
gjennom 2023 undervist til saman 4-500 men-
neske om trusfridom som ein rett for alle. Frå 
tidlegare år veit vi at mange tek kunnskapen 
vidare i lokale aktivitetar. 

Vil samle støtte i USA 

Stefanusalliansen er nå registrert også i USA. I 
første omgang skal 2024 brukes til å kartlegge 
hvordan organisasjonen best kan gå frem for 
å starte et innsamlingsarbeid. Deretter skal 
beslutninger tas. Organisasjonen vil rette 
seg mot enkeltpersoner, menigheter og store 
stiftelser, men ikke søke statlig støtte.

– Vi vil gå forsiktig frem. Satsing i USA skal 
ikke true det vi i dag har og gjør. Men vi tror 
og håper at vårt arbeid også kan appellere til 
deler av kristenheten i USA, sier Ed Brown. 
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‘Vi er ustoppelige’
Aiman Umarova var dypt takknemlig da hun 13. mai fikk overrakt  
Stefanusprisen 2024 av utviklingsminister Anne Beathe Tvinnereim, 
tidligere medlem i Stefanuspris-komiteen.

– Jeg dedikerer Stefanusprisen til tidligere helter som har betalt 
den aller høyeste prisen for sin kamp. Og jeg dedikerer prisen til det 
kasakhstanske folk. Majoriteten støtter meg. Stefanusprisen skaper håp. 
Sammen kjemper vi oss nærmere rettferdighet og verdighet. Sammen er 
vi er ustoppelige, sa Umarova.

I 2023 ble 195 personer arrestert for sin trosutøvelse i Kasakhstan.  
– Landet er ved et historisk vendepunkt, sa prisvinneren.

Stefanusprisen er på 10 000 euro. Priskomiteen ledes av biskop Inge-
borg Midttømme.

STEFANUSPRISEN

Aiman Umarova fra 

Kasakhstan med  

Stefanusprisen 2024.

Foto: Johannes Morken

‘Stefanusprisen  
berget meg’
Den vietnamesiske juristen og hoa hao-buddhisten
Nguyen Bac Truyen, som fikk Stefanusprisen i 
2020, satt den gangen fengslet med en dom på 
11 år. Han ble satt fri i september 2023. Han fikk 
overrakt prisdiplomet under en tilstelning i Praha i 
november i forbindelse med et internasjonalt møte 
for trosfrihet.

Både Truyen og hans kone Bui Thi Kim Phuong 
som var invitert til Praha, uttrykte stor takknemlig-
het. Mens mannen satt i fengsel, var Phuong under 
kontinuerlig overvåkning, trakassering og sosial 
isolasjon. Hun kunne derfor ikke ta seg arbeid.

– Jeg bodde helt alene og var ofte redd. Jeg følte 
meg krenket. Siden jeg ikke hadde fast inntekt, ble 
Stefanusprisen på 10 000 euro redningen. Prisen 
har ikke bare anerkjent Truyens viktige arbeid, men 
den ga meg praktisk hjelp, sier Phuong.

Nguyen Bac Truyen, sammen med kona Bui Thi 

Kim Phuong, mottar prisdiplomet av generalsekre-

tær Ed Brown. Foto: Stefanusalliansen
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Virksomhetens art, formål og arbeid 

Stefanusalliansen er en misjons- og menneskerettighetsorganisasjon med et særskilt fokus på 
trosfrihet. Stefanusalliansen er en frivillig, uavhengig og tverrkirkelig organisasjon, og er registrert 
som en forening.  
 
Stefanusalliansen arbeider utfra følgende formål:  
 
1. Under mottoet «sammen for de forfulgte» hjelper og støtter Stefanusalliansen mennesker som 
undertrykkes for sin tro, med særlig vekt på kristne i land der trosfriheten krenkes. 
 
2. Stefanusalliansen ser kampen for trosfrihet for alle som et kristent ansvar. Vi arbeider 
for økt respekt for og etterlevelse av retten til å ha en tro, skifte tro og utøve sin tro.  
 
3. Ut fra Bibelens misjonsbefaling bidrar Stefanusalliansen til å formidle evangeliet i ord og 
handling i land der trosfriheten begrenses. 
 
4. Stefanusalliansen setter trosfrihet på dagsorden. Vi utfordrer og mobiliserer myndigheter og 
sivilsamfunn til engasjement og handling. 
 
5. Stefanusalliansen utfordrer og inspirerer enkeltmennesker, menigheter og grupper til forbønn, 
støtte og aktivisme for de som undertrykkes for sin tro.  
 
6. Stefanusalliansen skaper fellesskap mellom kristne i Norge og kristne som forfølges og 
diskrimineres, til enhet og gjensidig berikelse av troslivet. 
 
Virksomheten er lokalisert i Oslo, men er gjennom reisevirksomhet og lokalt engasjement 
landsdekkende. Stefanusalliansen har i 2022 vært engasjert i prosjekter i nærmere 20 land i 
Midtøsten, Afrika og Asia. Stefanusalliansen har ikke egne utsendinger. Arbeidet internasjonalt 
skjer gjennom internasjonale nettverk og lokale partnere som kirker, organisasjoner og 
enkeltpersoner. Arbeidet finansieres hovedsakelig gjennom frivillige gaver.  
 

Redegjørelse for årsregnskapet  

Stefanusalliansen har presentert et årsregnskap etter aktivitet for 2023 i henhold til 
regnskapsstandard for ideelle organisasjoner. Dette regnskapsoppsettet har en annen struktur 
enn ordinære regnskap. I dette oppsettet legges det mer vekt på å beskrive:  
 
- Inntektene (midlene) og hvordan disse er anskaffet 
- kostnader til anskaffelse av midler 
- kostnader til virksomhetens formål  
- administrasjonskostnader 
- aktivitetsresultat 

 
Totalinntektene var i 2023 kr 52,2 mill. (kr 61,5 mill i 2022). Inntektene er i all hovedsak 
gaveinntekter fra privatpersoner, menigheter og grupper, til sammen kr 33,9 mill. (kr 49,2 mill.). 
Offentlige tilskudd var kr 15,3 mill (kr 12,6 mill).  

 

Transaction 09222115557518309203 Signed KTJ, EAO, ECB, SB, SNØ, EA, AMST, JJ



Orientering om virksomheten 2023                               side 2 

Innsamlingskostnadene var kr 5,5 mill. (kr 5,0 mill.).  

Forbrukte midler til formålet var kr 49,0 mill (kr 43,0 mill.).  

Administrasjonskostnadene var kr 2,7 mill (kr 2,6 mill.) 

Aktivitetsresultatet var negativt med kr 5,2 mill (+ kr 10,8 mill.). Dersom vi tar hensyn til bruk av 
avsatte fond (Sareptafondet) på kr 2,8 mill., er ordinært resultat av årets drift negativt med kr 2,4 
mill. (+ kr 12,1  mill.) Det var budsjettert med et resultat på minus kr. 3,5 mill., slik at ordinært 
resultat dermed ble kr 1,1 mill. bedre enn budsjett.  

Hovedårsaken til at ordinært resultat ble noe bedre enn budsjett er at avkastningen av våre 
finansplasseringer var kr 1,6 mill. bedre enn budsjett.  
 
Stefanusalliansen har i alle år primært basert seg på gaveinntekter, noe som gir nærhet til 
støttespillerne og en viss grad av forutsigbarhet. Samtidig har organisasjonen avtaler med både 
Digni/Norad og Utenriksdepartementet (UD). Stefanusalliansen mottok i 2023 også midler fra 
organisasjonen Search for Common Ground til enkelte prosjekter.  

Siden 2018 har Stefanusalliansen hatt to avtaler med UD. Den nåværende går fra medio 2021 til 
utgangen av 2024, med samlet tilskudd på 28 millioner. I august 2023 ble det gjort kjent at 
forvaltningen av bistand knyttet til bl.a. menneskerettigheter flyttes fra UD til Norad. Norad har 
det siste halvåret arbeidet med en ny organisasjonsplan for å ta hånd om nye oppgaver innen 
bistand på menneskerettighetsfeltet. Det er ventet at Norad vil kunngjøre sin utlysning av de 
overførte budsjettpostene i løpet av høsten 2024.   

Over år har Stefanusalliansen bygget opp fond med selvpålagte restriksjoner Det er et uttalt mål 
å ta midlene aktivt i bruk for å kunne bistå når våre internasjonale partnere rammes av akutte 
kriser eller har behov for avgrenset og målrettet kapasitetsutvikling (Sareptafondet) og til 
strategiske utviklingsaktiviteter i organisasjonen (Utviklingsfondet).  
 
Fra 2021 opplevde vi en nedgang i ordinære inntekter grunnet verdenssituasjonen. Våre givere 
berøres av høyere priser, høyere renter og større økonomisk usikkerhet. I en normalsituasjon ville 
det for Stefanusalliansen betydd at en måtte nedskalere driften fra 2023. Styret har valgt å bruke 
de store ekstrainntektene fra 2022 til å saldere 2023- og 2024-budsjettene for å opprettholde 
aktiviteten på planlagt nivå. Det brukes også midler på å utvide antall støttespillere og givere. Ved 
regnskapsavleggelsen for 2022 ble det derfor avsatt kr 7 mill. av mindreforbruket i et midlertidig 
budsjettfond for 2023 og 2024. I 2023 ble det altså brukt kr 2,4 mill. av budsjettfondet og det 
gjenstår dermed kr 4,6 mill. av dette.  
 
Årets merforbruk på kr 5.151.643 er dekket på følgende måte:  
 
Bruk av formålskapital med selvpålagte restriksjoner   kr   - 5 151 643 
Endring formålskapital       kr   - 5 151 643 

Fortsatt drift  

Forutsetningen for fortsatt drift er til stede, og årsregnskapet for 2023 er satt opp på grunnlag av 
denne forutsetningen.  
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Arbeidsmiljø 

Sykefraværet var i 2023 8,0% (5,2%), hvorav 5,1% (1,4%) langtidsfravær og 2,9% (3,8%) 
korttidsfravær. Saker som vedrører arbeidsmiljø behandles av Arbeidsmiljøutvalget, som består 
av 2 representanter fra de ansatte og to fra ledelsen. Det er ikke rapportert om sykefravær 
begrunnet i forhold på arbeidsplassen.  
 

Likestilling 

Organisasjonen hadde ved utgangen av 2023 23 ansatte, 14 kvinner og 9 menn. Styret besto ved 
utgangen av 2023 av 4 kvinner og 3 menn. Stefanusalliansen er bevisst sitt ansvar for å arbeide 
aktivt for å fremme likestilling og hindre diskriminering. Organisasjonen lønner kvinner og menn i 
samme stillingskategori/ansiennitet likt. Ledergruppen består av tre kvinner og to menn. 
Vedtektene krever at styret har minst to faste medlemmer av hvert kjønn. Stefanusalliansen 
ønsker å gi ansatte gode muligheter for å kombinere arbeid og familieliv, og legger til rette for 
ansatte som ønsker redusert arbeidstid.  

Ytre miljø 

Virksomheten forurenser det ytre miljø gjennom vanlig ressurs- og energibruk. Stefanusalliansens 
største forurensningskilde er flyreiser knyttet opp mot organisasjonens arbeidsfelt og 
internasjonale engasjement. For å begrense vår negative klimaeffekt, er det viktig å øke 
bevisstheten om vår bruk av flyreiser og begrense disse der det er mulig. Stefanusalliansens 
utslipp av Co2 gjennom flyreiser på reiser bestilt gjennom reisebyrået Bennett, for ansatte og 
andre deltakere på internasjonale konferanser der Stefanusalliansen dekker reisekostnader, 
utgjorde i 2023 totalt 74 024 kg Co2, som er en reduksjon på 12% fra 84 237 kg Co2 i 2022.  
Styret er innforstått med de samfunnsmessige forventninger som påligger alle norske 
virksomheter om å fremme tiltak for å bedre miljø og klima nasjonalt som globalt. I juni 2023 
inngikk Stefanusalliansen avtale med Down to Earth (tidligere Norsk Karbonlagring) om kjøp av  
sertifisert og fullfinansiert karbonfjerning gjennom biokull som lagres i landbruksjord, og som per 
i dag utgjør en Co2-reduksjon på 24 tonn per år.  
 
 

Også gjennom 2023 har vi sett at kristne og andre religiøse minoriteter blir stadig mer utsatt i en 
verden preget av usikkerhet og konflikt, og mange lever under fare for økt forfølgelse og 
diskriminering. Det er et alvor som tynger, samtidig som det også motiverer til forsterket innsats 
for trosfrihet for alle og en styrket Kirke også i årene som kommer. Stefanusalliansen vil derfor 
fortsatt frimodig kombinere støtte til kristen misjon og innsats for trosfrihet for alle.  
 
 
Oslo, 23. mai 2024 
___________________________              ________________________________ 
Anne Mari Schiager Topland (styreleder)  Stig-Øyvind Blystad (nestleder) 
___________________________             _________________________________ 
Kristine Tveit Jordet (styremedlem)    Eirik Aavitsland (styremedlem)   
___________________________   ________________________________ 
Siri Novak Øen (styremedlem)   Eivor Andersen Oftestad (styremedlem) 
___________________________    ________________________________ 
Jorge B. Jensen (styremedlem)    Edward C. Brown (generalsekretær) 
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.




  
    		Time
    		CES
    		IP address and User-Agent
    		Event
  


  
  
    		2024-05-24 13:01:18.565351 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      195.1.232.182
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36 Edg/125.0.0.0
      
    
    		
      
        The initiator Torgeir Nevland (TN) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_EN, c) set the signing due date to 2024-08-22 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.
      

    
  


  
  
    		2024-05-24 13:01:18.565351 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign sent an invitation to sign the document via email (ktj@stefanus.no) and SMS (+4798804220) to Kristine Tveit Jordet (KTJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 NB! Du må også signere "Styrets orientering", altså 2 separate signeringer med BankID. Takk igjen
      

    
  


  
  
    		2024-05-24 13:01:18.565351 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign sent an invitation to sign the document via email (eivor.oftestad@inn.no) and SMS (+4741411548) to Eivor Andersen Oftestad (EAO). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 NB! Du må også signere "Styrets orientering", altså 2 separate signeringer med BankID. Takk igjen
      

    
  


  
  
    		2024-05-24 13:01:18.565351 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign sent an invitation to sign the document via email (ecb@stefanus.no) and SMS (+4797725015) to Edward C. Brown (ECB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 NB! Du må også signere "Styrets orientering", altså 2 separate signeringer med BankID. Takk igjen
      

    
  


  
  
    		2024-05-24 13:01:18.565351 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign sent an invitation to sign the document via email (sblystad@gmail.com) and SMS (+4791847226) to Stig-Øyvind Blystad (SB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 NB! Du må også signere "Styrets orientering", altså 2 separate signeringer med BankID. Takk igjen
      

    
  


  
  
    		2024-05-24 13:01:18.565351 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign sent an invitation to sign the document via email (siri.novak.oen@gmail.com) and SMS (+4741393036) to Siri Novak Øen (SNØ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 NB! Du må også signere "Styrets orientering", altså 2 separate signeringer med BankID. Takk igjen
      

    
  


  
  
    		2024-05-24 13:01:18.565351 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign sent an invitation to sign the document via email (eirik.aavitsland@gmail.com) and SMS (+4792035499) to Eirik Aavitsland (EA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 NB! Du må også signere "Styrets orientering", altså 2 separate signeringer med BankID. Takk igjen
      

    
  


  
  
    		2024-05-24 13:01:18.565351 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign sent an invitation to sign the document via email (anne.mari.schiager.topland@frikirken.no) and SMS (+4747469496) to Anne Mari Schiager Topland (AMST). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 NB! Du må også signere "Styrets orientering", altså 2 separate signeringer med BankID. Takk igjen
      

    
  


  
  
    		2024-05-24 13:01:18.565351 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign sent an invitation to sign the document via email (j68jensen@gmail.com) and SMS (+4793084578) to Jorge Jensen (JJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 NB! Du må også signere "Styrets orientering", altså 2 separate signeringer med BankID. Takk igjen
      

    
  


  
  
    		2024-05-24 13:01:22.002847 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Kristine Tveit Jordet (KTJ) was delivered.
      

    
  


  
  
    		2024-05-24 13:01:22.024358 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Edward C. Brown (ECB) was delivered.
      

    
  


  
  
    		2024-05-24 13:01:22.046907 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Stig-Øyvind Blystad (SB) was delivered.
      

    
  


  
  
    		2024-05-24 13:01:22.069126 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Siri Novak Øen (SNØ) was delivered.
      

    
  


  
  
    		2024-05-24 13:01:22.088948 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Eirik Aavitsland (EA) was delivered.
      

    
  


  
  
    		2024-05-24 13:01:22.117002 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jorge Jensen (JJ) was delivered.
      

    
  


  
  
    		2024-05-24 13:01:28.420935 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Eivor Andersen Oftestad (EAO) was delivered.
      

    
  


  
  
    		2024-05-24 13:01:28.446852 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anne Mari Schiager Topland (AMST) was delivered.
      

    
  


  
  
    		2024-05-24 13:01:29.432745 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Kristine Tveit Jordet (KTJ) was delivered.
      

    
  


  
  
    		2024-05-24 13:01:29.46633 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Eivor Andersen Oftestad (EAO) was delivered.
      

    
  


  
  
    		2024-05-24 13:01:29.502279 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Edward C. Brown (ECB) was delivered.
      

    
  


  
  
    		2024-05-24 13:01:29.531891 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Stig-Øyvind Blystad (SB) was delivered.
      

    
  


  
  
    		2024-05-24 13:01:29.569035 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Siri Novak Øen (SNØ) was delivered.
      

    
  


  
  
    		2024-05-24 13:01:29.610089 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Eirik Aavitsland (EA) was delivered.
      

    
  


  
  
    		2024-05-24 13:01:29.650208 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Anne Mari Schiager Topland (AMST) was delivered.
      

    
  


  
  
    		2024-05-24 13:01:29.675252 UTC ±147 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external SMS delivery system reported that the invitation to sign the document sent via SMS to Jorge Jensen (JJ) was delivered.
      

    
  


  
  
    		2024-05-24 13:07:46.206967 UTC ±167 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      84.211.99.38
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1
      
    
    		
      
        The party Kristine Tveit Jordet (KTJ) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2024-05-24 13:08:22.914251 UTC ±168 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      84.211.99.38
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1
      
    
    		
      
        The document was signed by Kristine Tveit Jordet (KTJ) using 
  Norwegian BankID
 through 
  Vipps
 as the authentication method. 




The text signed in the 
  Norwegian BankID
 client was:


I sign the document Styrets orientering om virksomheten 2023 with transaction number 9222115557518309203.













Data returned from 
  Vipps
:
  
Name: Kristine Tveit Jordet
  
Personal identification number: 
  *Redacted by author*

  
Date of birth: 1991-05-10
  
PID: 9578-5993-4-3287594
  
  
Bank: BankID - Bankenes ID-tjeneste AS
  
Signatory distinguished name: CN=Jordet\, Kristine Tveit,O=BankID - Bankenes ID-tjeneste AS,C=NO,SERIALNUMBER=UN:NO-9578-5993-4-3287594,SURNAME=Jordet,GIVENNAME=Kristine Tveit
  
Issuer distinguished Name: CN=BankID - Bankenes ID-tjeneste AS - Bank CA 3,OU=988477052,O=Bankenes ID-tjeneste AS,C=NO;OrginatorId=3060;OriginatorName=Spareskillingsbanken;OriginatorId=3060
  
Certificate valid from: 2023-05-05 08:44:07 UTC











Signature: 


  *Redacted by author*






      

    
  


  
  
    		2024-05-24 13:09:22.757541 UTC ±171 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      195.1.232.182
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1
      
    
    		
      
        The party Edward C. Brown (ECB) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2024-05-24 13:10:19.348551 UTC ±174 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      195.1.232.182
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1
      
    
    		
      
        The party Edward C. Brown (ECB) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2024-05-24 13:10:59.42033 UTC ±176 ms
    		2024-05-24 12:13:06.241791 UTC
    		
      195.1.232.182
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1
      
    
    		
      
        The document was signed by Edward C. Brown (ECB) using 
  Norwegian BankID
 through 
  Vipps
 as the authentication method. 




The text signed in the 
  Norwegian BankID
 client was:


I sign the document Styrets orientering om virksomheten 2023 with transaction number 9222115557518309203.













Data returned from 
  Vipps
:
  
Name: Edward Charles Brown
  
Personal identification number: 
  *Redacted by author*

  
Date of birth: 1964-01-19
  
PID: 9578-5999-4-2218733
  
  
Bank: DNB Bank ASA
  
Signatory distinguished name: CN=Brown\, Edward Charles,O=DNB Bank ASA,C=NO,SERIALNUMBER=UN:NO-9578-5999-4-2218733,SURNAME=Brown,GIVENNAME=Edward Charles
  
Issuer distinguished Name: CN=BankID - DNB - Bank CA 3,OU=984851006,O=DNB Bank ASA,C=NO;OrginatorId=7002;OriginatorName=DNB;OriginatorId=7002
  
Certificate valid from: 2023-04-18 09:04:07 UTC











Signature: 


  *Redacted by author*






      

    
  


  
  
    		2024-05-24 13:18:53.643354 UTC ±7 ms
    		2024-05-24 13:13:07.748387 UTC
    		
      46.15.177.186
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 17_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.5 Mobile/15E148 Safari/604.1
      
    
    		
      
        The party Jorge Jensen (JJ) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2024-05-24 13:26:57.115057 UTC ±15 ms
    		2024-05-24 13:13:07.748387 UTC
    		
      46.15.177.186
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 17_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.5 Mobile/15E148 Safari/604.1
      
    
    		
      
        The document was signed by Jorge Jensen (JJ) using 
  Norwegian BankID
 through 
  Vipps
 as the authentication method. 




The text signed in the 
  Norwegian BankID
 client was:


I sign the document Styrets orientering om virksomheten 2023 with transaction number 9222115557518309203.













Data returned from 
  Vipps
:
  
Name: Jorge Jensen
  
Personal identification number: 
  *Redacted by author*

  
Date of birth: 1968-01-24
  
PID: 9578-5998-4-775848
  
  
Bank: DNB Bank ASA
  
Signatory distinguished name: CN=Jensen\, Jorge,O=DNB Bank ASA,C=NO,SERIALNUMBER=9578-5998-4-775848
  
Issuer distinguished Name: CN=BankID - DNB - Bank CA 3,OU=984851006,O=DNB Bank ASA,C=NO;OrginatorId=7002;OriginatorName=DNB;OriginatorId=7002
  
Certificate valid from: 2023-01-22 14:05:17 UTC











Signature: 


  *Redacted by author*






      

    
  


  
  
    		2024-05-24 14:16:29.034431 UTC ±4 ms
    		2024-05-24 14:13:09.542822 UTC
    		
      46.230.136.4
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1
      
    
    		
      
        The party Anne Mari Schiager Topland (AMST) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2024-05-24 14:17:12.601721 UTC ±5 ms
    		2024-05-24 14:13:09.542822 UTC
    		
      46.230.136.4
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1
      
    
    		
      
        The document was signed by Anne Mari Schiager Topland (AMST) using 
  Norwegian BankID
 through 
  Vipps
 as the authentication method. 




The text signed in the 
  Norwegian BankID
 client was:


I sign the document Styrets orientering om virksomheten 2023 with transaction number 9222115557518309203.













Data returned from 
  Vipps
:
  
Name: Anne Mari Schiager Topland
  
Personal identification number: 
  *Redacted by author*

  
Date of birth: 1971-05-17
  
PID: 9578-5993-4-2870397
  
  
Bank: BankID - Bankenes ID-tjeneste AS
  
Signatory distinguished name: CN=Topland\, Anne Mari Schiager,O=BankID - Bankenes ID-tjeneste AS,C=NO,SERIALNUMBER=9578-5993-4-2870397
  
Issuer distinguished Name: CN=BankID - Bankenes ID-tjeneste AS - Bank CA 3,OU=988477052,O=Bankenes ID-tjeneste AS,C=NO;OrginatorId=2811;OriginatorName=Sparebanken Sør;OriginatorId=2811
  
Certificate valid from: 2023-01-16 08:09:14 UTC











Signature: 


  *Redacted by author*






      

    
  


  
  
    		2024-05-24 14:39:46.759696 UTC ±27 ms
    		2024-05-24 14:13:09.542822 UTC
    		
      41.71.103.13
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1
      
    
    		
      
        The party Siri Novak Øen (SNØ) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2024-05-24 14:41:00.795842 UTC ±28 ms
    		2024-05-24 14:13:09.542822 UTC
    		
      41.71.103.13
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1
      
    
    		
      
        The document was signed by Siri Novak Øen (SNØ) using 
  Norwegian BankID
 through 
  Vipps
 as the authentication method. 




The text signed in the 
  Norwegian BankID
 client was:


I sign the document Styrets orientering om virksomheten 2023 with transaction number 9222115557518309203.













Data returned from 
  Vipps
:
  
Name: Siri Novak Øen
  
Personal identification number: 
  *Redacted by author*

  
Date of birth: 1986-05-04
  
PID: 9578-5999-4-2315812
  
  
Bank: Nordea Bank Abp filial i Norge
  
Signatory distinguished name: CN=Øen\, Siri Novak,O=Nordea Bank Abp filial i Norge,C=NO,SERIALNUMBER=UN:NO-9578-5999-4-2315812,SURNAME=Øen,GIVENNAME=Siri Novak
  
Issuer distinguished Name: CN=BankID - Nordea - Bank CA 3,OU=920058817,O=Nordea Bank Abp filial i Norge,C=NO;OrginatorId=6001;OriginatorName=Nordea;OriginatorId=6001
  
Certificate valid from: 2023-06-02 09:27:02 UTC











Signature: 


  *Redacted by author*






      

    
  


  
  
    		2024-05-24 22:43:38.241425 UTC ±92 ms
    		2024-05-24 22:13:29.21251 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to sblystad@gmail.com was opened.
      

    
  


  
  
    		2024-05-24 23:52:15.899804 UTC ±40 ms
    		2024-05-24 23:13:31.153916 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to ecb@stefanus.no was opened.
      

    
  


  
  
    		2024-05-25 05:20:26.932126 UTC ±7 ms
    		2024-05-25 05:13:45.893209 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to eirik.aavitsland@gmail.com was opened.
      

    
  


  
  
    		2024-05-25 06:25:43.243859 UTC ±20 ms
    		2024-05-25 06:13:47.800848 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to siri.novak.oen@gmail.com was opened.
      

    
  


  
  
    		2024-05-25 06:36:02.244149 UTC ±36 ms
    		2024-05-25 06:13:47.800848 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to sblystad@gmail.com was opened.
      

    
  


  
  
    		2024-05-25 07:20:52.47416 UTC ±21 ms
    		2024-05-25 07:13:49.615811 UTC
    		
      172.226.26.15
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1
      
    
    		
      
        The party Eirik Aavitsland (EA) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2024-05-25 07:28:26.950122 UTC ±44 ms
    		2024-05-25 07:13:49.615811 UTC
    		
      172.226.26.15
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1
      
    
    		
      
        The document was signed by Eirik Aavitsland (EA) using 
  Norwegian BankID
 through 
  Vipps
 as the authentication method. 




The text signed in the 
  Norwegian BankID
 client was:


I sign the document Styrets orientering om virksomheten 2023 with transaction number 9222115557518309203.













Data returned from 
  Vipps
:
  
Name: Eirik Aavitsland
  
Personal identification number: 
  *Redacted by author*

  
Date of birth: 1968-03-16
  
PID: 9578-5998-4-785566
  
  
Bank: Nordea Bank Abp filial i Norge
  
Signatory distinguished name: CN=Aavitsland\, Eirik,O=Nordea Bank Abp filial i Norge,C=NO,SERIALNUMBER=UN:NO-9578-5998-4-785566,SURNAME=Aavitsland,GIVENNAME=Eirik
  
Issuer distinguished Name: CN=BankID - Nordea - Bank CA 3,OU=920058817,O=Nordea Bank Abp filial i Norge,C=NO;OrginatorId=6001;OriginatorName=Nordea;OriginatorId=6001
  
Certificate valid from: 2023-11-01 12:17:29 UTC











Signature: 


  *Redacted by author*






      

    
  


  
  
    		2024-05-25 21:41:19.418981 UTC ±83 ms
    		2024-05-25 21:14:18.215695 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to j68jensen@gmail.com was opened.
      

    
  


  
  
    		2024-05-26 19:29:53.872986 UTC ±82 ms
    		2024-05-26 19:15:02.529656 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to j68jensen@gmail.com was opened.
      

    
  


  
  
    		2024-05-27 06:40:14.089509 UTC ±40 ms
    		2024-05-27 06:15:30.276707 UTC
    		
      195.1.232.182
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36 Edg/125.0.0.0
      
    
    		
      
        Scrive eSign sent a reminder to sign via email and SMS to Stig-Øyvind Blystad (SB) at the request of the user Torgeir Nevland (TN). The reminder message from the user Torgeir Nevland (TN) was: 
 Hei. Husk at du skal signere både aktivitetsregnskapet og styrets orientering. Du fikk altså to dokumenter til signering :).
      

    
  


  
  
    		2024-05-27 06:40:20.188835 UTC ±40 ms
    		2024-05-27 06:15:30.276707 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Stig-Øyvind Blystad (SB) was delivered.
      

    
  


  
  
    		2024-05-27 07:36:34.1109 UTC ±33 ms
    		2024-05-27 07:15:31.918347 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to eirik.aavitsland@gmail.com was opened.
      

    
  


  
  
    		2024-05-27 09:11:14.434495 UTC ±3 ms
    		2024-05-27 08:15:33.420115 UTC
    		
      84.208.123.65
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36
      
    
    		
      
        The party Eivor Andersen Oftestad (EAO) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2024-05-27 09:11:56.38199 UTC ±3 ms
    		2024-05-27 08:15:33.420115 UTC
    		
      84.208.123.65
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36
      
    
    		
      
        The document was signed by Eivor Andersen Oftestad (EAO) using 
  Norwegian BankID
 through 
  Vipps
 as the authentication method. 




The text signed in the 
  Norwegian BankID
 client was:


I sign the document Styrets orientering om virksomheten 2023 with transaction number 9222115557518309203.













Data returned from 
  Vipps
:
  
Name: Eivor Andersen Oftestad
  
Personal identification number: 
  *Redacted by author*

  
Date of birth: 1972-08-11
  
PID: 9578-5999-4-1947245
  
  
Bank: DNB Bank ASA
  
Signatory distinguished name: CN=Oftestad\, Eivor Andersen,O=DNB Bank ASA,C=NO,SERIALNUMBER=9578-5999-4-1947245
  
Issuer distinguished Name: CN=BankID - DNB - Bank CA 3,OU=984851006,O=DNB Bank ASA,C=NO;OrginatorId=7002;OriginatorName=DNB;OriginatorId=7002
  
Certificate valid from: 2022-10-09 06:40:55 UTC











Signature: 


  *Redacted by author*






      

    
  


  
  
    		2024-05-27 15:26:13.00508 UTC ±12 ms
    		2024-05-27 15:15:46.540004 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to sblystad@gmail.com was opened.
      

    
  


  
  
    		2024-05-27 18:41:03.472712 UTC ±78 ms
    		2024-05-27 18:15:52.943156 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to sblystad@gmail.com was opened.
      

    
  


  
  
    		2024-05-27 21:27:26.130307 UTC ±36 ms
    		2024-05-27 21:16:00.576004 UTC
    		
      51.175.83.72
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 17_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.5 Mobile/15E148 Safari/604.1
      
    
    		
      
        The party Stig-Øyvind Blystad (SB) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2024-05-27 21:28:19.890347 UTC ±38 ms
    		2024-05-27 21:16:00.576004 UTC
    		
      51.175.83.72
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 17_5_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.5 Mobile/15E148 Safari/604.1
      
    
    		
      
        The document was signed by Stig-Øyvind Blystad (SB) using 
  Norwegian BankID
 through 
  Vipps
 as the authentication method. 




The text signed in the 
  Norwegian BankID
 client was:


I sign the document Styrets orientering om virksomheten 2023 with transaction number 9222115557518309203.













Data returned from 
  Vipps
:
  
Name: Stig-Øyvind Blystad
  
Personal identification number: 
  *Redacted by author*

  
Date of birth: 1980-02-22
  
PID: 9578-5993-4-1660124
  
  
Bank: SpareBank 1 Utvikling DA
  
Signatory distinguished name: CN=Blystad\, Stig-Øyvind,O=SpareBank 1 Utvikling DA,C=NO,SERIALNUMBER=UN:NO-9578-5993-4-1660124,SURNAME=Blystad,GIVENNAME=Stig-Øyvind
  
Issuer distinguished Name: CN=BankID - SpareBank 1 - Bank CA 3,OU=986401598,O=SpareBank 1 Utvikling DA,C=NO;OrginatorId=2610;OriginatorName=Sparebanken Telemark;OriginatorId=2610
  
Certificate valid from: 2024-01-02 12:28:39 UTC











Signature: 


  *Redacted by author*






      

    
  


  
  
    		2024-05-27 21:28:19.890347 UTC ±38 ms
    		2024-05-27 21:16:00.576004 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]

 be a set of the clock error samples (in seconds). Let [image: 2.png]

, [image: 3.png]

.

		Let [image: 4.png]

 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]

.

		Let [image: 7.png]

, [image: 8.png]

 be the the empirical distribution function.

		Let [image: 9.png]

 be the size of discretized value space, [image: 10.png]

. Let [image: 11.png]

 be the discretized value space, [image: 12.png]

 be the set of data points representing empirical distribution function, [image: 13.png]

 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]

 and [image: 15.png]

 to assess the accuracy of the estimation.

		[image: 16.png]

 is the estimated probability that the clock error is smaller than [image: 17.png]

 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.18 ms

		standard deviation: 1.56 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈88.882%

		|e| < 5 ms: ≈99.856%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-04-16 05:39:04.750097 UTC and 2024-05-27 21:16:00.576004 UTC:





  		Time collected
  		Clock offset




  
    		2024-04-16 05:39:04.750097
    		1.4 ms
  



  
    		2024-04-16 06:39:06.662313
    		-0.2 ms
  



  
    		2024-04-16 07:39:10.155509
    		1.8 ms
  



  
    		2024-04-16 08:39:12.763164
    		0.6 ms
  



  
    		2024-04-16 09:39:14.410389
    		2.7 ms
  



  
    		2024-04-16 10:39:17.017308
    		-0.3 ms
  



  
    		2024-04-16 11:39:18.531095
    		2.6 ms
  



  
    		2024-04-16 12:39:21.928442
    		-0.2 ms
  



  
    		2024-04-16 13:39:23.788713
    		2.3 ms
  



  
    		2024-04-16 14:39:25.548228
    		-0.9 ms
  



  
    		2024-04-16 15:39:27.800876
    		1.4 ms
  



  
    		2024-04-16 16:39:29.75787
    		4.7 ms
  



  
    		2024-04-16 17:39:32.097141
    		3.8 ms
  



  
    		2024-04-16 18:39:34.018517
    		-0.5 ms
  



  
    		2024-04-16 19:39:36.737434
    		-0.2 ms
  



  
    		2024-04-16 20:39:38.415293
    		-0.9 ms
  



  
    		2024-04-16 21:39:39.944978
    		1.3 ms
  



  
    		2024-04-16 22:39:42.064102
    		1.3 ms
  



  
    		2024-04-16 23:39:45.432739
    		-0.5 ms
  



  
    		2024-04-17 00:39:47.855389
    		1.4 ms
  



  
    		2024-04-17 01:39:50.108786
    		0.0 ms
  



  
    		2024-04-17 02:39:52.108575
    		1.6 ms
  



  
    		2024-04-17 03:39:53.959221
    		-1.0 ms
  



  
    		2024-04-17 04:39:55.58016
    		0.3 ms
  



  
    		2024-04-17 05:39:58.380554
    		-1.0 ms
  



  
    		2024-04-17 06:40:00.699784
    		2.6 ms
  



  
    		2024-04-17 07:40:02.406314
    		0.0 ms
  



  
    		2024-04-17 08:40:04.465839
    		2.5 ms
  



  
    		2024-04-17 09:40:06.274396
    		0.3 ms
  



  
    		2024-04-17 10:40:08.85357
    		1.2 ms
  



  
    		2024-04-17 11:40:10.564004
    		0.3 ms
  



  
    		2024-04-17 12:40:12.106968
    		-0.9 ms
  



  
    		2024-04-17 13:40:14.351415
    		1.8 ms
  



  
    		2024-04-17 14:40:16.061679
    		1.9 ms
  



  
    		2024-04-17 15:40:19.498331
    		-0.3 ms
  



  
    		2024-04-17 16:40:21.665114
    		3.7 ms
  



  
    		2024-04-17 17:40:23.645792
    		1.8 ms
  



  
    		2024-04-17 18:40:26.70604
    		0.7 ms
  



  
    		2024-04-17 19:40:28.616785
    		1.4 ms
  



  
    		2024-04-17 20:40:31.040428
    		0.5 ms
  



  
    		2024-04-17 21:40:33.580288
    		-1.1 ms
  



  
    		2024-04-17 22:40:35.531601
    		0.9 ms
  



  
    		2024-04-17 23:40:38.955114
    		-2.8 ms
  



  
    		2024-04-18 00:40:41.37358
    		-3.0 ms
  



  
    		2024-04-18 01:40:44.705995
    		0.2 ms
  



  
    		2024-04-18 02:40:46.759837
    		0.4 ms
  



  
    		2024-04-18 03:40:50.576642
    		-0.6 ms
  



  
    		2024-04-18 04:40:52.77625
    		-0.7 ms
  



  
    		2024-04-18 05:40:55.188909
    		-0.7 ms
  



  
    		2024-04-18 06:40:57.538379
    		1.0 ms
  



  
    		2024-04-18 07:40:59.210499
    		0.5 ms
  



  
    		2024-04-18 08:41:00.916202
    		2.8 ms
  



  
    		2024-04-18 09:41:02.599816
    		1.9 ms
  



  
    		2024-04-18 10:41:04.255745
    		3.2 ms
  



  
    		2024-04-18 11:41:05.812563
    		-0.2 ms
  



  
    		2024-04-18 12:41:07.286455
    		-1.4 ms
  



  
    		2024-04-18 13:41:09.546227
    		0.5 ms
  



  
    		2024-04-18 14:41:11.175401
    		0.9 ms
  



  
    		2024-04-18 15:41:13.329323
    		1.8 ms
  



  
    		2024-04-18 16:41:15.000756
    		-0.2 ms
  



  
    		2024-04-18 17:41:18.773798
    		-0.4 ms
  



  
    		2024-04-18 18:41:21.800827
    		-1.8 ms
  



  
    		2024-04-18 19:41:23.683129
    		-2.6 ms
  



  
    		2024-04-18 20:41:26.279981
    		1.5 ms
  



  
    		2024-04-18 21:41:28.099347
    		-1.6 ms
  



  
    		2024-04-18 22:41:30.419423
    		-1.3 ms
  



  
    		2024-04-18 23:41:33.22256
    		-0.2 ms
  



  
    		2024-04-19 00:41:35.262971
    		0.5 ms
  



  
    		2024-04-19 01:41:36.912294
    		-1.0 ms
  



  
    		2024-04-19 02:41:38.451818
    		-0.6 ms
  



  
    		2024-04-19 03:41:41.311027
    		0.2 ms
  



  
    		2024-04-19 04:41:43.854965
    		1.8 ms
  



  
    		2024-04-19 05:41:46.584933
    		-0.7 ms
  



  
    		2024-04-19 06:41:49.189124
    		2.6 ms
  



  
    		2024-04-19 07:41:51.508476
    		-0.1 ms
  



  
    		2024-04-19 08:41:53.134594
    		0.1 ms
  



  
    		2024-04-19 09:41:55.020316
    		2.9 ms
  



  
    		2024-04-19 10:41:56.760171
    		2.7 ms
  



  
    		2024-04-19 11:41:58.62677
    		1.5 ms
  



  
    		2024-04-19 12:42:00.261066
    		2.9 ms
  



  
    		2024-04-19 13:42:01.946289
    		5.8 ms
  



  
    		2024-04-19 14:42:03.71025
    		0.5 ms
  



  
    		2024-04-19 15:42:05.487479
    		-1.4 ms
  



  
    		2024-04-19 16:42:07.345645
    		-1.4 ms
  



  
    		2024-04-19 17:42:09.40898
    		-0.3 ms
  



  
    		2024-04-19 18:42:12.180857
    		-2.4 ms
  



  
    		2024-04-19 19:42:15.740913
    		-0.5 ms
  



  
    		2024-04-19 20:42:17.586602
    		-2.6 ms
  



  
    		2024-04-19 21:42:19.311539
    		1.5 ms
  



  
    		2024-04-19 22:42:21.876329
    		1.5 ms
  



  
    		2024-04-19 23:42:24.064893
    		-0.4 ms
  



  
    		2024-04-20 00:42:26.199925
    		1.9 ms
  



  
    		2024-04-20 01:42:28.683813
    		1.1 ms
  



  
    		2024-04-20 02:42:31.172207
    		1.9 ms
  



  
    		2024-04-20 03:42:33.787606
    		1.6 ms
  



  
    		2024-04-20 04:42:37.511557
    		-1.2 ms
  



  
    		2024-04-20 05:42:38.953521
    		0.6 ms
  



  
    		2024-04-20 06:42:40.797253
    		1.5 ms
  



  
    		2024-04-20 07:42:42.590355
    		0.3 ms
  



  
    		2024-04-20 08:42:44.051399
    		-0.3 ms
  



  
    		2024-04-20 09:42:45.755255
    		1.7 ms
  



  
    		2024-04-20 10:42:47.787239
    		2.4 ms
  



  
    		2024-04-20 11:42:50.900918
    		1.5 ms
  



  
    		2024-04-20 12:42:52.557844
    		0.6 ms
  



  
    		2024-04-20 13:42:55.045854
    		-0.1 ms
  



  
    		2024-04-20 14:42:57.811323
    		1.3 ms
  



  
    		2024-04-20 15:43:00.05932
    		1.4 ms
  



  
    		2024-04-20 16:43:01.596242
    		-0.6 ms
  



  
    		2024-04-20 17:43:05.837041
    		-2.9 ms
  



  
    		2024-04-20 18:43:08.017794
    		-3.7 ms
  



  
    		2024-04-20 19:43:09.777335
    		-3.6 ms
  



  
    		2024-04-20 20:43:12.607961
    		-1.8 ms
  



  
    		2024-04-20 21:43:14.694737
    		-1.1 ms
  



  
    		2024-04-20 22:43:16.252617
    		-1.8 ms
  



  
    		2024-04-20 23:43:18.054688
    		0.3 ms
  



  
    		2024-04-21 00:43:21.227599
    		-0.9 ms
  



  
    		2024-04-21 01:43:23.640524
    		-1.2 ms
  



  
    		2024-04-21 02:43:25.377495
    		0.7 ms
  



  
    		2024-04-21 03:43:28.315817
    		1.5 ms
  



  
    		2024-04-21 04:43:30.213962
    		-0.5 ms
  



  
    		2024-04-21 05:43:32.208984
    		-1.0 ms
  



  
    		2024-04-21 06:43:33.836959
    		0.3 ms
  



  
    		2024-04-21 07:43:35.672975
    		2.4 ms
  



  
    		2024-04-21 08:43:38.350389
    		3.3 ms
  



  
    		2024-04-21 09:43:40.348029
    		1.5 ms
  



  
    		2024-04-21 10:43:41.897864
    		6.0 ms
  



  
    		2024-04-21 11:43:44.475122
    		-1.0 ms
  



  
    		2024-04-21 12:43:46.845298
    		1.3 ms
  



  
    		2024-04-21 13:43:49.031677
    		2.5 ms
  



  
    		2024-04-21 14:43:50.773718
    		0.1 ms
  



  
    		2024-04-21 15:43:52.549509
    		-1.3 ms
  



  
    		2024-04-21 16:43:54.940628
    		-2.2 ms
  



  
    		2024-04-21 17:43:56.521474
    		-1.9 ms
  



  
    		2024-04-21 18:44:00.450099
    		-0.8 ms
  



  
    		2024-04-21 19:44:02.255448
    		-1.2 ms
  



  
    		2024-04-21 20:44:04.205271
    		-0.5 ms
  



  
    		2024-04-21 21:44:05.988913
    		0.2 ms
  



  
    		2024-04-21 22:44:08.265532
    		-2.2 ms
  



  
    		2024-04-21 23:44:10.271904
    		0.8 ms
  



  
    		2024-04-22 00:44:13.283391
    		0.0 ms
  



  
    		2024-04-22 01:44:16.077334
    		-0.1 ms
  



  
    		2024-04-22 02:44:18.205304
    		-0.3 ms
  



  
    		2024-04-22 03:44:21.135656
    		1.1 ms
  



  
    		2024-04-22 04:44:23.752928
    		3.5 ms
  



  
    		2024-04-22 05:44:26.557441
    		0.4 ms
  



  
    		2024-04-22 06:44:28.061069
    		2.7 ms
  



  
    		2024-04-22 07:44:29.508098
    		0.8 ms
  



  
    		2024-04-22 08:44:31.345438
    		-0.4 ms
  



  
    		2024-04-22 09:44:33.283112
    		0.4 ms
  



  
    		2024-04-22 10:44:35.545321
    		1.7 ms
  



  
    		2024-04-22 11:44:37.050992
    		2.6 ms
  



  
    		2024-04-22 12:44:38.923041
    		2.0 ms
  



  
    		2024-04-22 13:44:40.906455
    		-0.1 ms
  



  
    		2024-04-22 14:44:42.434199
    		7.2 ms
  



  
    		2024-04-22 15:44:45.081483
    		4.0 ms
  



  
    		2024-04-22 16:44:48.212518
    		1.9 ms
  



  
    		2024-04-22 17:44:49.697498
    		-0.8 ms
  



  
    		2024-04-22 18:44:51.765469
    		-0.5 ms
  



  
    		2024-04-22 19:44:53.506207
    		-1.4 ms
  



  
    		2024-04-22 20:44:57.330831
    		-2.4 ms
  



  
    		2024-04-22 21:44:59.198985
    		-1.1 ms
  



  
    		2024-04-22 22:45:00.899139
    		-1.8 ms
  



  
    		2024-04-22 23:45:04.062866
    		-2.2 ms
  



  
    		2024-04-23 00:45:07.275246
    		-2.6 ms
  



  
    		2024-04-23 01:45:09.303895
    		0.4 ms
  



  
    		2024-04-23 02:45:12.203557
    		-0.7 ms
  



  
    		2024-04-23 03:45:14.321184
    		2.3 ms
  



  
    		2024-04-23 04:45:16.73412
    		-0.7 ms
  



  
    		2024-04-23 05:45:18.246076
    		0.2 ms
  



  
    		2024-04-23 06:45:20.292047
    		0.9 ms
  



  
    		2024-04-23 07:45:23.042504
    		0.1 ms
  



  
    		2024-04-23 08:45:24.650787
    		0.7 ms
  



  
    		2024-04-23 09:45:26.396177
    		1.3 ms
  



  
    		2024-04-23 10:45:28.735629
    		-1.2 ms
  



  
    		2024-04-23 11:45:30.308028
    		0.4 ms
  



  
    		2024-04-23 12:45:32.124104
    		-0.4 ms
  



  
    		2024-04-23 13:45:33.539783
    		-0.7 ms
  



  
    		2024-04-23 14:45:35.35208
    		0.2 ms
  



  
    		2024-04-23 15:45:37.236431
    		0.2 ms
  



  
    		2024-04-23 16:45:39.109802
    		0.1 ms
  



  
    		2024-04-23 17:45:40.90075
    		-0.3 ms
  



  
    		2024-04-23 18:45:42.548784
    		-1.4 ms
  



  
    		2024-04-23 19:45:45.726194
    		-0.5 ms
  



  
    		2024-04-23 20:45:47.510631
    		-1.3 ms
  



  
    		2024-04-23 21:45:50.137251
    		0.3 ms
  



  
    		2024-04-23 22:45:52.352003
    		-1.4 ms
  



  
    		2024-04-23 23:45:54.404481
    		-1.9 ms
  



  
    		2024-04-24 00:45:55.924392
    		-0.3 ms
  



  
    		2024-04-24 01:45:58.399822
    		1.1 ms
  



  
    		2024-04-24 02:46:00.197816
    		-0.7 ms
  



  
    		2024-04-24 03:46:02.841152
    		-0.1 ms
  



  
    		2024-04-24 04:46:05.20741
    		-1.2 ms
  



  
    		2024-04-24 05:46:06.842082
    		0.3 ms
  



  
    		2024-04-24 06:46:08.701046
    		1.3 ms
  



  
    		2024-04-24 07:46:10.479142
    		-0.9 ms
  



  
    		2024-04-24 08:46:12.031792
    		6.0 ms
  



  
    		2024-04-24 09:46:13.800153
    		-3.9 ms
  



  
    		2024-04-24 10:46:15.466347
    		-1.7 ms
  



  
    		2024-04-24 11:46:17.061781
    		1.3 ms
  



  
    		2024-04-24 12:46:18.744732
    		-0.7 ms
  



  
    		2024-04-24 13:46:20.445049
    		1.9 ms
  



  
    		2024-04-24 14:46:22.318049
    		-0.6 ms
  



  
    		2024-04-24 15:46:23.796706
    		0.3 ms
  



  
    		2024-04-24 16:46:25.801719
    		-0.6 ms
  



  
    		2024-04-24 17:46:28.083176
    		1.7 ms
  



  
    		2024-04-24 18:46:29.620932
    		1.4 ms
  



  
    		2024-04-24 19:46:32.160913
    		-0.3 ms
  



  
    		2024-04-24 20:46:33.808861
    		1.2 ms
  



  
    		2024-04-24 21:46:35.761419
    		0.4 ms
  



  
    		2024-04-24 22:46:37.724093
    		-1.6 ms
  



  
    		2024-04-24 23:46:39.993759
    		-2.0 ms
  



  
    		2024-04-25 00:46:42.615406
    		-1.9 ms
  



  
    		2024-04-25 01:46:44.213675
    		0.3 ms
  



  
    		2024-04-25 02:46:46.07723
    		-0.5 ms
  



  
    		2024-04-25 03:46:47.71946
    		0.7 ms
  



  
    		2024-04-25 04:46:49.943306
    		-0.2 ms
  



  
    		2024-04-25 05:46:52.030642
    		-0.3 ms
  



  
    		2024-04-25 06:46:54.282219
    		2.5 ms
  



  
    		2024-04-25 07:46:56.183562
    		2.2 ms
  



  
    		2024-04-25 08:46:57.690335
    		0.0 ms
  



  
    		2024-04-25 09:46:59.569815
    		-0.3 ms
  



  
    		2024-04-25 10:47:01.765918
    		-1.2 ms
  



  
    		2024-04-25 11:47:03.932078
    		0.8 ms
  



  
    		2024-04-25 12:47:05.53694
    		-1.2 ms
  



  
    		2024-04-25 13:47:07.082963
    		-1.1 ms
  



  
    		2024-04-25 14:47:09.062963
    		1.3 ms
  



  
    		2024-04-25 15:47:11.113128
    		0.8 ms
  



  
    		2024-04-25 16:47:13.498276
    		1.1 ms
  



  
    		2024-04-25 17:47:16.684121
    		0.6 ms
  



  
    		2024-04-25 18:47:18.977014
    		1.0 ms
  



  
    		2024-04-25 19:47:20.770748
    		-1.7 ms
  



  
    		2024-04-25 20:47:24.112632
    		-1.2 ms
  



  
    		2024-04-25 21:47:26.37252
    		-1.2 ms
  



  
    		2024-04-25 22:47:28.845357
    		-2.0 ms
  



  
    		2024-04-25 23:47:31.023104
    		-2.3 ms
  



  
    		2024-04-26 00:47:33.073941
    		-0.4 ms
  



  
    		2024-04-26 01:47:34.885546
    		-1.5 ms
  



  
    		2024-04-26 02:47:37.218862
    		-1.2 ms
  



  
    		2024-04-26 03:47:39.464895
    		-1.0 ms
  



  
    		2024-04-26 04:47:41.59936
    		-1.1 ms
  



  
    		2024-04-26 05:47:43.392974
    		-0.4 ms
  



  
    		2024-04-26 06:47:45.918609
    		2.5 ms
  



  
    		2024-04-26 07:47:48.583342
    		0.0 ms
  



  
    		2024-04-26 08:47:50.435434
    		1.0 ms
  



  
    		2024-04-26 09:47:52.646436
    		-0.7 ms
  



  
    		2024-04-26 10:47:54.353927
    		2.1 ms
  



  
    		2024-04-26 11:47:55.927304
    		-0.3 ms
  



  
    		2024-04-26 12:47:57.48767
    		0.2 ms
  



  
    		2024-04-26 13:47:59.193198
    		0.4 ms
  



  
    		2024-04-26 14:48:01.276723
    		-0.3 ms
  



  
    		2024-04-26 15:48:03.840127
    		0.0 ms
  



  
    		2024-04-26 16:48:06.55324
    		0.7 ms
  



  
    		2024-04-26 17:48:08.6442
    		-1.2 ms
  



  
    		2024-04-26 18:48:11.378533
    		-0.9 ms
  



  
    		2024-04-26 19:48:15.040879
    		1.6 ms
  



  
    		2024-04-26 20:48:18.229838
    		-1.8 ms
  



  
    		2024-04-26 21:48:21.048874
    		-0.8 ms
  



  
    		2024-04-26 22:48:22.630316
    		-1.4 ms
  



  
    		2024-04-26 23:48:25.411256
    		0.8 ms
  



  
    		2024-04-27 00:48:29.377802
    		-1.7 ms
  



  
    		2024-04-27 01:48:33.217023
    		-2.0 ms
  



  
    		2024-04-27 02:48:35.903714
    		-1.2 ms
  



  
    		2024-04-27 03:48:37.782605
    		-0.3 ms
  



  
    		2024-04-27 04:48:41.242542
    		-0.6 ms
  



  
    		2024-04-27 05:48:43.619988
    		2.5 ms
  



  
    		2024-04-27 06:48:45.846479
    		0.7 ms
  



  
    		2024-04-27 07:48:47.928052
    		1.6 ms
  



  
    		2024-04-27 08:48:49.669685
    		1.1 ms
  



  
    		2024-04-27 09:48:51.288186
    		-1.7 ms
  



  
    		2024-04-27 10:48:53.489165
    		2.0 ms
  



  
    		2024-04-27 11:48:54.97557
    		-0.8 ms
  



  
    		2024-04-27 12:48:56.831322
    		-1.1 ms
  



  
    		2024-04-27 13:48:58.704853
    		2.1 ms
  



  
    		2024-04-27 14:49:00.78503
    		1.4 ms
  



  
    		2024-04-27 15:49:02.790079
    		-0.4 ms
  



  
    		2024-04-27 16:49:04.615568
    		-0.5 ms
  



  
    		2024-04-27 17:49:07.86045
    		1.6 ms
  



  
    		2024-04-27 18:49:10.139089
    		-1.4 ms
  



  
    		2024-04-27 19:49:13.416827
    		-0.6 ms
  



  
    		2024-04-27 20:49:15.59864
    		0.0 ms
  



  
    		2024-04-27 21:49:17.544461
    		-0.6 ms
  



  
    		2024-04-27 22:49:20.188408
    		-0.5 ms
  



  
    		2024-04-27 23:49:22.996901
    		0.8 ms
  



  
    		2024-04-28 00:49:24.517695
    		0.0 ms
  



  
    		2024-04-28 01:49:28.695276
    		-2.2 ms
  



  
    		2024-04-28 02:49:30.612393
    		0.6 ms
  



  
    		2024-04-28 03:49:33.205843
    		-1.8 ms
  



  
    		2024-04-28 04:49:35.404492
    		-1.8 ms
  



  
    		2024-04-28 05:49:39.099345
    		0.5 ms
  



  
    		2024-04-28 06:49:42.412793
    		-0.2 ms
  



  
    		2024-04-28 07:49:44.520565
    		3.2 ms
  



  
    		2024-04-28 08:49:46.755708
    		0.2 ms
  



  
    		2024-04-28 09:49:48.971516
    		-0.5 ms
  



  
    		2024-04-28 10:49:51.869007
    		1.8 ms
  



  
    		2024-04-28 11:49:54.901247
    		-0.2 ms
  



  
    		2024-04-28 12:49:56.817633
    		0.2 ms
  



  
    		2024-04-28 13:49:58.829264
    		1.1 ms
  



  
    		2024-04-28 14:50:01.25649
    		2.0 ms
  



  
    		2024-04-28 15:50:03.740545
    		1.3 ms
  



  
    		2024-04-28 16:50:06.605122
    		-0.7 ms
  



  
    		2024-04-28 17:50:08.962173
    		-0.1 ms
  



  
    		2024-04-28 18:50:12.690668
    		1.4 ms
  



  
    		2024-04-28 19:50:14.741276
    		-2.1 ms
  



  
    		2024-04-28 20:50:17.468027
    		0.7 ms
  



  
    		2024-04-28 21:50:19.657296
    		-0.5 ms
  



  
    		2024-04-28 22:50:21.782346
    		1.5 ms
  



  
    		2024-04-28 23:50:24.254136
    		-1.0 ms
  



  
    		2024-04-29 00:50:26.9552
    		-1.2 ms
  



  
    		2024-04-29 01:50:28.949325
    		-1.1 ms
  



  
    		2024-04-29 02:50:32.748462
    		-1.3 ms
  



  
    		2024-04-29 03:50:34.530389
    		-1.5 ms
  



  
    		2024-04-29 04:50:37.381686
    		-1.2 ms
  



  
    		2024-04-29 05:50:39.070693
    		0.1 ms
  



  
    		2024-04-29 06:50:40.791313
    		-0.3 ms
  



  
    		2024-04-29 07:50:42.317371
    		-0.2 ms
  



  
    		2024-04-29 08:50:43.997819
    		0.4 ms
  



  
    		2024-04-29 09:50:46.002234
    		-0.6 ms
  



  
    		2024-04-29 10:50:48.265871
    		1.0 ms
  



  
    		2024-04-29 11:50:49.961029
    		0.9 ms
  



  
    		2024-04-29 12:50:52.608804
    		1.8 ms
  



  
    		2024-04-29 13:50:54.149352
    		1.2 ms
  



  
    		2024-04-29 14:50:56.631201
    		0.5 ms
  



  
    		2024-04-29 15:50:58.630995
    		-1.4 ms
  



  
    		2024-04-29 16:51:01.957455
    		-1.8 ms
  



  
    		2024-04-29 17:51:04.013365
    		0.9 ms
  



  
    		2024-04-29 18:51:07.494845
    		1.3 ms
  



  
    		2024-04-29 19:51:09.208376
    		1.8 ms
  



  
    		2024-04-29 20:51:11.999281
    		2.2 ms
  



  
    		2024-04-29 21:51:13.799666
    		1.0 ms
  



  
    		2024-04-29 22:51:15.624967
    		-0.6 ms
  



  
    		2024-04-29 23:51:17.360214
    		-1.8 ms
  



  
    		2024-04-30 00:51:19.059844
    		-0.8 ms
  



  
    		2024-04-30 01:51:20.761887
    		1.6 ms
  



  
    		2024-04-30 02:51:22.505534
    		-1.0 ms
  



  
    		2024-04-30 03:51:24.08411
    		2.4 ms
  



  
    		2024-04-30 04:51:26.707146
    		-0.8 ms
  



  
    		2024-04-30 05:51:28.819925
    		2.0 ms
  



  
    		2024-04-30 06:51:30.620176
    		0.7 ms
  



  
    		2024-04-30 07:51:32.365838
    		-0.1 ms
  



  
    		2024-04-30 08:51:34.67745
    		0.7 ms
  



  
    		2024-04-30 09:51:36.313513
    		0.5 ms
  



  
    		2024-04-30 10:51:37.794538
    		-0.5 ms
  



  
    		2024-04-30 11:51:39.454418
    		1.6 ms
  



  
    		2024-04-30 12:51:41.571508
    		1.1 ms
  



  
    		2024-04-30 13:51:43.166028
    		0.6 ms
  



  
    		2024-04-30 14:51:44.640874
    		2.0 ms
  



  
    		2024-04-30 15:51:46.223705
    		0.7 ms
  



  
    		2024-04-30 16:51:47.702045
    		1.0 ms
  



  
    		2024-04-30 17:51:49.346022
    		-0.4 ms
  



  
    		2024-04-30 18:51:51.990587
    		1.7 ms
  



  
    		2024-04-30 19:51:56.056171
    		-0.4 ms
  



  
    		2024-04-30 20:51:57.818801
    		-1.8 ms
  



  
    		2024-04-30 21:52:01.696142
    		2.4 ms
  



  
    		2024-04-30 22:52:03.276623
    		-2.2 ms
  



  
    		2024-04-30 23:52:05.455556
    		0.7 ms
  



  
    		2024-05-01 00:52:07.092637
    		-1.3 ms
  



  
    		2024-05-01 01:52:08.891264
    		-0.6 ms
  



  
    		2024-05-01 02:52:11.46833
    		0.0 ms
  



  
    		2024-05-01 03:52:14.080045
    		1.3 ms
  



  
    		2024-05-01 04:52:15.634188
    		0.0 ms
  



  
    		2024-05-01 05:52:17.499256
    		-0.2 ms
  



  
    		2024-05-01 06:52:19.107055
    		-0.1 ms
  



  
    		2024-05-01 07:52:20.774765
    		0.5 ms
  



  
    		2024-05-01 08:52:23.484415
    		2.0 ms
  



  
    		2024-05-01 09:52:25.174451
    		1.7 ms
  



  
    		2024-05-01 10:52:26.764591
    		2.5 ms
  



  
    		2024-05-01 11:52:28.442095
    		-0.5 ms
  



  
    		2024-05-01 12:52:32.643354
    		2.9 ms
  



  
    		2024-05-01 13:52:35.286779
    		-0.7 ms
  



  
    		2024-05-01 14:52:37.767917
    		0.8 ms
  



  
    		2024-05-01 15:52:39.504823
    		1.5 ms
  



  
    		2024-05-01 16:52:42.672649
    		1.7 ms
  



  
    		2024-05-01 17:52:45.609667
    		-0.9 ms
  



  
    		2024-05-01 18:52:48.477867
    		-1.9 ms
  



  
    		2024-05-01 19:52:50.378431
    		-0.8 ms
  



  
    		2024-05-01 20:52:52.814377
    		0.0 ms
  



  
    		2024-05-01 21:52:54.522479
    		-1.4 ms
  



  
    		2024-05-01 22:52:56.205058
    		-0.3 ms
  



  
    		2024-05-01 23:52:58.437844
    		1.0 ms
  



  
    		2024-05-02 00:53:01.284298
    		1.5 ms
  



  
    		2024-05-02 01:53:04.27774
    		1.5 ms
  



  
    		2024-05-02 02:53:06.191649
    		-0.3 ms
  



  
    		2024-05-02 03:53:07.974153
    		-0.9 ms
  



  
    		2024-05-02 04:53:10.24838
    		-1.6 ms
  



  
    		2024-05-02 05:53:12.798957
    		-1.3 ms
  



  
    		2024-05-02 06:53:16.355222
    		2.5 ms
  



  
    		2024-05-02 07:53:19.347954
    		1.3 ms
  



  
    		2024-05-02 08:53:21.942532
    		-0.5 ms
  



  
    		2024-05-02 09:53:23.735122
    		1.1 ms
  



  
    		2024-05-02 10:53:25.625116
    		-0.6 ms
  



  
    		2024-05-02 11:53:28.419883
    		2.1 ms
  



  
    		2024-05-02 12:53:30.791723
    		2.7 ms
  



  
    		2024-05-02 13:53:33.402447
    		0.3 ms
  



  
    		2024-05-02 14:53:35.757326
    		2.3 ms
  



  
    		2024-05-02 15:53:38.038051
    		1.5 ms
  



  
    		2024-05-02 16:53:39.885667
    		2.1 ms
  



  
    		2024-05-02 17:53:41.796714
    		1.4 ms
  



  
    		2024-05-02 18:53:43.329617
    		-0.2 ms
  



  
    		2024-05-02 19:53:45.136129
    		0.3 ms
  



  
    		2024-05-02 20:53:47.227301
    		1.7 ms
  



  
    		2024-05-02 21:53:50.034088
    		2.0 ms
  



  
    		2024-05-02 22:53:51.691186
    		-1.7 ms
  



  
    		2024-05-02 23:53:53.443156
    		-1.9 ms
  



  
    		2024-05-03 00:53:55.04429
    		-0.4 ms
  



  
    		2024-05-03 01:53:58.13474
    		-1.8 ms
  



  
    		2024-05-03 02:53:59.761525
    		1.0 ms
  



  
    		2024-05-03 03:54:01.691417
    		-1.3 ms
  



  
    		2024-05-03 04:54:03.886085
    		1.0 ms
  



  
    		2024-05-03 05:54:05.591642
    		2.1 ms
  



  
    		2024-05-03 06:54:08.540159
    		-0.7 ms
  



  
    		2024-05-03 07:54:10.440449
    		3.2 ms
  



  
    		2024-05-03 08:54:12.173195
    		-0.2 ms
  



  
    		2024-05-03 09:54:14.119969
    		-0.5 ms
  



  
    		2024-05-03 10:54:15.644733
    		-1.1 ms
  



  
    		2024-05-03 11:54:18.755609
    		0.4 ms
  



  
    		2024-05-03 12:54:20.39442
    		-0.3 ms
  



  
    		2024-05-03 13:54:23.031945
    		2.7 ms
  



  
    		2024-05-03 14:54:24.878004
    		2.1 ms
  



  
    		2024-05-03 15:54:26.675315
    		0.3 ms
  



  
    		2024-05-03 16:54:29.048526
    		1.1 ms
  



  
    		2024-05-03 17:54:30.604727
    		1.6 ms
  



  
    		2024-05-03 18:54:34.952117
    		-0.5 ms
  



  
    		2024-05-03 19:54:39.196039
    		1.2 ms
  



  
    		2024-05-03 20:54:43.569476
    		-2.1 ms
  



  
    		2024-05-03 21:54:47.582308
    		-0.3 ms
  



  
    		2024-05-03 22:54:51.806349
    		-1.3 ms
  



  
    		2024-05-03 23:54:53.642243
    		-0.1 ms
  



  
    		2024-05-04 00:54:57.678986
    		-1.9 ms
  



  
    		2024-05-04 01:54:59.760565
    		-1.8 ms
  



  
    		2024-05-04 02:55:02.244045
    		-0.9 ms
  



  
    		2024-05-04 03:55:03.772034
    		-1.2 ms
  



  
    		2024-05-04 04:55:05.545757
    		-0.7 ms
  



  
    		2024-05-04 05:55:07.651897
    		0.0 ms
  



  
    		2024-05-04 06:55:09.528029
    		1.7 ms
  



  
    		2024-05-04 07:55:11.106664
    		2.3 ms
  



  
    		2024-05-04 08:55:13.264185
    		-0.8 ms
  



  
    		2024-05-04 09:55:15.818319
    		3.8 ms
  



  
    		2024-05-04 10:55:17.811771
    		0.2 ms
  



  
    		2024-05-04 11:55:19.325388
    		2.2 ms
  



  
    		2024-05-04 12:55:21.113849
    		-0.3 ms
  



  
    		2024-05-04 13:55:23.020974
    		0.5 ms
  



  
    		2024-05-04 14:55:24.742156
    		0.4 ms
  



  
    		2024-05-04 15:55:26.842064
    		1.0 ms
  



  
    		2024-05-04 16:55:28.768252
    		-0.3 ms
  



  
    		2024-05-04 17:55:30.630064
    		1.6 ms
  



  
    		2024-05-04 18:55:32.884189
    		-1.3 ms
  



  
    		2024-05-04 19:55:35.897784
    		-0.7 ms
  



  
    		2024-05-04 20:55:37.992565
    		-1.2 ms
  



  
    		2024-05-04 21:55:40.600765
    		-1.2 ms
  



  
    		2024-05-04 22:55:43.417864
    		-0.6 ms
  



  
    		2024-05-04 23:55:45.327617
    		0.5 ms
  



  
    		2024-05-05 00:55:49.330658
    		-1.4 ms
  



  
    		2024-05-05 01:55:50.856791
    		-1.4 ms
  



  
    		2024-05-05 02:55:52.40867
    		1.0 ms
  



  
    		2024-05-05 03:55:54.991052
    		-0.4 ms
  



  
    		2024-05-05 04:55:57.887454
    		0.9 ms
  



  
    		2024-05-05 05:55:59.926324
    		1.6 ms
  



  
    		2024-05-05 06:56:04.099261
    		-0.3 ms
  



  
    		2024-05-05 07:56:05.779992
    		-0.8 ms
  



  
    		2024-05-05 08:56:07.619601
    		3.4 ms
  



  
    		2024-05-05 09:56:09.661858
    		0.0 ms
  



  
    		2024-05-05 10:56:11.359885
    		2.5 ms
  



  
    		2024-05-05 11:56:14.111128
    		0.4 ms
  



  
    		2024-05-05 12:56:15.742353
    		0.6 ms
  



  
    		2024-05-05 13:56:17.345272
    		1.5 ms
  



  
    		2024-05-05 14:56:19.739472
    		-0.6 ms
  



  
    		2024-05-05 15:56:21.18129
    		-0.2 ms
  



  
    		2024-05-05 16:56:23.100946
    		-0.1 ms
  



  
    		2024-05-05 17:56:24.807376
    		-0.1 ms
  



  
    		2024-05-05 18:56:27.162476
    		0.1 ms
  



  
    		2024-05-05 19:56:29.43334
    		1.1 ms
  



  
    		2024-05-05 20:56:32.038209
    		-2.7 ms
  



  
    		2024-05-05 21:56:35.468577
    		1.1 ms
  



  
    		2024-05-05 22:56:38.246061
    		0.8 ms
  



  
    		2024-05-05 23:56:40.767118
    		-1.0 ms
  



  
    		2024-05-06 00:56:44.116987
    		-1.6 ms
  



  
    		2024-05-06 01:56:45.723851
    		-1.1 ms
  



  
    		2024-05-06 02:56:47.819761
    		-0.6 ms
  



  
    		2024-05-06 03:56:49.664611
    		0.6 ms
  



  
    		2024-05-06 04:56:51.288243
    		1.3 ms
  



  
    		2024-05-06 05:56:52.865323
    		1.8 ms
  



  
    		2024-05-06 06:56:54.515397
    		-0.1 ms
  



  
    		2024-05-06 07:56:57.063642
    		-0.3 ms
  



  
    		2024-05-06 08:56:59.047769
    		1.4 ms
  



  
    		2024-05-06 09:57:01.766471
    		1.0 ms
  



  
    		2024-05-06 10:57:03.40648
    		1.7 ms
  



  
    		2024-05-06 11:57:05.476707
    		-0.5 ms
  



  
    		2024-05-06 12:57:07.81787
    		0.8 ms
  



  
    		2024-05-06 13:57:09.383199
    		0.9 ms
  



  
    		2024-05-06 14:57:11.247887
    		0.0 ms
  



  
    		2024-05-06 15:57:13.761268
    		1.3 ms
  



  
    		2024-05-06 16:57:15.780236
    		-1.0 ms
  



  
    		2024-05-06 17:57:17.486558
    		1.6 ms
  



  
    		2024-05-06 18:57:19.564701
    		-0.5 ms
  



  
    		2024-05-06 19:57:21.061572
    		-1.4 ms
  



  
    		2024-05-06 20:57:22.96866
    		-2.8 ms
  



  
    		2024-05-06 21:57:25.79423
    		1.1 ms
  



  
    		2024-05-06 22:57:28.223481
    		0.0 ms
  



  
    		2024-05-06 23:57:30.288277
    		-1.5 ms
  



  
    		2024-05-07 00:57:31.731357
    		0.2 ms
  



  
    		2024-05-07 01:57:33.504479
    		0.9 ms
  



  
    		2024-05-07 02:57:35.932532
    		1.0 ms
  



  
    		2024-05-07 03:57:38.154049
    		1.5 ms
  



  
    		2024-05-07 04:57:40.487691
    		1.6 ms
  



  
    		2024-05-07 05:57:42.489132
    		1.7 ms
  



  
    		2024-05-07 06:57:45.667377
    		-0.8 ms
  



  
    		2024-05-07 07:57:47.561664
    		-0.2 ms
  



  
    		2024-05-07 08:57:49.406277
    		1.3 ms
  



  
    		2024-05-07 09:57:51.028651
    		0.2 ms
  



  
    		2024-05-07 10:57:52.896726
    		2.8 ms
  



  
    		2024-05-07 11:57:54.73321
    		4.0 ms
  



  
    		2024-05-07 12:57:56.320545
    		1.0 ms
  



  
    		2024-05-07 13:57:58.064056
    		-0.4 ms
  



  
    		2024-05-07 14:58:01.072569
    		1.1 ms
  



  
    		2024-05-07 15:58:02.799054
    		-2.5 ms
  



  
    		2024-05-07 16:58:04.429999
    		0.7 ms
  



  
    		2024-05-07 17:58:06.103053
    		-1.0 ms
  



  
    		2024-05-07 18:58:08.505798
    		1.3 ms
  



  
    		2024-05-07 19:58:11.37382
    		0.2 ms
  



  
    		2024-05-07 20:58:14.127234
    		-0.5 ms
  



  
    		2024-05-07 21:58:16.122069
    		0.3 ms
  



  
    		2024-05-07 22:58:17.887383
    		-1.0 ms
  



  
    		2024-05-07 23:58:19.984673
    		0.2 ms
  



  
    		2024-05-08 00:58:21.750246
    		-1.2 ms
  



  
    		2024-05-08 01:58:24.751047
    		0.1 ms
  



  
    		2024-05-08 02:58:27.241315
    		-0.9 ms
  



  
    		2024-05-08 03:58:28.738035
    		1.5 ms
  



  
    		2024-05-08 04:58:30.991283
    		-0.6 ms
  



  
    		2024-05-08 05:58:34.260647
    		-0.7 ms
  



  
    		2024-05-08 06:58:37.438021
    		3.6 ms
  



  
    		2024-05-08 07:58:40.171312
    		1.8 ms
  



  
    		2024-05-08 08:58:41.717075
    		4.5 ms
  



  
    		2024-05-08 09:58:43.375652
    		2.1 ms
  



  
    		2024-05-08 10:58:46.330132
    		2.0 ms
  



  
    		2024-05-08 11:58:48.013162
    		-1.3 ms
  



  
    		2024-05-08 12:58:49.589673
    		-0.9 ms
  



  
    		2024-05-08 13:58:51.428701
    		0.7 ms
  



  
    		2024-05-08 14:58:53.91095
    		0.3 ms
  



  
    		2024-05-08 15:58:56.474178
    		1.0 ms
  



  
    		2024-05-08 16:58:58.086783
    		-0.8 ms
  



  
    		2024-05-08 17:58:59.857544
    		-1.9 ms
  



  
    		2024-05-08 18:59:02.840704
    		-0.4 ms
  



  
    		2024-05-08 19:59:04.474767
    		1.7 ms
  



  
    		2024-05-08 20:59:06.246456
    		2.7 ms
  



  
    		2024-05-08 21:59:07.773044
    		2.3 ms
  



  
    		2024-05-08 22:59:10.543349
    		-2.1 ms
  



  
    		2024-05-08 23:59:13.567518
    		-0.6 ms
  



  
    		2024-05-09 00:59:16.270058
    		-0.5 ms
  



  
    		2024-05-09 01:59:19.934484
    		0.9 ms
  



  
    		2024-05-09 02:59:22.356579
    		1.3 ms
  



  
    		2024-05-09 03:59:25.279703
    		-0.7 ms
  



  
    		2024-05-09 04:59:28.090874
    		0.8 ms
  



  
    		2024-05-09 05:59:31.033605
    		-0.7 ms
  



  
    		2024-05-09 06:59:33.852891
    		0.6 ms
  



  
    		2024-05-09 07:59:35.311625
    		3.3 ms
  



  
    		2024-05-09 08:59:39.663081
    		1.7 ms
  



  
    		2024-05-09 09:59:41.186935
    		-0.2 ms
  



  
    		2024-05-09 10:59:45.18224
    		1.5 ms
  



  
    		2024-05-09 11:59:46.841337
    		-1.2 ms
  



  
    		2024-05-09 12:59:50.344518
    		-0.1 ms
  



  
    		2024-05-09 13:59:52.045202
    		2.8 ms
  



  
    		2024-05-09 14:59:54.036483
    		0.9 ms
  



  
    		2024-05-09 15:59:56.929078
    		-0.2 ms
  



  
    		2024-05-09 16:59:58.864369
    		-2.2 ms
  



  
    		2024-05-09 18:00:01.684348
    		-0.5 ms
  



  
    		2024-05-09 19:00:03.661924
    		-1.1 ms
  



  
    		2024-05-09 20:00:05.129855
    		-0.8 ms
  



  
    		2024-05-09 21:00:07.246621
    		-2.3 ms
  



  
    		2024-05-09 22:00:09.335194
    		1.2 ms
  



  
    		2024-05-09 23:00:11.470089
    		-1.1 ms
  



  
    		2024-05-10 00:00:13.042689
    		-2.0 ms
  



  
    		2024-05-10 01:00:15.156315
    		0.2 ms
  



  
    		2024-05-10 02:00:18.545342
    		-0.5 ms
  



  
    		2024-05-10 03:00:20.655243
    		-0.1 ms
  



  
    		2024-05-10 04:00:23.380685
    		-1.4 ms
  



  
    		2024-05-10 05:00:25.47914
    		1.4 ms
  



  
    		2024-05-10 06:00:27.069694
    		-1.8 ms
  



  
    		2024-05-10 07:00:29.563112
    		1.2 ms
  



  
    		2024-05-10 08:00:32.295342
    		0.9 ms
  



  
    		2024-05-10 09:00:34.164398
    		2.3 ms
  



  
    		2024-05-10 10:00:36.632412
    		1.9 ms
  



  
    		2024-05-10 11:00:38.163851
    		0.4 ms
  



  
    		2024-05-10 12:00:40.258612
    		-0.4 ms
  



  
    		2024-05-10 13:00:41.869646
    		1.4 ms
  



  
    		2024-05-10 14:00:43.986648
    		3.8 ms
  



  
    		2024-05-10 15:00:46.332365
    		-1.3 ms
  



  
    		2024-05-10 16:00:48.131389
    		-0.5 ms
  



  
    		2024-05-10 17:00:49.918054
    		-3.5 ms
  



  
    		2024-05-10 18:00:53.068912
    		3.0 ms
  



  
    		2024-05-10 19:00:55.366185
    		0.1 ms
  



  
    		2024-05-10 20:00:57.91739
    		-4.8 ms
  



  
    		2024-05-10 21:01:00.046425
    		-5.7 ms
  



  
    		2024-05-10 22:01:02.514956
    		-5.0 ms
  



  
    		2024-05-10 23:01:04.166183
    		-1.3 ms
  



  
    		2024-05-11 00:01:06.081129
    		-0.4 ms
  



  
    		2024-05-11 01:01:07.93126
    		-1.4 ms
  



  
    		2024-05-11 02:01:10.701006
    		0.0 ms
  



  
    		2024-05-11 03:01:13.333886
    		1.3 ms
  



  
    		2024-05-11 04:01:15.058042
    		1.0 ms
  



  
    		2024-05-11 05:01:16.830439
    		1.3 ms
  



  
    		2024-05-11 06:01:18.368487
    		-0.1 ms
  



  
    		2024-05-11 07:01:20.601311
    		3.6 ms
  



  
    		2024-05-11 08:01:24.449137
    		3.9 ms
  



  
    		2024-05-11 09:01:26.986902
    		2.5 ms
  



  
    		2024-05-11 10:01:29.032659
    		-0.7 ms
  



  
    		2024-05-11 11:01:30.519896
    		0.4 ms
  



  
    		2024-05-11 12:01:33.659069
    		3.5 ms
  



  
    		2024-05-11 13:01:35.885901
    		2.3 ms
  



  
    		2024-05-11 14:01:38.635808
    		-1.9 ms
  



  
    		2024-05-11 15:01:40.557667
    		1.0 ms
  



  
    		2024-05-11 16:01:43.316529
    		-1.3 ms
  



  
    		2024-05-11 17:01:44.747016
    		-0.8 ms
  



  
    		2024-05-11 18:01:46.93539
    		-3.3 ms
  



  
    		2024-05-11 19:01:49.41018
    		-3.2 ms
  



  
    		2024-05-11 20:01:52.664061
    		-1.8 ms
  



  
    		2024-05-11 21:01:55.326805
    		0.3 ms
  



  
    		2024-05-11 22:01:56.855443
    		-1.0 ms
  



  
    		2024-05-11 23:01:59.099887
    		1.6 ms
  



  
    		2024-05-12 00:02:01.355855
    		-1.1 ms
  



  
    		2024-05-12 01:02:03.730238
    		2.0 ms
  



  
    		2024-05-12 02:02:06.535142
    		-3.1 ms
  



  
    		2024-05-12 03:02:08.586799
    		-0.7 ms
  



  
    		2024-05-12 04:02:10.542755
    		0.4 ms
  



  
    		2024-05-12 05:02:13.254769
    		-0.7 ms
  



  
    		2024-05-12 06:02:16.758901
    		-0.9 ms
  



  
    		2024-05-12 07:02:19.438264
    		2.4 ms
  



  
    		2024-05-12 08:02:21.978428
    		2.0 ms
  



  
    		2024-05-12 09:02:24.259657
    		0.6 ms
  



  
    		2024-05-12 10:02:26.034587
    		2.9 ms
  



  
    		2024-05-12 11:02:28.031544
    		-0.4 ms
  



  
    		2024-05-12 12:02:29.923709
    		0.4 ms
  



  
    		2024-05-12 13:02:32.423893
    		-0.9 ms
  



  
    		2024-05-12 14:02:35.539972
    		0.9 ms
  



  
    		2024-05-12 15:02:37.764275
    		-0.1 ms
  



  
    		2024-05-12 16:02:40.484603
    		0.7 ms
  



  
    		2024-05-12 17:02:43.445362
    		0.6 ms
  



  
    		2024-05-12 18:02:45.366162
    		-2.3 ms
  



  
    		2024-05-12 19:02:46.846507
    		-0.7 ms
  



  
    		2024-05-12 20:02:49.543478
    		-1.8 ms
  



  
    		2024-05-12 21:02:51.189698
    		-1.0 ms
  



  
    		2024-05-12 22:02:53.552072
    		-0.5 ms
  



  
    		2024-05-12 23:02:55.826868
    		0.8 ms
  



  
    		2024-05-13 00:02:58.421246
    		-0.3 ms
  



  
    		2024-05-13 01:03:00.16927
    		0.9 ms
  



  
    		2024-05-13 02:03:04.163459
    		0.8 ms
  



  
    		2024-05-13 03:03:06.474262
    		-2.3 ms
  



  
    		2024-05-13 04:03:08.209481
    		0.3 ms
  



  
    		2024-05-13 05:03:10.883741
    		-0.1 ms
  



  
    		2024-05-13 06:03:12.92507
    		0.9 ms
  



  
    		2024-05-13 07:03:14.541941
    		1.6 ms
  



  
    		2024-05-13 08:03:16.794944
    		0.6 ms
  



  
    		2024-05-13 09:03:18.574074
    		0.4 ms
  



  
    		2024-05-13 10:03:19.969339
    		-0.4 ms
  



  
    		2024-05-13 11:03:21.601626
    		0.3 ms
  



  
    		2024-05-13 12:03:23.629389
    		-0.4 ms
  



  
    		2024-05-13 13:03:25.862745
    		-0.3 ms
  



  
    		2024-05-13 14:03:27.491936
    		-0.2 ms
  



  
    		2024-05-13 15:03:28.985136
    		0.4 ms
  



  
    		2024-05-13 16:03:30.589399
    		-1.0 ms
  



  
    		2024-05-13 17:03:33.119038
    		1.4 ms
  



  
    		2024-05-13 18:03:37.010475
    		-0.7 ms
  



  
    		2024-05-13 19:03:38.81466
    		-0.4 ms
  



  
    		2024-05-13 20:03:40.383594
    		1.6 ms
  



  
    		2024-05-13 21:03:42.659281
    		-1.8 ms
  



  
    		2024-05-13 22:03:44.350048
    		-2.3 ms
  



  
    		2024-05-13 23:03:46.498408
    		-2.2 ms
  



  
    		2024-05-14 00:03:50.704226
    		1.7 ms
  



  
    		2024-05-14 01:03:53.113143
    		-0.7 ms
  



  
    		2024-05-14 02:03:54.620102
    		2.4 ms
  



  
    		2024-05-14 03:03:58.322154
    		-1.3 ms
  



  
    		2024-05-14 04:04:01.106429
    		-0.4 ms
  



  
    		2024-05-14 05:04:04.48802
    		-1.0 ms
  



  
    		2024-05-14 06:04:07.191567
    		1.4 ms
  



  
    		2024-05-14 07:04:08.654073
    		2.3 ms
  



  
    		2024-05-14 08:04:11.543502
    		3.2 ms
  



  
    		2024-05-14 09:04:13.424965
    		-0.1 ms
  



  
    		2024-05-14 10:04:15.437441
    		3.5 ms
  



  
    		2024-05-14 11:04:17.497354
    		2.5 ms
  



  
    		2024-05-14 12:04:19.156298
    		0.5 ms
  



  
    		2024-05-14 13:04:21.057481
    		1.1 ms
  



  
    		2024-05-14 14:04:22.691421
    		0.4 ms
  



  
    		2024-05-14 15:04:24.226922
    		4.8 ms
  



  
    		2024-05-14 16:04:27.297412
    		2.5 ms
  



  
    		2024-05-14 17:04:30.051382
    		1.6 ms
  



  
    		2024-05-14 18:04:32.450552
    		2.3 ms
  



  
    		2024-05-14 19:04:34.794277
    		2.1 ms
  



  
    		2024-05-14 20:04:37.446041
    		0.2 ms
  



  
    		2024-05-14 21:04:39.812719
    		0.3 ms
  



  
    		2024-05-14 22:04:41.20053
    		0.0 ms
  



  
    		2024-05-14 23:04:43.796748
    		2.0 ms
  



  
    		2024-05-15 00:04:45.647979
    		0.2 ms
  



  
    		2024-05-15 01:04:47.395255
    		-0.6 ms
  



  
    		2024-05-15 02:04:51.445304
    		0.9 ms
  



  
    		2024-05-15 03:04:53.043716
    		-1.7 ms
  



  
    		2024-05-15 04:04:56.305206
    		0.9 ms
  



  
    		2024-05-15 05:04:58.771516
    		1.3 ms
  



  
    		2024-05-15 06:05:01.268311
    		1.6 ms
  



  
    		2024-05-15 07:05:03.054046
    		2.1 ms
  



  
    		2024-05-15 08:05:04.599923
    		2.0 ms
  



  
    		2024-05-15 09:05:06.256711
    		0.6 ms
  



  
    		2024-05-15 10:05:08.055337
    		0.2 ms
  



  
    		2024-05-15 11:05:10.404006
    		1.0 ms
  



  
    		2024-05-15 12:05:11.846588
    		3.2 ms
  



  
    		2024-05-15 13:05:14.079457
    		0.3 ms
  



  
    		2024-05-15 14:05:16.303051
    		-0.4 ms
  



  
    		2024-05-15 15:05:17.761236
    		2.3 ms
  



  
    		2024-05-15 16:05:19.208939
    		1.6 ms
  



  
    		2024-05-15 17:05:20.849334
    		1.5 ms
  



  
    		2024-05-15 18:05:22.717534
    		-0.5 ms
  



  
    		2024-05-15 19:05:25.841327
    		-2.3 ms
  



  
    		2024-05-15 20:05:28.28167
    		-2.3 ms
  



  
    		2024-05-15 21:05:30.066531
    		-1.7 ms
  



  
    		2024-05-15 22:05:33.069859
    		0.7 ms
  



  
    		2024-05-15 23:05:35.17324
    		1.7 ms
  



  
    		2024-05-16 00:05:37.019111
    		0.0 ms
  



  
    		2024-05-16 01:05:38.787966
    		-2.4 ms
  



  
    		2024-05-16 02:05:40.922968
    		-2.8 ms
  



  
    		2024-05-16 03:05:42.999441
    		-3.6 ms
  



  
    		2024-05-16 04:05:46.276216
    		2.2 ms
  



  
    		2024-05-16 05:05:48.369671
    		2.8 ms
  



  
    		2024-05-16 06:05:50.971109
    		0.9 ms
  



  
    		2024-05-16 07:05:52.908996
    		0.9 ms
  



  
    		2024-05-16 08:05:55.549881
    		1.8 ms
  



  
    		2024-05-16 09:05:57.160644
    		3.5 ms
  



  
    		2024-05-16 10:05:59.188518
    		3.5 ms
  



  
    		2024-05-16 11:06:01.659028
    		1.1 ms
  



  
    		2024-05-16 12:06:03.234862
    		1.2 ms
  



  
    		2024-05-16 13:06:05.124974
    		-1.8 ms
  



  
    		2024-05-16 14:06:06.863377
    		-0.7 ms
  



  
    		2024-05-16 15:06:08.531024
    		1.4 ms
  



  
    		2024-05-16 16:06:10.623662
    		-0.5 ms
  



  
    		2024-05-16 17:06:13.886102
    		-2.4 ms
  



  
    		2024-05-16 18:06:16.202211
    		-0.1 ms
  



  
    		2024-05-16 19:06:19.65653
    		-2.5 ms
  



  
    		2024-05-16 20:06:22.816837
    		1.1 ms
  



  
    		2024-05-16 21:06:25.391516
    		-1.6 ms
  



  
    		2024-05-16 22:06:27.916942
    		-1.9 ms
  



  
    		2024-05-16 23:06:30.065912
    		-1.4 ms
  



  
    		2024-05-17 00:06:32.23693
    		-1.4 ms
  



  
    		2024-05-17 01:06:34.194886
    		-1.1 ms
  



  
    		2024-05-17 02:06:36.065181
    		-1.6 ms
  



  
    		2024-05-17 03:06:37.521077
    		-2.0 ms
  



  
    		2024-05-17 04:06:40.459393
    		-1.6 ms
  



  
    		2024-05-17 05:06:44.603113
    		-0.7 ms
  



  
    		2024-05-17 06:06:47.279105
    		-0.8 ms
  



  
    		2024-05-17 07:06:48.992609
    		-0.4 ms
  



  
    		2024-05-17 08:06:51.143569
    		3.3 ms
  



  
    		2024-05-17 09:06:53.702806
    		2.3 ms
  



  
    		2024-05-17 10:06:55.329445
    		-0.5 ms
  



  
    		2024-05-17 11:06:56.854502
    		0.6 ms
  



  
    		2024-05-17 12:06:59.039901
    		0.0 ms
  



  
    		2024-05-17 13:07:00.924056
    		0.7 ms
  



  
    		2024-05-17 14:07:02.801081
    		0.5 ms
  



  
    		2024-05-17 15:07:05.737451
    		-0.3 ms
  



  
    		2024-05-17 16:07:08.019391
    		1.8 ms
  



  
    		2024-05-17 17:07:09.819798
    		-1.0 ms
  



  
    		2024-05-17 18:07:12.435463
    		-0.7 ms
  



  
    		2024-05-17 19:07:15.26007
    		-1.1 ms
  



  
    		2024-05-17 20:07:17.124388
    		-2.2 ms
  



  
    		2024-05-17 21:07:19.627738
    		-1.0 ms
  



  
    		2024-05-17 22:07:22.128821
    		1.8 ms
  



  
    		2024-05-17 23:07:23.812583
    		0.6 ms
  



  
    		2024-05-18 00:07:26.036751
    		0.9 ms
  



  
    		2024-05-18 01:07:27.897459
    		-1.4 ms
  



  
    		2024-05-18 02:07:29.980044
    		-0.5 ms
  



  
    		2024-05-18 03:07:31.532345
    		-2.8 ms
  



  
    		2024-05-18 04:07:33.050021
    		-2.3 ms
  



  
    		2024-05-18 05:07:36.501855
    		0.5 ms
  



  
    		2024-05-18 06:07:39.170866
    		1.6 ms
  



  
    		2024-05-18 07:07:42.057905
    		1.1 ms
  



  
    		2024-05-18 08:07:45.110525
    		2.0 ms
  



  
    		2024-05-18 09:07:48.42081
    		1.0 ms
  



  
    		2024-05-18 10:07:51.013245
    		-0.2 ms
  



  
    		2024-05-18 11:07:52.659441
    		1.2 ms
  



  
    		2024-05-18 12:07:55.035115
    		-0.8 ms
  



  
    		2024-05-18 13:07:56.720004
    		0.8 ms
  



  
    		2024-05-18 14:07:58.621201
    		-0.8 ms
  



  
    		2024-05-18 15:08:00.261824
    		0.1 ms
  



  
    		2024-05-18 16:08:01.963626
    		0.3 ms
  



  
    		2024-05-18 17:08:04.585809
    		-0.5 ms
  



  
    		2024-05-18 18:08:08.095013
    		-0.3 ms
  



  
    		2024-05-18 19:08:11.567896
    		2.0 ms
  



  
    		2024-05-18 20:08:13.343079
    		-1.2 ms
  



  
    		2024-05-18 21:08:14.92517
    		-1.0 ms
  



  
    		2024-05-18 22:08:17.774063
    		-0.8 ms
  



  
    		2024-05-18 23:08:20.287049
    		-1.9 ms
  



  
    		2024-05-19 00:08:22.262387
    		-1.1 ms
  



  
    		2024-05-19 01:08:23.959544
    		-1.7 ms
  



  
    		2024-05-19 02:08:27.489021
    		-0.8 ms
  



  
    		2024-05-19 03:08:30.019327
    		0.5 ms
  



  
    		2024-05-19 04:08:31.633638
    		-1.0 ms
  



  
    		2024-05-19 05:08:34.474362
    		0.2 ms
  



  
    		2024-05-19 06:08:36.012198
    		-0.9 ms
  



  
    		2024-05-19 07:08:37.539778
    		0.5 ms
  



  
    		2024-05-19 08:08:39.498703
    		0.6 ms
  



  
    		2024-05-19 09:08:41.05347
    		3.4 ms
  



  
    		2024-05-19 10:08:43.042272
    		1.7 ms
  



  
    		2024-05-19 11:08:45.389028
    		2.8 ms
  



  
    		2024-05-19 12:08:47.963099
    		2.9 ms
  



  
    		2024-05-19 13:08:49.95828
    		2.9 ms
  



  
    		2024-05-19 14:08:51.457188
    		1.1 ms
  



  
    		2024-05-19 15:08:54.794751
    		1.5 ms
  



  
    		2024-05-19 16:08:56.545895
    		2.3 ms
  



  
    		2024-05-19 17:08:58.973062
    		1.4 ms
  



  
    		2024-05-19 18:09:01.958013
    		0.5 ms
  



  
    		2024-05-19 19:09:03.909694
    		-0.1 ms
  



  
    		2024-05-19 20:09:07.345707
    		1.2 ms
  



  
    		2024-05-19 21:09:09.340489
    		0.5 ms
  



  
    		2024-05-19 22:09:10.989141
    		-1.1 ms
  



  
    		2024-05-19 23:09:13.279562
    		2.0 ms
  



  
    		2024-05-20 00:09:15.188151
    		-1.7 ms
  



  
    		2024-05-20 01:09:17.684477
    		-1.7 ms
  



  
    		2024-05-20 02:09:20.127056
    		-0.6 ms
  



  
    		2024-05-20 03:09:22.671159
    		-1.1 ms
  



  
    		2024-05-20 04:09:26.234969
    		-1.5 ms
  



  
    		2024-05-20 05:09:29.021599
    		1.4 ms
  



  
    		2024-05-20 06:09:30.798338
    		-0.6 ms
  



  
    		2024-05-20 07:09:32.462857
    		-0.2 ms
  



  
    		2024-05-20 08:09:35.766631
    		0.1 ms
  



  
    		2024-05-20 09:09:37.41843
    		-0.3 ms
  



  
    		2024-05-20 10:09:39.738231
    		2.3 ms
  



  
    		2024-05-20 11:09:41.339841
    		2.0 ms
  



  
    		2024-05-20 12:09:43.462183
    		4.5 ms
  



  
    		2024-05-20 13:09:45.199554
    		0.9 ms
  



  
    		2024-05-20 14:09:46.828582
    		0.0 ms
  



  
    		2024-05-20 15:09:48.877933
    		2.7 ms
  



  
    		2024-05-20 16:09:50.473038
    		-2.3 ms
  



  
    		2024-05-20 17:09:52.27838
    		-0.5 ms
  



  
    		2024-05-20 18:09:53.784903
    		-0.7 ms
  



  
    		2024-05-20 19:09:55.780876
    		1.0 ms
  



  
    		2024-05-20 20:09:57.394025
    		3.0 ms
  



  
    		2024-05-20 21:09:59.848665
    		2.3 ms
  



  
    		2024-05-20 22:10:01.932874
    		1.5 ms
  



  
    		2024-05-20 23:10:03.511455
    		-1.6 ms
  



  
    		2024-05-21 00:10:05.850341
    		-5.4 ms
  



  
    		2024-05-21 01:10:09.734758
    		-1.1 ms
  



  
    		2024-05-21 02:10:11.338228
    		-1.7 ms
  



  
    		2024-05-21 03:10:12.961864
    		0.4 ms
  



  
    		2024-05-21 04:10:15.533867
    		1.4 ms
  



  
    		2024-05-21 05:10:18.067671
    		1.4 ms
  



  
    		2024-05-21 06:10:20.499655
    		2.9 ms
  



  
    		2024-05-21 07:10:22.712861
    		0.2 ms
  



  
    		2024-05-21 08:10:24.388559
    		1.3 ms
  



  
    		2024-05-21 09:10:26.184271
    		1.3 ms
  



  
    		2024-05-21 10:10:27.983599
    		3.0 ms
  



  
    		2024-05-21 11:10:30.308999
    		0.5 ms
  



  
    		2024-05-21 12:10:31.975533
    		-1.3 ms
  



  
    		2024-05-21 13:10:33.450256
    		1.4 ms
  



  
    		2024-05-21 14:10:34.883845
    		1.6 ms
  



  
    		2024-05-21 15:10:37.110792
    		2.1 ms
  



  
    		2024-05-21 16:10:38.701754
    		1.3 ms
  



  
    		2024-05-21 17:10:41.105226
    		3.4 ms
  



  
    		2024-05-21 18:10:44.84187
    		-0.9 ms
  



  
    		2024-05-21 19:10:46.594266
    		-0.4 ms
  



  
    		2024-05-21 20:10:48.751615
    		-0.8 ms
  



  
    		2024-05-21 21:10:50.749746
    		0.7 ms
  



  
    		2024-05-21 22:10:53.447214
    		1.5 ms
  



  
    		2024-05-21 23:10:56.621102
    		-0.9 ms
  



  
    		2024-05-22 00:10:59.517036
    		-0.5 ms
  



  
    		2024-05-22 01:11:01.429078
    		-1.9 ms
  



  
    		2024-05-22 02:11:04.077699
    		-0.3 ms
  



  
    		2024-05-22 03:11:06.66983
    		-1.1 ms
  



  
    		2024-05-22 04:11:08.885341
    		-1.5 ms
  



  
    		2024-05-22 05:11:10.824981
    		-1.4 ms
  



  
    		2024-05-22 06:11:12.558875
    		-0.4 ms
  



  
    		2024-05-22 07:11:14.301905
    		0.2 ms
  



  
    		2024-05-22 08:11:16.294794
    		1.0 ms
  



  
    		2024-05-22 09:11:17.91153
    		2.9 ms
  



  
    		2024-05-22 10:11:19.848967
    		-0.5 ms
  



  
    		2024-05-22 11:11:21.450899
    		2.7 ms
  



  
    		2024-05-22 12:11:23.028288
    		2.1 ms
  



  
    		2024-05-22 13:11:24.764367
    		5.6 ms
  



  
    		2024-05-22 14:11:26.419223
    		-0.7 ms
  



  
    		2024-05-22 15:11:28.207105
    		0.3 ms
  



  
    		2024-05-22 16:11:30.410877
    		2.6 ms
  



  
    		2024-05-22 17:11:32.809845
    		-1.1 ms
  



  
    		2024-05-22 18:11:34.627948
    		0.4 ms
  



  
    		2024-05-22 19:11:38.404425
    		1.3 ms
  



  
    		2024-05-22 20:11:40.940819
    		1.2 ms
  



  
    		2024-05-22 21:11:43.088644
    		-2.5 ms
  



  
    		2024-05-22 22:11:45.419261
    		-0.1 ms
  



  
    		2024-05-22 23:11:47.296798
    		-3.0 ms
  



  
    		2024-05-23 00:11:50.250109
    		-2.5 ms
  



  
    		2024-05-23 01:11:51.891661
    		-1.5 ms
  



  
    		2024-05-23 02:11:53.742789
    		-1.4 ms
  



  
    		2024-05-23 03:11:56.64568
    		-0.4 ms
  



  
    		2024-05-23 04:11:59.218664
    		0.8 ms
  



  
    		2024-05-23 05:12:02.14552
    		0.3 ms
  



  
    		2024-05-23 06:12:04.790327
    		2.4 ms
  



  
    		2024-05-23 07:12:06.287294
    		5.2 ms
  



  
    		2024-05-23 08:12:07.868432
    		1.9 ms
  



  
    		2024-05-23 09:12:09.466164
    		-0.6 ms
  



  
    		2024-05-23 10:12:11.500835
    		1.7 ms
  



  
    		2024-05-23 11:12:13.152282
    		-0.2 ms
  



  
    		2024-05-23 12:12:14.776332
    		-1.1 ms
  



  
    		2024-05-23 13:12:16.697602
    		1.1 ms
  



  
    		2024-05-23 14:12:18.395262
    		1.0 ms
  



  
    		2024-05-23 15:12:19.884682
    		2.2 ms
  



  
    		2024-05-23 16:12:21.608414
    		1.2 ms
  



  
    		2024-05-23 17:12:23.487838
    		0.4 ms
  



  
    		2024-05-23 18:12:26.202391
    		-2.1 ms
  



  
    		2024-05-23 19:12:28.786902
    		-2.0 ms
  



  
    		2024-05-23 20:12:30.561154
    		-1.6 ms
  



  
    		2024-05-23 21:12:34.315695
    		-1.6 ms
  



  
    		2024-05-23 22:12:36.482631
    		0.9 ms
  



  
    		2024-05-23 23:12:39.116601
    		-1.2 ms
  



  
    		2024-05-24 00:12:40.980567
    		-2.0 ms
  



  
    		2024-05-24 01:12:42.675881
    		-1.4 ms
  



  
    		2024-05-24 02:12:44.49074
    		1.2 ms
  



  
    		2024-05-24 03:12:47.386583
    		-4.4 ms
  



  
    		2024-05-24 04:12:49.098909
    		0.9 ms
  



  
    		2024-05-24 05:12:51.278941
    		1.7 ms
  



  
    		2024-05-24 06:12:53.857783
    		1.4 ms
  



  
    		2024-05-24 07:12:56.210883
    		1.4 ms
  



  
    		2024-05-24 08:12:58.049493
    		4.1 ms
  



  
    		2024-05-24 09:13:00.428863
    		0.6 ms
  



  
    		2024-05-24 10:13:02.088698
    		-0.7 ms
  



  
    		2024-05-24 11:13:04.118084
    		0.1 ms
  



  
    		2024-05-24 12:13:06.241791
    		0.1 ms
  



  
    		2024-05-24 13:13:07.748387
    		-0.8 ms
  



  
    		2024-05-24 14:13:09.542822
    		-0.5 ms
  



  
    		2024-05-24 15:13:11.122825
    		-0.8 ms
  



  
    		2024-05-24 16:13:12.537879
    		-0.8 ms
  



  
    		2024-05-24 17:13:15.222087
    		-0.4 ms
  



  
    		2024-05-24 18:13:18.319371
    		1.2 ms
  



  
    		2024-05-24 19:13:20.399255
    		-0.4 ms
  



  
    		2024-05-24 20:13:22.628845
    		-1.0 ms
  



  
    		2024-05-24 21:13:26.491062
    		-1.0 ms
  



  
    		2024-05-24 22:13:29.21251
    		0.9 ms
  



  
    		2024-05-24 23:13:31.153916
    		-1.4 ms
  



  
    		2024-05-25 00:13:33.411286
    		-2.2 ms
  



  
    		2024-05-25 01:13:35.323701
    		-0.9 ms
  



  
    		2024-05-25 02:13:37.3541
    		-1.1 ms
  



  
    		2024-05-25 03:13:39.855855
    		-0.7 ms
  



  
    		2024-05-25 04:13:43.677354
    		-1.1 ms
  



  
    		2024-05-25 05:13:45.893209
    		-0.5 ms
  



  
    		2024-05-25 06:13:47.800848
    		-0.9 ms
  



  
    		2024-05-25 07:13:49.615811
    		0.4 ms
  



  
    		2024-05-25 08:13:51.262238
    		0.4 ms
  



  
    		2024-05-25 09:13:52.755886
    		0.0 ms
  



  
    		2024-05-25 10:13:54.34004
    		1.4 ms
  



  
    		2024-05-25 11:13:56.277549
    		1.0 ms
  



  
    		2024-05-25 12:13:57.70894
    		1.5 ms
  



  
    		2024-05-25 13:13:59.443268
    		-0.3 ms
  



  
    		2024-05-25 14:14:00.990344
    		1.2 ms
  



  
    		2024-05-25 15:14:02.71234
    		-0.7 ms
  



  
    		2024-05-25 16:14:04.920672
    		1.4 ms
  



  
    		2024-05-25 17:14:06.808399
    		-0.7 ms
  



  
    		2024-05-25 18:14:08.908457
    		1.2 ms
  



  
    		2024-05-25 19:14:11.579359
    		-1.7 ms
  



  
    		2024-05-25 20:14:14.961147
    		-2.6 ms
  



  
    		2024-05-25 21:14:18.215695
    		-0.8 ms
  



  
    		2024-05-25 22:14:20.497813
    		-1.3 ms
  



  
    		2024-05-25 23:14:22.090113
    		-0.9 ms
  



  
    		2024-05-26 00:14:23.530824
    		-0.2 ms
  



  
    		2024-05-26 01:14:26.54237
    		-0.2 ms
  



  
    		2024-05-26 02:14:28.470588
    		1.2 ms
  



  
    		2024-05-26 03:14:30.684192
    		-1.4 ms
  



  
    		2024-05-26 04:14:33.64937
    		0.9 ms
  



  
    		2024-05-26 05:14:35.098905
    		1.5 ms
  



  
    		2024-05-26 06:14:36.808901
    		0.2 ms
  



  
    		2024-05-26 07:14:38.899741
    		1.2 ms
  



  
    		2024-05-26 08:14:40.847928
    		2.9 ms
  



  
    		2024-05-26 09:14:42.379616
    		4.0 ms
  



  
    		2024-05-26 10:14:44.539456
    		1.1 ms
  



  
    		2024-05-26 11:14:46.814295
    		1.9 ms
  



  
    		2024-05-26 12:14:48.375687
    		0.5 ms
  



  
    		2024-05-26 13:14:50.013612
    		1.1 ms
  



  
    		2024-05-26 14:14:51.554199
    		-1.0 ms
  



  
    		2024-05-26 15:14:53.159154
    		-1.0 ms
  



  
    		2024-05-26 16:14:54.991979
    		-3.8 ms
  



  
    		2024-05-26 17:14:56.996604
    		-2.8 ms
  



  
    		2024-05-26 18:14:59.308839
    		-1.0 ms
  



  
    		2024-05-26 19:15:02.529656
    		0.4 ms
  



  
    		2024-05-26 20:15:06.052407
    		-1.6 ms
  



  
    		2024-05-26 21:15:08.621828
    		0.9 ms
  



  
    		2024-05-26 22:15:11.277948
    		0.1 ms
  



  
    		2024-05-26 23:15:13.733667
    		-1.2 ms
  



  
    		2024-05-27 00:15:16.856701
    		-0.1 ms
  



  
    		2024-05-27 01:15:20.360298
    		-1.4 ms
  



  
    		2024-05-27 02:15:21.834714
    		-1.6 ms
  



  
    		2024-05-27 03:15:23.225992
    		0.6 ms
  



  
    		2024-05-27 04:15:25.662506
    		-1.1 ms
  



  
    		2024-05-27 05:15:28.752592
    		-1.6 ms
  



  
    		2024-05-27 06:15:30.276707
    		1.3 ms
  



  
    		2024-05-27 07:15:31.918347
    		0.2 ms
  



  
    		2024-05-27 08:15:33.420115
    		3.1 ms
  



  
    		2024-05-27 09:15:35.104475
    		-0.4 ms
  



  
    		2024-05-27 10:15:36.955928
    		0.3 ms
  



  
    		2024-05-27 11:15:39.194734
    		-0.8 ms
  



  
    		2024-05-27 12:15:40.722482
    		-1.7 ms
  



  
    		2024-05-27 13:15:42.330529
    		-1.3 ms
  



  
    		2024-05-27 14:15:43.909733
    		-0.1 ms
  



  
    		2024-05-27 15:15:46.540004
    		2.0 ms
  



  
    		2024-05-27 16:15:48.463922
    		1.8 ms
  



  
    		2024-05-27 17:15:51.064058
    		-2.3 ms
  



  
    		2024-05-27 18:15:52.943156
    		0.8 ms
  



  
    		2024-05-27 19:15:55.29168
    		-1.0 ms
  



  
    		2024-05-27 20:15:57.208194
    		0.6 ms
  



  
    		2024-05-27 21:16:00.576004
    		0.7 ms
  








Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.




  
    		Time
    		IP
    		Event
  


    
    		2024-05-24 13:07:49.503 UTC
    		84.211.99.38
    		Kristine Tveit Jordet (KTJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.
  


  
  
    		2024-05-24 13:07:53.876 UTC
    		84.211.99.38
    		Kristine Tveit Jordet (KTJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.
  

  
    		2024-05-24 13:10:23.909 UTC
    		195.1.232.182
    		Edward C. Brown (ECB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.
  


  
  
    		2024-05-24 13:10:27.467 UTC
    		195.1.232.182
    		Edward C. Brown (ECB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.
  

  
    		2024-05-24 13:18:58.159 UTC
    		46.15.177.186
    		Jorge Jensen (JJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.
  


  
  
    		2024-05-24 13:26:23.069 UTC
    		46.15.177.186
    		Jorge Jensen (JJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.
  

  
    		2024-05-24 14:16:32.136 UTC
    		46.230.136.4
    		Anne Mari Schiager Topland (AMST) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.
  


  
  
    		2024-05-24 14:16:34.784 UTC
    		46.230.136.4
    		Anne Mari Schiager Topland (AMST) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.
  

  
    		2024-05-24 14:39:55.08 UTC
    		41.71.103.13
    		Siri Novak Øen (SNØ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.
  


  
  
    		2024-05-24 14:40:06.258 UTC
    		41.71.103.13
    		Siri Novak Øen (SNØ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.
  

  
    		2024-05-25 07:20:57.851 UTC
    		172.226.26.15
    		Eirik Aavitsland (EA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.
  


  
  
    		2024-05-25 07:26:40.118 UTC
    		172.226.26.15
    		Eirik Aavitsland (EA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.
  

  
    		2024-05-27 09:11:16.479 UTC
    		84.208.123.65
    		Eivor Andersen Oftestad (EAO) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.
  


  
  
    		2024-05-27 09:11:21.942 UTC
    		84.208.123.65
    		Eivor Andersen Oftestad (EAO) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.
  

  
    		2024-05-27 21:27:28.671 UTC
    		51.175.83.72
    		Stig-Øyvind Blystad (SB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.
  


  
  
    		2024-05-27 21:27:33.769 UTC
    		51.175.83.72
    		Stig-Øyvind Blystad (SB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:

[image: Icon_02.png]



By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.



7. References

[PDF]

Document management — Portable document format — Part 1: PDF 1.7

ISO 32000-1:2008, International Organization for Standardization, 2008

[TSP]

Internet X.509 Public Key Infrastructure: Time-Stamp Protocol (TSP)

RFC 3161, Internet Engineering Task Force, 2001

[CMS]

Cryptographic Message Syntax

RFC 2630, Internet Engineering Task Force, 1999

[ASN]

Information technology — Abstract Syntax Notation One (ASN.1): Specification of basic notation

ITU-T X.680, International Telecommunication Union, 2002

[DER]

Information technology — ASN.1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)

ITU-T X.690, International Telecommunication Union, 2002

[BASE]

The Base16, Base32, and Base64 Data Encodings

RFC 4648, Internet Engineering Task Force, 2006

[SHA]

Secure Hash Standard (SHS)

FIPS 180-4, National Institute of Standards and Technology, 2012

[RIPE]

Information technology — Security techniques — Hash-functions — Part 3: Dedicated hash-functions

ISO/IEC 10118-3:2004, International Organization for Standardization, 2004

[POSIX]

Standard for Information Technology — Portable Operating System Interface (POSIX)

IEEE 1003.1-2008, The Institute of Electrical & Electronics Engineers, 2008

[CRC]

Error-correcting procedures for DCEs using asynchronous-to-synchronous conversion

ITU-T V.42, International Telecommunication Union, 2002


Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.



